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[PAMBIX MJIU TOAPA3YMEBAEMbIX, BKJIIOUAS, B TOM UUCIIE,
JIFOBBIE ITOJIPASYMEBAEMBIE TAPAHTUN I YCIIOBUA
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KAK OBA3ATEJIBCTBO CO CTOPOHBI ASUS. KOMITAHIA ASUS HE
HECET HUKAKOIM OTBETCTBEHHOCTH Y OBSI3ATEJILCTB 3A JIFOBBIE
OIIMBKHU NJIN HETOYHOCTH, KOTOPBIE MOI'YT COAEPXKATBCA B
HACTOAIIEM PYKOBOJCTBE, BKJIKOYA A OITMCAHUA TTPOAYKIIUU 1
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[Tpomykms 1 Ha3BaHUS KOPIIOPAIIHIA, IMEIOIIHECS B STOM PYKOBOJICTBE, MOTYT
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ABTOPCKIMH TIPaBaMK COOTBETCTBYIOIINX KOMITAHHH 1 HICTIONB3YIOTCS TOIBKO B
EJSIX UICHTUDUKALIIH.
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1 Huadopmanus o 6ecipoBoIHOM
poyTtepe

1.1 /loOpo moxanoBarb!

Braronapum Bac 3a mprobpetenue 6ecripoogroro poyrepa ASUS
RT-ACS53!

Vnwrparonkuii u cTisbHbI RT-ACS3 paboTaet B IByX Anama3oHax

2,4 TTuu 5 I'Tn, obecnieunBas OBICTPYIO CKOPOCTB TIEPEIavr JTAHHBIX
1o 867 Mowurt/c B quanasone 5 [T u 300 Mout/c B 2,5 [T,

1.2 KoMIIEeKT MOCTABKH

M Becnposonroii poyrep RT-AC53 v Cereoii kabenb (RJ-45)
M Biok nutanus v Kparkoe pykoBosicTBO
M TapaHTHiiHBIA TAJTOH

NNPUMEYAHMUA:

*  Ecnu xakue-m6o 371eMeHTbI KOMIUIEKTa TOCTAaBKH OTCYTCTBYIOT HIIH
TIOBpEXkIeHBI, 00patuTech B cinyx0y Texnoauepxku ASUS. Topsuyro
JIMHUS CITYKOBI TEXHUUECKOH MOAEPKKH CMOTPUTE B KOHLIE 3TOIO
PYKOBOZICTBA.

+  CoxpaHute OpUTHHANBHYIO YIIAKOBKY Ha CIIy4aii, eciu B Oyyiiem
notpelyercs rapaHTHITHOE 00CITyKUBAHKE, HAPUMEP PEMOHT HITH
3aMeHa.
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1.3 lanublil OecnipoOBOIHOM POyTep

i
{

Muauxarops LAN1/LAN2
Boikouen: Her nuranns wim QuU3M4ecKOro COSAUHEHNS.
Bruroyen: Umeercs husndeckoe coenuHerne ¢ okanbHOM cetbio (LAN).

Muauxarop WAN (Internet)
Boikitouen: Her muranust nimm GU3NYECKOTO COCTMHEHHS.
Brutroyen: Umeercs dusndeckoe coenuHenne ¢ nokanbHoH cetbio (LAN).

Hupuxarop 2.4 I'Ty
Boikiouen: Her curnana 2.4 I,
Brurroden: becnipoBoaHas cuctema rotosa.
Muraet: [lepenaya naHHBIX yepe3 OECIPOBOIHOE MOMKITIOUCHHE.

Huaukarop 5 I'Ty
Boixitouen: Her curnana 5 [T,
Bruttoden: becnipoBoaHas cuctema rotosa.
Muraer: [lepenaya naHHbIX yepe3 OeCIPOBOIHOE MOAKIIOUEHHE.

Huaukarop nuranus
Boikiouen: Her muranus.
BrJ1t04eH: ycTpoicTBO roTOBO.
MenieHHo Muraet: Pexim BOCCTAHOBICHHS
Brictpo muraer: O6padorka WPS.

Pasvem nuranusi (DC-In)
[omkmouenne GIOKa MHTAHHSL.

©

Knonka nuranus
Haxmure 9Ty KHOIKY BKJTIOUSHHs/OTKITIOUSHHS CHCTEMBI.

Kuonka WPS
Ora KkHorKa 3armyckaer macrep WPS.

©
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@ Knonka copoca

Ora KHOIKA NpeiHa3HauYeHa U1t cOpoca CHCTEMbI K HACTPOHKAM 110 yMOIYaHHUIO.

@ Iopt WAN (Internet)
Tonkmouenue cereBoro kabest st ycraHoBKH WAN MOJKITFOYCHHS.

4 ceTeBBbIX nopra

=)

[MoakimoueHne CeTeBbIX YCTPOUCTB.

NNPUMEYAHMUA:

HWcnonk3yiite ToNbKO OOK MUTAHMUS, TIOCTABISEMBII C YCTPOHCTBOM.
[Ipu ucnonp30BaHMHN APYTUX OJIOKOB MUTAHUS YCTPOHCTBO MOKET OBITh

HOBPEXKICHO.
Crnenuduxauus:
biok nutanus Beixoguast MmomHOCTE: 12 B ¢ MakcHMaabHBIM
TOKOM 1A
Temneparypa npu 0~40°C Temmneparypa 0~70°C
padore TIPY XpaHCHAN
Braxuocts npu 50~90% Brnaxsocts npu 20~20%

pabote

XpaHEeHHH
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1.4 Pasmemenue poyrepa

Jlnst ynydienus 6ecipoBOIHOMN CBSI3U Mk Ty OECTIPOBOIHBIM
POYTEpOM U CETEBBIMH YCTPOMCTBAMH, HOAKIIOYEHHBIMHU K HEMY,
BBIIIOJIHUTE CIIEYIOLIEE:

* [lomectuTe GeCTIPOBOIHOM pOyTEp B IIEHTPE OECTIPOBOHOM CETH
JUISE MAKCHMATBHOTO TIOKPBITHSL.

* [lomecTuTe yCTPOKHCTBO MOJANBIIE OT METAJUIMYECKHX HIPETPaj U
HPSAMBIX CONHEYHBIX JIyUeil.

¢ Jlns npeioTBpallieHus IOMEX OMECTHUTE YCTPONCTBO MOAAJIbIIE
oT yctpoiicTB ctanmapta 802.11¢g wim ycTpoicTB, paboTarOIINX HA
gactote 20 MI' mmm 2.4 T, yerpoiicts Bluetooth,
OecrpoBOIHBIX TeIe(OHOB, TPAHCHOPMATOPOB, MOIIHBIX
aBuratened, GIoopeclieHTHBIX JJaMIl, MUKPOBOJIHOBBIX JTy4eH,
XOJIOTUIBHUKOB U APYTOTO HPOMBIILIEHHOTO 000PY/I0BAHUS.

¢ Vcnonb3yiiTe mocneHIo0 NpomuBKy. [ nonyyeHus noapooHoi
MH(pOPMALMK 0 HATMYMH CBEXKEH NPOIMBKY nocetute cailt ASUS

¢+ Jlng obecrneyeHus ONTUMAIBLHOTO CUTHAJIA, PACTIONOXKUTE TPH
CbEMHBIE aHTEHHBI, KaK I0Ka3aHO Ha PUCYHKE HIKE.
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1.5 Cucremubie TpedoBaHus

JIyist HaCTPOMKK CeTH HEOOXOIUM KOMITBIOTED, COOTBETCTBYIOIIHIA
CTIEYFOIINM TPeOOBAHUSM:
* Ceresoit mopt RJ-45 (10Base-T/100Base-TX/1000Base-T)
* becnposozuoii untepdeiic IEEE 802.11a/b/g/n/ac
* VYcranosnenHbii npotokon TCP/IP
* Bpaysep, nanpumep Internet Explorer, Firefox, Safari nmm
Google Chrome

INPUMEYAHHUA:

*  Eciu KoMITbIOTEp HE HMeeT BCTPOCHHBIX OSCTIPOBOHBIX CETEBBIX
aJIanTepoB, il OKIFOYCHHS K ceTH Bbl MOXKETe yCTaHOBUTD B
KommbioTep OecipoBonHoit anantep IEEE 802.11a/b/g/n.

*  becrnpoBomHO# poyTep OMHOBPEMEHHO MOIEPKUBAET paboTy Ha
gactoTax 2.4 [Ty u 5 ['T11. 510 MO3BONISET BBIMONHITH HHTEPHET-
cepduHr 1 paboTaTh C AMEKTPOHHOM OYTOH, UCTIONB3Ys YacToTy 2,4
I'Tu 1 OTHOBPEMEHHO CMOTPETH TIOTOKOBOE BUIE0 BBICOKOM YETKOCTH,
WX CIIyLIaTh MY3bIKY, MCIIONb3Y4 auanasoH 5 [T,

*  Hexotopsie yerpoiictea IEEE 802.11n, koTOpbIe BBl XOTHTE TOAKIIOUHTh
K CETH MOTYT He MOIepkuBath 9actoty 5 I' T, OOparutech K
crienu(puKauy yCTpoicTBa.

* Jlnuna Ethernet kaberns, ncnonb3yemMoro 11s IOAKIIOYEHUS CETEBBIX
YCTPOKCTB He oikHA npeBbiath 100 MeTpos.
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1.6 Hacrpoiika poytepa

BAKHO!

*  Bo n30esxaHie BOSMOKHBIX TOMEX ¢ OECIPOBOIHOI CBA3BIO, IPH
HAaCTpOliKe OECIIPOBOAHOIO POyTEPa UCIIONb3YHTE IPOBOLHOE
COE/IMHEHUE.

+ Ilepen HacTpoiikoii OECTIPOBOIHOTO POYTEPA, BHITIONHHUTE CIICTYIONINE
JeHCTBUSL:

* [lpu 3ameHe cyImecTBYIONMIEro poyTepa, OTKITFOUNTE €r0 OT CETH.

*  Otxmounte IpoBoma/kabem ot MoxeMa. Ecii Ha MozieMe ecTh
AKKyMYJISTOP, OTKITFOUUTE €TO0.

* Ilepesarpy3ute MozieM U KOMIbIOTED (PEKOMEHIYETCS).

1.6.1IIpoBogHOE MOAK/IIOYEHHE

MMPUMEYAHMUE: {5151 1poBOAHOrO MOAKIIOYEHUS MOKHO HCIIONb30BATh
TM000H (TPSMOIA HITH TIEpEKPECTHBIH) KaOeb.

RT-AC53

Internet 9
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Jis HacTpoiiku 0ecnpoBOHOIO poyTepa Yyepe3 NpoBOAHOE
coelHHeHHe:

1. IMoxmkmounte G0k mUTaHus poytepa Kk pazsemy DC-In u x
pO3ETKE.

2. C MOMOILBIO IIOCTABIIEMOIO CETEBOTO KAOEIIs IIOAKITFOUNTE
komnbrotep kK LAN nopty poytepa.

BAKHO! Yo6enurecs, uto unaukarop LAN muraer.

3. C moMoIIBIo IPYroro CeTeBOro Kadedsi, MOIKITIYNTE MOIEM K
WAN nopty 6ecripoBOAHOTO poyTepa.

4. TlonxmounTte OOk muTanus Moaema K pazsemy DC-In mozema u k
po3eTKe.

1.6.2 becnpoBogHOE MOTK/II0YEHHE

Smart phone Tablet

L]

[

Laptop Printer

Internet
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Jliist HacTpoiiku 0ecrpoBOHOIO poyTepa uepe3 0ecnpoBoIHOe

COCIMHCHHE:

[onxtounte 6ok muTaHus poyrepa k pazbeMy DC-In u k
PO3ETKE.

. [oxmkirounTe ceTeBoit Kabens mpoaiiiepa uim ot mogema kK WAN

TIOPTY poyTepa.

[Toxxmounte 610K muTanHus MozieMa K pasbemy DC-In Mmonema u k
pO3eTKe.

VYeranosute B kKommbiotep ceteoit anantep IEEE 802.11a/b/g/n/
ac.

INPUMEYAHMUA:

[TompoOHyto MH(OPMAIIHIO O TOAKTIOYEHHH K OECIIPOBOIHOM CETH
CMOTpHTE B PyKOBOJCTBE Monb3oBarens 111 WLAN ananrepa.

Nudopmariuo mo HacTpoiike napamMmeTpoB Oe30MaCHOCTH CMOTPHUTE B
paznene Hactpoiika mapamMeTpoB 6e30macHOCTH OeCTIPOBOIHOI ceTH
JIAHHOTO PYKOBOJICTBA.
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2 IlepBoe BKIIOYCHHE

2.1 Bxon B BeO-unTepeiic

JlaHHBII OECTIPOBOHOM POyTEp UMEET MHTYUTUBHO MOHSITHBIH
rpaduueckuii uaTepdeiic nompzosarens (GUI), uto mo3BonseT gerko
CKOH(UTYPHPOBATH ero (yHKIMH uepe3 Opaysep, Hanpumep Internet
Explorer, Firefox, Safari wim Google Chrome.

NPUMEYAHMUE: ®yHKimy MOIyT U3MEHATBCS B 3aBUCHMOCTH OT BEPCUH
HPOIIMBKH.

Juis Bxoza B BeO-uHTepeiic:

1. B Gpaysepe Beenute [P-anpec poyrepa

2. B oxHe BXo/1a, BBEIUTE UMS MOJIb30BATENS 0 YMOTYAHHIO
(admin) 1 mapons (admin).

3. Tenepb MOHO HCTIONB30BATh BEO-UHTEP(EHC A1 KOHUTYpaALHH
Pa3INYHBIX TAPAMETPOB POYTEPA.

Bepxuue kHONKH

T ——
QIS [ 1 Hndopmanus
IManenn —
HaBUTALUH
ITpassIit
cTOJI0€I]
Cpenuuit
cToJ10en

NPUMEYAHHUE: Ilpu Bxone B BeO-mHTEpdEIC B IEPBEII pa3
ABTOMATHYCCKH MOSBUTCS CTPaHuIla ObICTpoit HacTpoiiku Uatepret (QIS).
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2.2 beicrpas Hactpoiika UaTepHer (QIS) ¢
aBTOOMpe/IeIeHHEeM

®ynk1us ObIcTpoii HacTpoiiku nHTepHeTa (QIS) momoker Bam
OBICTPO HACTPOUTDH MOAKITIOYEHHE K VIHTEepHET.

ITPUMEYAHMUE: Ilpu nepsoM nopkitoueHuy kK THTEpHET HAXKMUTE HA
poyTepe KHOIKY cOpoca juis cOpoca poyTepa K 3aBOJACKUM HACTPOHKaM 110
YMOIYaHHIO.

Jaist ucnosab3oBanusi QIS ¢ aBToMaTHYECKUM OIpe/ieeHueM:

1. Boiinure B BeO-uHTEpdEiic. ABTOMaTHYECKH MOSBUTCS CTPAHULA
obicTpoit HacTpoiiku (QIS).

IIPUMEYAHUSL:

Ilo ymomyanuto, MMs MOJIB30BATENIS M MApoIb 115 BeO-unrepdeiica
poytepa admin. [TogpoOuyro nndopmaruu 06 U3MEHEHUH UMEHH
T0JIb30BATENS M Aol cMoTpute B paszaene 4.6.2 Cucrema.

* VM nonmb30Barens 1 naponb omndaercs oT uMenn ceti (SSID)
¥ Kiroya Oe3omacHocTd. MIMs mosp30Batens 1 mapoiib MO3BOJISIOT
BoiiTH B BeO-nHTEpdEiic poyTepa A KOHQHUTYpaLK TapaMeTpoB
OecnipoBojHOro poyrepa. Mms cetu (SSID) u kitrou Oe30macHOCTH
TIO3BOJISIOT OECTIPOBOJHBIM YCTPOHCTBAM MOIKITFOYATHCS K
0eCIpOBOJIHOM CETH.
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2. PoyTtep momiepKuBaeT CIemy OIMe TUTIbI TTOAKITIOYEHHUS:
Junamuyeckuii IP, PPPoE, PPTP, L2TP. Beeaure
HeoOxomMyto nHpOpMAIHIO T Balero Trma moakoYeHus.

BAKHO! HeobGxomumyto nHpopMaImio o Bamem moakitoueHny K ceTn
HWnrepuer y3naiire y Bamero npoaiiiepa.

ni1s apromarmdeckoro [P (DHCP)

nns PPPoE, PPTP u L2TP
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IIPUMEYAHUSL:

ABTOMaTHYECKOE ONpE/ICICHIE THIIA OAKIIOUEHHS HMEET MECTO TIPU
TEpBON HACTPOIKE PoyTepa WM Nociie copoca poyTepa K HacTporKaM
0 YMOTYAHHIO.

Ecmu QIS He MOXKeT onpeneuTb THII MOAKTIoueH!s kK HTepHeT,
Haxxmute SKip to manual settings 1 BpyuHYI0 CKOHOUTYpUpPYHTE THIT
TIOJKITFOYCHHS.

Hasnaubsre nms cetu (SSID) u kitrou 6e30macHOCTH st
oecrnpoBoHbix nofkodennit 2.4 [T u S I'T. Korna 3akonunte,
Haxmure IIpumeHnTs.
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4. TlosBarcs HacTpoiiku MHTepHeT 1 OecripoBoHoil cetu. Haxmure
Janee 1y1s1 mpoIOIDKEHMS.

5. O3HAKOMBTECH C OMTUCAHUEM 6CCHp0BOZ[HOFO CETECBOIO
TMOAKIIOYCHHMA. Korz[a 3aKOHYHMTEC, HAXKMUTC T'oToBoO.

CkavaHo ¢ cavita UHTepHeT MaraauHa https://axiomplus.com.ua/



2.3 TloakiawyeHue k 0eCrpoOBOIHOM ceTH

[Tocne HacTpoiiku 6ecrpoBogHOTO poyTepa epes QIS k
0eCrpOBOHOM CETH MOXKHO MOJKIIOUUTD KOMITBIOTEp U APYTHE
YCTPOICTBA.

Jig mogkioyeHus K Bameii ceTH BBINOJIHUTE ClIeAyIolIee:

1.

2.

Jlyist mpocMoTpa OCTYIHBIX OECTIPOBOIHBIX CETEeH IMETKHUTE O
MKOHKE CETH B 00JAaCTH YBETOMIICHHUIA.

BriGepute OecripoBoHy0 ceThb, K KOTopoii Bbl skenaete
MOAKIIOYNTECA ¥ HaskMuTe T1oAKII0UHTD.

[Ipu noctyne k Ge30macHOi 6ECTIPOBOIHON CETH BBEIUTE MAPOIh
nnm ceteBo Kimrod 1 HaxmuTe OK.

JIoKIUTECh MOAKITIOYEHHS KOMITBIOTEPA K OECIPOBOHOMN CETH.
Hkonka  0TOOpaxkaeT COCTOSHUE MOAKITIOUSHHS i MOIITHOCTh
CUTHaJa TIPOBOIHOTO WX OECTIPOBOAHOTO MOAKIFOUEHHS.

ITPUMEYAHUA:

[MonpobHyto HHPOPMAIIHIO TI0 HACTPOIKE OECIIPOBOTHON CETH CMOTPHTE
B CIIEYIOLIEH IIIaBe.

[TompobHyto MH(OPMAIIHIO TI0 MOAKITFOYEHHIO YCTPOICTBA K
OeCIpOBOJIHOM CETH CMOTPHUTE B PYKOBOJICTBE MOJI30BATEIIS
yCTpOICTRA.
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3 Konurypanus o01mmx napaMeTpoB
3.1 MHcnons3oBaHue KapThl CeTH

Kapra cetr mo3BossieT KoHQUTypupoOBaTh TApaMeTPhl CETEBOI
0€30MacHOCTH, YIPABJIATH CeTeBbIME KineHTamu 1 USB-
YCTPOWCTBAMH.
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3.1.1 Hacrpoiika mapameTpoB 0e30macHOCTH 0eCITPOBOIHOM
ceTn

Jlyist 3armuThl OeCPOBOIHOM CETH OT HECAHKITMOHMPOBAHHOTO
J0CTyTa, HEOOXOMMO HACTPOUTH MTapaMeTphl 6e30IaCHOCTH.

Jlnst HacTpoiiKN mapaMeTpoB 0e30MACHOCTH:

1. B mento naBuranuu Beibepute Oomue > Kapra cern.

2. Ha skpane kapTsl ceTu, moa oomnacteio CocTosiHie CHCTEMBI
MOKHO CKOH(UTYpUPOBaTh HapaMeTpbl Oe30MacHOCTH

OecnipoBozHOI cetr, Hampumep SSID, ypoBeHb 6€30macHOCTH U
HACTPOHKHU MM(POBAHUS.

NPUMEYAHMUE: Brl MOXeTe HACTPOUTH ITApaMeTphl OE30MaCHOCTH IS
muana3zonoB 2.4 [Tou 5T

Hacrpoiiku 2.4 I'T Hacrpoiixu 5 I'Tn

3. B none Wireless name (SSID) BBeuTe yHUKATBHOE UMSL TS
Barreit 6ecripoBoHOM ceTH.
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4. Boibepute MeTon muppoBaHus 11t 0ECIIPOBOIHON CETH 13
BhINajatomiero crucka Security Level.

BAJKHO! Craunapr IEEE 802.11n/ac He nmogaep:kupaer
BbICOKOCKOpOCTHOTO coennHeHnst ¢ WEP nim WPA-TKIP kimodom. Eciu
Bp1 ncrnionb3yete 3Ti MeTozIbI IM(POBAHHMS, CKOPOCTH MEPENavH JTaHHBIX

cuamsmtes 10 IEEE 802.11g 54Mbps.

5. Bsemure ko 0€301macHOCTH.
6. Korna 3axkonuute, Haxxmure [lIpumeHnTs.

3.1.2 YnpaBiieHue ceTeBbIMU KJIMEHTAMH

Jlast ynpapJieHusi ceTeBbIMU KJIMEHTAMM:
1. B mento HaBuranuu Beioepute Oommue > Kapra cern.

2. Ha skpane kapra ceTH, BHIOEPUTE HKOHKY COCTOSIHHE KIHEHTa
JIS OTOOpaKEHUS HHPOPMAIIHH O CETEBBIX KIIMEHTAX.

3. Jlnst GMOKMpOBAHHUS KIIMEHTA, BRIOEPUTE KITMEHTA U HAKMHUTE
Block.
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3.2 Co3ganue rocreBoM ceTH

TocreBast ceth mpefocTaBIseT NOAKIIOUEHHE K ceTu HTepHeT s
BPEMEHHBIX TTOCeTHTENeH epe3 otaenbhbiid SSID 6e3 noctymna k
JIOKaJIbHOM CETH.

MNPUMEYAHMUE: Poytep nonnepxusaet mo wectu SSID (tpu SSID nns
2.4 wtpu SSID mos 5 [T).

Jloist co3aaHust rocTeBoil ceTH:
1. B mento HaBurauuu Beidepute O6mme > Kapra cern.

2. Ha sxpane rocteBoii ceTu BRIOEPHTE UCTIONIB3YeMBIi TuanaszoH: 2.4
wm 5 [T,

3. Bribepute BRIOUHTD.
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4. Jlnst HaCTPOMKM JOMOJHUTENBHBIX TApaMETPOB HAXKMHUTE
H3mennrs.

Ha sxpane Briiounth rocreByio cets? Beioepure Jla.

. B nione Ums cetu (SSID) HasHaubTe UM /17151 BpEMEHHOM
OeCrpOBOIHOM CETH.

7. Bribepure MeTton ayTeHTH)UKAIIMH.
8. Bribepure Meton mmuppoBaHus.

9. Ykaxute Bpems qoctyna nmm Beioepute besrpannunblii.
10. Bxirounte vim otkmounte Joetyn k MaTpaner.

11. Korna 3akonunte, Haxmute [IpumMeHuTb.

o W
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3.3 MHcnoas3oBanue [ucneryepa rpadguka
3.3.1 Ynpapiienune QoS (kauecTBO 00CTY:KHBAHMS)

KauectBo obcmyxusanus (QoS) nossomnser Bam ycraHOBUTD
HPUOPUTET U YIIPABIATH CETEBBIM TPAPUKOM.

JIasl ycTAaHOBKH MPUOPUTETA BBINOJIHUTE CJIeAyIolIee:

1. B mento HaBuranuu Beibepute Oommue > Jlucneryep Tpaduxa >
BKi1azaka QoS.

2. Haxxmure ON st BrimrodeHns QoS. 3armonHuTe moss BXOIIeH 1
UCXOMIAIIEH CKOPOCTH.

NPUMEYAHHUE: Mudopmanuio o mmprHEe KaHaIa MOKHO TOTYIUTh Y
Barmmero mposaiinepa (ISP).

3. Haxwmure CoxpaHuTs.

IIPUMEYAHMUE: Crincok nons30BaTeabCKUX NPaBIII MPETHA3HAYEH JUTs
JIOTIONHUTENBHBIX HAacTpoek. Eciy HeoOxoamuMo 3a1aTh NpUOPHUTET 11
CeTeBbIX CITyx0, BeiOepuTe OmnpeiessieMble M0JIb30BaTe1eM NpaBuia
QoS nu OnpenensieMblii 0Jb30BaTeJeM NPHOPUTET B BEPXHEM MPAaBOM

YIIIy.
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4. Ha crpanuue Onpeaensiembie nojib30BatesieM npasuia QoS
HAXOJUTCS YETHIPE TUTIA OHJIAMH-CITYXO0 10 yMOT4aHuio: web surf,
HTTP u file transfers. Beibepure HyxHyt0 ciyx0y, 3ar0THUTE
HUcxonuniii IP uam MAC, Ilopt naznauenus, [Iporoxo,
IlepenaBaemprii u IIpuopurer, 3arem Haxxmute IlpuMeHUTD.
Ora uHpopmalus NosBUTCS Ha 3KpaHe npasui QoS.

MNPUMEYAHMUA:
»  Jlna BBoza ucxoquoro [P win MAC Bo3MOXKHSI ClIEAYyIOMIUE ACHCTBUS:
a) Ykaxure [P-anpec, Hanpumep "192.168.122.1".

b) Bsenure [P-anpeca, Haxozsiyecs B OHOM TIOJCETH WK B OHOM
[P-myne, nanpumep “192.168.123.*” umm “192.168.*.*”

B) Beenute Bee ampeca kak "*.*.* *" yim ocTaBbTe 3TO MOJE MYCTHIM.

d) ®opmar MAC-aapec COCTOUT U3 MIECTH IPYIII 110 JIBE
IIECTHA/IATEPHYHBIX TU(PPBI, pa3ielieHHBIX JBOCTOYNEM (:) (Harmpumep
12:34:56:aa:bc:ef)

¢ JI14 MCXOHOTO MOPTa BO3MOXKHBI CIEAYIOIIHE JICHCTBHUSA:
a) YKaxuTe KOHKPETHBIH MmopT, Hampumep "95".

b)  Beemurte nuarnason mopro, Hanmpumep “103:315”, “>100” vu
“<65535”.

* B cron6ue [epexaBaemplii conepxutcs HHGOPMALHUS O BXOIALIEM
1 HCXOJIAIEM CeTeBOM Tpaduke 115 OAHOH ceximu. B 3toM cronbue
MOKHO YCTaHOBUTH OrpanuucHue cereoro tpaduka (8 Kb) ans
KOHKpPETHOH ciTyx0b1. Hanprmep, eciu iga ceteBbix kiuenta [1K 1
u [1K 2 ocymectsnstor noctyn B UutepHer (uepes nopr §0), a PC
1 mpeBbICUIT OrpaHUIEHHE CETEBOTO Tpaduka, TO OH MOMYUHT Oosiee
HU3Kui npuoputet. Eciiu Bam He Hy)HO orpannueHune Tpaduka,
OCTABBTE T10JIC TTYCTBIM.
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5. Ha crpannne OnpenessieMblii 10J1b30BaTe/1eM IIPHOPUTET

MOKHO BbIOpATh MIPHOPHUTET IS CETEBBIX NPUI0KEHUI UITH
yCTpoiicTB 13 criicka OnpenessieMble M0JIb30BaTe1eM PaBUIIa
QoS. Ha ocHoBe mpropuTeTa MOKETE UCTIONB30BATh CIEIYIOIIIE
METO/IbI [Tl OTHPABKH NAKETOB JAHHBIX:

¢ M3MeHUTH NOPAZIOK OTIpaBIsieMbIX B FIHTEpHET akeToB.

* B rabmuue CkopocTh HCXOSIIETo COeIHHEHHUS YCTAaHOBUTE
MunnmMaabHOe OrpaHHYeHHe NIHPHHBI KAHAIA 1
MaxkcnMa/ibHOE OrpaHHYeHHe IIMPHHBI KAHAJIA U1
HECKOJIbKUX CETEBBIX IIPHIIOKEHUI C Pa3HBIM PUOPUTETOM.
Wcxondmas mmprHa KaHasa JUlsl CETEBBIX IPHIOKEHHH
0TOOpakaercs B IPOLEHTAX.

IIPUMEYAHMUA:

HuskonpropuTeTHbIE TAKeThl KTHOPUPYIOTCS TSt 00eCTIeYeHNUs
Tepeiady BEICOKOIPHOPUTETHBIX MTAKETOB.

B tabmue CropocTh BXOASIIIET0 COeIMHEHUs YCTAHOBHTE
MaxkcnMa/ibHOe OrpaHinyeHne NIHPHHBI KAHAJIA IS CeTEBBIX
IPUIOKEHUI B COOTBETCTBYIOLLEM IOPs/IKE. BBICOKMI puoputer
MCXOMANIMX TIAKETOB BBI30BET BBICOKHI TIPHOPHUTET BXOAIINX TTAKETOB.

HpI/I OTCYTCTBHU BBICOKOIIPMOPUTETHLIX IMAKETOB COCAMHECHUE TOCTYITHO
JJ11 HU3KOTIPUOPUTCTHBIX MMAKCTOB.

YCcTaHOBUTE NAKETHI ¢ HAUBBICIIUM IpUOpUTETOM. {1t urp,
Hanpumep, MoxkHO ycraHoBUTh ACK, SYN u ICMP B kauecTse
TIAKETOB C HAMBBICILIUM PUOPUTETOM.

MMPUMEYAHHUE: Yoemutecs, uto QoS BKIFOUECHO U 331aHO OTPAHUYCHHE
CKOPOCTH JIJIsl 3arpy3KN/CKauYMBaAHMSI,
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3.3.2MoHuTOpHHT Tpaduka

DyHKIKMS MOHUTOPUHTA TpadHKa MO3BOISET OLEHUTH 00beM
Tpaduka, a TakxKe CKOPOCTh MOAKTIOUeHHS K HTepHeT, MpoBOAHOTO
1 0eCrpOBOIHOTO MOAKIIOYeHNHN. DYHKIUS MO3BOIISIET EXKETHEBHO
KOHTPOIHPOBATH CETEBOM TpaduK.

NNPUMEYAHMUE: Cymma nakeroB u3 cetd MIHTepHET paBHa cymMe
TepeaHHbIX MAKETOB IS TIPOBOAHBIX M OECIIPOBOAHBIX YCTPONCTB.
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3.4 Hacrpoiika PoquTeibCcKOro KOHTPOJIs

Ponurenbckuii KOHTPOJIb MO3BONISET KOHTPOJIMPOBATH BPEMsI IOCTYIIA
K cetd MiHTepHeT. MOKHO OrpaHUUYNTh BPEMsI HAXOXK/ICHUS KIIMEHTA B
cetu MHTEpHET.

JI1st McnoJ1b30BaHus (PYHKIUH POJUTEIBCKOr0 KOHTPOJIS:

1. B menro nHaBuranmu Beioepute Oommue > Poauresbekuii
KOHTPOJIb.

2. Haxwmure BKJI 17151 BKITIOYEHHS POAUTENIBCKOTO KOHTPOJIA.

3. BriOepute KJIMEHTa, YbIO CETEBYIO aKTUBHOCTh HYKHO
KOHTponupoBath. Takxke MoxHO BBecTH MAC-apec kineHTa B
noie MAC-aapec kineHTa.

IMPUMEYAHUE: Yo6enurech, 4To UM KIMEHTA HE CONEPIKUT
CIIENMABHBIX CUMBOJIOB I TIPOOENOB, TIOCKOIBKY 9TO MOKET BBI3BATH
cboii B pabote poyTtepa.

CkavaHo ¢ cavita UHTepHeT MaraauHa https://axiomplus.com.ua/

29



30

. Haxxmure wmm JUIA )IO63BHCHI/I$I WJIN YAQJICHUA KIIMCHTCKOTO

npous.

. Hacrpoiite paspereHHoe BpeMs Ha KapTe YnpasieHue

BPEMCECHEM. HepeTaH_II/ITC HYXHOC BpeMSI/ JCHb HCACIIN.

. Haxxmure OK.
. Haxxmure IIpuMeHnTSH 17151 COXpaHEHHs HACTPOEK.
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4 Kondurypanus J000JHATEIbHBIX

nmapamMeTpoB

4.1 becnpoBoaHasi cBsI3b
4.1.100ume

Ha crpanmie O6mipe MOXHO CKOH(UTYpUPOBATH OCHOBHbIE
mapameTphbl OeCIIPOBOTHOM CETH.

Jiis KOH(UTypauuu 0CHOBHBIX MapaMeTpbl 0eCIPOBOIHOM CeTH:
1.

2.

B meHto HaBuraiuy Beioepute JlonoJHHTeIbHBIE HACTPOHKH >
BecnipoBonast cBsi3b > BKiiazka Oommue.

Bribepure 2,4 nma 5 I'T1 B KauecTBe AMamna3oHa 4yacToT s
OeCTpOBOIHOM CETH.

Jlns unentuduxarmu Banreii GecripoBoaHON ceTH Ha3HAYBTE
cereoe ums Wi SSID (Mnentudukarop 6ecrpoBoHoi
cetH). becrpoBoHEbII yCTpOICTBA MOTYT NOJKIIIOUUTHCS

K GecripoBoaHOM ceTu uepe3 HazHadeHHsI SSID. SSID Ha
HH(MOPMALIMOHHOM OaHHepe OOHOBIIAIOTCS TIPH COXPAHECHUH
HACTpPOEK.

IIPUMEYAHMUE: MoxHo Ha3Ha4uTh yHUKaIbHBIE SSID 17T 9acTOTHBIX
quana3odoB 2,4 [T u 5 T,
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B nmone Cxpwith SSID BriGepute [la s npenoTBpammeHus
obHapyxenus SSID npyrumu 6ecipoBOIHBIMU YCTPOHCTBAMM.
Kornma sta yHkuus BKItoYeHa, A7 I0CTyIa K 0eCIIPOBOIHOM CeTh
Heobxommo BBecTH SSID BpydHYIO.

BriGepuTe OecripoBOAHOM pesknuM, ONPESIAIOIIIIA THIT
0eCIPOBOAHBIX YCTPOICTB, KOTOPBIE MOTYT MOAKIFOYUTECS K

poyTepy:
ABT0: Bribepute ABTO [ pa3pelieHus MOAKIIOYEHHS K poyTepy
ycrpoiicts 802.11ac, 802.11n, 802.11 g u 802.11b.

Legacy: Boibepute Legacy mi1s paspereHus moAKII0UeHNs K
poytepy ycrpoiict 802.11b/g/n. MakcumanbHas CKOPOCTb JIJIst
ycrpoiict 802.11n Oyner 54 Mowut/c.

N only: Beibepure N only 115 MakcuManbHOM
npousBouTensHocTH Wireless N. DT0T pexum 3amperniaer
NOJKIIOUEHHE K poyTepy ycrpoiicTs 802.11g u 802.11b.

Bribepure pabouwnii kaHan 11 6€CTIPOBOIHOTO POyTEpA.
Bribepute ABTO /15l aBTOMaTHUECKOTO BbIOOpA KaHasa ¢
HaMMCHBIINM KOJIMYECTBOM IIOMEX.

BriGepute mmpuny kanana 1y1s 00ecriedeHHst BBICOKOH CKOPOCTH
Tepesiaull JaHHBIX:

40 MTI'u: Boibepure 3Ty MmMpyHy KaHaja Jis MAKCUMAabHON
HPOIYCKHOM CIOCOOHOCTU OECTIPOBOIHOM CETH.

20 MI'u (mo ymostyanuio): Beibepute 9Ty mpuHy KaHana, eciim
BbI CTOJIKHYJIUCH C TIpo0eMaMy ¢ OeCIIPOBOHBIM MOAKIIOUCHUEM.

. Beibepure meTon ayTeHTH(DHUKALNN:

* Open System: Dta omust He oOecrieunBaeT 6e30MaCHOCTH.
* O6umii kiao4: Ber gomkas! ncnons3oBarh WEP mmdpopanme
1 BBECTHU XOTS OBl OIMH OOV KITFOY.
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 WPA/WPA2 Personal/WPA Auto-Personal: Ota omus
o0ecreurnBaeT BHICOKUIA ypoBeHb 0e30MacHOCTH. MOXkHO
ucrons3oBath WPA (¢ TKIP) umu WPA2 (¢ AES). ITpu Be160Ope
TOM OIIIMH BBI JOJDKHBI HCTIONB30BaTh mudpoBanue TKIP +
AES u BBecTn kimtoueByro ¢gpasy WPA (ceteBoii ko).

* WPA/WPA2 Enterprise/WPA Auto-Enterprise: Ota ormps
00ecrevrBaeT OueHb BHICOKUI ypoBeHb Oe3omacHocTH. OHa
pabotaeT ¢ unTerpupoBanusiM EAP-cepBepoM mii BHEITHUM
RADIUS-cepBepom.

* Radius with 802.1x

ITPUMEYAHHUE: BecnpoBopHOl poyTep NOAIEPKUBAET MAKCUMAIIBHYO
cKopocTh epenaun 54 Mout xora Peskum OecripoBoHoil ceTH
ycTaHoBJIeH B ABTO, 2 Metox mugposanus - B WEP nim TKIP.

9. Bribepure mmdposanue WEP (Wired Equivalent Privacy) mst
JIAHHBIX, TIEPEIaBAEMBIX 110 OECTIPOBOTHOM CETH:

* Otkut: Otkirogaer WEP-tmdposanne
* 64-0ut: Brmoyaer WEP-mdpoanune

* 128-06ut: Brurouaer ynyumennoe WEP-mmdposanue.
10. Korzna 3akonuute, Haxxmute [IpumMeHHTS.
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4.1.2WPS

WPS (Wi-Fi Protected Setup) - cranmapt 6ecripoBogHoit
0e30MacHOCTH, TIO3BOMAIONIMH OBICTPO MOAKITIOUATh YCTPOHCTBA K
OecrpoBoaHoit cetn. Dynkumo WPS MoxHO ckoH(UTypHpOBaTh C
nomotsio [TMH-kona nnu kaonku WPS.

NPUMEYAHHUE: Yo6emutech, 4To yCTpOiicTBa MomaepkuBaroT WPS.

Jas Braouennss WPS B 6ecnipoBonoii ceTn:

1. B mento HaBuraiuu Beidepute JlonoaHuTeIbHbIE HACTPOHKH >
BbecnipoBoinas cBsi3b > Bkiagka WPS.

2. B none Brmounts WPS nepemectute noia3yHOK B HONOKEHHE
ON.

3. Tlo ymomuanuto WPS ucnionssyer 2,4 ['T11. Eciu Hy»HO H3MEHUTH
yacroty Ha 5 [T, B mone Brimounts WPS nepemecrture
non3yHok B nonoxenne OFF, B mone Texkymast yacrora
wenkuute [lepexiounts yactory, 3ateM B none Briaounts
WPS nepemectute nomsyHok B nonoxkenne ON - erie pas.

CkavaHo ¢ cavita UHTepHeT MaraauHa https://axiomplus.com.ua/



MPUMEYAHHUE: WPS nomnepxuaet MeTos! ayreHTUdMKay Open
system, WPA-Personal u WPA2-Personal. WPS ne nonnep:xusaer Shared
Key, WPA-Enterprise, WPA2-Enterprise u Radius.

3. B none Meton WPS Boibepute Knonka v [IMH-kox kinenta.
[Tpu Be16ope Knomnka nepeiimure k mary 4. [1pu Beioope ITMH-
KO/l KJIMEeHTa [epeiuTe K mary 5.

4. JTns Hactpoiiku WPS ¢ momoI1ibto KHOIIKH Ha pOyTepe, BBIIOTHUTE
CIeIyIOIIMeE ACHCTBUSL:
a. Hasxmure Ilyck nm Haxmute kHonky WPS Ha 3aaHel nanenn
poyrepa.
b. Hasxmure kaonky WPS Ha poyrepe. OObIMHO TOMEYEHO
norotunom WPS.

NPUMEYAHMUE: Pacronoxenwe kaonku WPS cmotpute B
JIOKYMEHTAIIIH OeCIIPOBOTHOTO YCTPOHCTBA.

c. Poytep HauHeT MOKMCK AOCTYIHBIX YCTpOUCTB. Eciu poyTep He
HalJET HA OJIHOTO YCTPOMCTBA, OH MEPEKIIOUUTCS B PEKUM
OKUJIAHHUSL.

5. Jlns wactpoiikn WPS ¢ momompio [IMH-kona kivenTa BBITIONHATE

CIIETYIOIIHE ACHCTBUSL:

a. Haiigure WPS IIMH-kox B pykoBOACTBE MOJIB30BaTENs
OeCTpOBOIHOTO YCTPOKCTBA HITH HA CAMOM YCTPOMCTBE.

b. Beenure [IMH-kox kireHTa B TEKCTOBOE IIOJIE.

c. Haxmnre Ilyck mis nepekitodeHus poyTepa B peKnuM MOMCKa
WPS. Unaukatopsl poyTepa ObICTPO MHUTAIOT JI0 3aBEPIICHHUS
Hactpoiiku WPS.
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4.1.3 ®uabsTp MAC-agpecoB GecnpoBOIHOM CeTH

®uisrp MAC anpecoB 6ecripoBOHOMN CETH MO3BONISET
KOHTPOJIMPOBATh MaKeThl ¢ ykazaHHBIMU MAC-azipecamu B
OecrpoBOTHOM CETH.

st nacrpoiikn ¢puisTpa MAC anpecoB OecnipoBoiHOii ceTH:
1. B mento HaBuraiuu BeidepuTe JlonoaHHTeIbHbIE HACTPOHKH
> becnpoBoaHas cBs3b > Biiagka @uiastp MAC-anpecos
0ecnpoBOIHOI ceTH.
2. B none Yacrora BeiOepute Iuana3oH 4acToT, UCTONb3yeMblil 11
¢punsrpa MAC-anpecos GecipoBOIHOM CeTH.
3. B none Pe:xxnm puasrpa MAC-agpecos Boioepute IpunsaTs
w1 OTKJIOHUTD.
* Beibepute IIpuHATH 111 paspelieHns 0CTyma K
OecrpoBoHOIt cetn yeTpoiictBam u3 criucka MAC-¢unsrpa.
* Bribepute OTKIOHUTB /U 3alpELeHUs JOCTyTa K
OecnpoBOIHOM CeTH ycTpoiicTBaM U3 crincka MAC-¢unbrpa.

4. B ciucke MAC-dwsTpa, Hakmute KHOTIKY Jlo6aBUTL 1
BBeuTe MAC-aapec 6ecpoBOIHOTO YCTPONCTBA.

5. Haxmure [lpuMeHNUTD.
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4.1.4Hacrpoiika RADIUS

Hacrpoiika RADIUS (Remote Authentication Dial In User Service)
o0ecreynBaeT AOMOMHUTENBHBIN YPOBEHb 0€30MaCHOCTH MPH
HCTIONB30BaHKH pexkuma ayteHtudukanun WPA-Enterprise, WPA2-
Enterprise umu Radius with 802.1x.

Jlnst nacrpoiikn napamerpos RADIUS:

1. Yoenutecs, uto pexxum ayTeHTU(DHUKAIMI OSCIIPOBOTHOTO POyTEpa
ycraHosineH B 3HaueHne WPA-Enterprise, WPA2-Enterprise miu
Radius with 802.1x.

IPUMEYAHMUE: Hacrpoiiku pesxxnmMa ayTeHTH(DUKAIIIH s
OecrpoBotHOTO poyTepa cMotpute B paszaere 4.1.1 O6mue .

2. B MeHro HaBuranuu BeioepuTe JlonoJHuTe IbHbIE HACTPOiiKH >
BbecnpoBognas cBsa3b > Bkinajka Hacrpoiika RADIUS.

3. BriOepute quamna3oH 4acTor.
4. B none IP-agpec cepsepa BBenute IP-anpec cepsepa RADIUS.

5. B none Kirou coexnHenust Ha3HaubTe NapoJib UL IOCTYIIA K
cepsepy RADIUS.

6. Haxwure [IpumeHuTD.

37
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4.1.5IpodeccuonanpHblii

Ha sxpane [IpodeccrnoHanbHbIi MOKHO CKOHUTYpPUPOBATh
JIOTIONTHUTENBHBIE TTAPaMETPBI.

IMPUMEYAHUE: Msl pekoMeHIyeM UCII0Nb30BaTh 3HAYEHUS 110
YMOITYaHHIO.

Ha skpane IIpodeccuonaibibie HACTPOMKH MOXKHO
CKOH(HUTYpHPOBATH CIEYIOLIEE:
* Yacrora: Bribepure 1uamna3zoH, HaCTPOMKH KOTOPOTO HYKHO
M3MEHUTB.
* Brurounts paguomonyian: Bridepute Jla muist BKiroueHuUs
pamuomomyrst. Beibepute Her st OTKITIOUSHUS PaHOMOJTYJIS.
+ JlaTa BKJIIOYEHHS paguoMoay.is (padoune 1uu): MoxHO
yKa3aTh PeXUM paboThl OECIPOBOIHON CETH B pabOuKe THH.
* Bpems BkitoueHust paguomonysisi: MOKHO yKa3aTh BpeMs

paboTBI OECTIPOBOTHOM CETH B paboune JTHU.

38
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Jlata BK/IIOYeHHs] pATUOMOAY.Isl (BBIX0OAHbIE): MoxHO
yKa3aTh PEKUM pabOThI OECTIPOBOIHOM CETH B BBIXOHBIC JTHH.
Bpewms Bi1touenus paguomony si: MoxHO yka3aTb Bpems
paboThI OECTIPOBOAHOI CETU B BBIXO/IHBIC THH.

H3oanpoBath Touky goctyna: V3onipoBanue Touku 10cTyna
3amnpemaeT 0eclpoOBOIHBIM YCTPOHCTBAM B CETH MOJKIIOUATHCS
JpYT K Apyry. OTa QyHKIKS T0e3Ha KOTyia K Ballel CeTH
TNOZIKITIOYaeTcst MHOro rocteil. Boibepute [a s BKitoueHus
stoit hyrkumu um Her st oTKimodeHus.

Cxopoctb MHOTOa/IpecHoii nepegaun (Mout/c): CxopocThb
MHOT'0a/IpeCHOM Tepeiaun Win HaxkMuTe OTKIIOUATD 115
OTKJIFOUEHHS] MHOTOQ/IPECHOM HIEpeaayHy.

Tun npeam@yasl: Tum npeamOyib! onpenesser
TNPOJOJDKUTENBHOCTh BPEMEHH, KOTOpoe TpebyeTcs poyTepy
a5t CRC (Cyclic Redundancy Check). CRC - 310 meton
oOHapy»eHus oIMOOK BO BpeMs Nepeiaur JaHHbIX. Beibepute
Kopotkas 1151 6ecripoBOHO# ceTH ¢ OOIBIIMM TPAPUKOM.
Bribepute JlmmHHas U1 6ecpOBOIHON CETH €O CTapbIMU
0eCrpOBOHBIMH YCTPOHCTBAMH.

Iopor RTS: ]l GecripoBoHbIX ceTell ¢ 0OMbIIIM TPapUuKOM
1 OOJIBIIM KOJIMUECTBOM OECTIPOBOHBIX YCTPOKMCTB BHIOEPHTE
Huskuii mopor RTS.

Hurepsan DTIM: Unrepsan DTIM (Delivery Traffic
Indication Message) unmu Data Beacon Rate - 3o nnTepsan
BPEMEHH TIepejl OTHPABKOH CUTHAIA OECIPOBOIHOMY
YCTPOMCTBY B CIISILIEM PEXHUME, YKa3bIBasl, YTO HAKET

JQHHBIX OKUJIACT HOCTaBKU. 3HAYEHUE 110 YMOTYAHUIO: TPH
MUJUTUCEKYH/IBL.

Curnanbnblil mHTepBa: CHUTHATIBHBIA HHTEPBAI - 3TO NEPUOL
Bpemenu Mexy DTIM-nakeramu. 3HaueHne o yMOJIYaHUIO:
100 mumucexyHa. Jlnsg HecTabuIbHOro 6€CIPOBOIHOTO
TIOZIKJIIOUEHHS WU JULSl POYMUHTA YCTPOMCTB PEKOMEHYETCs
HU3KOE 3HAYEHME.

Bruounts TX Bursting: TX Bursting yaydimaeT ckopocTb
Tnepeaqy JaHHbIX MEXTy OeCIIPOBOIHBIM POYTEPOM U
ycTpoiictBamu 802.11g.
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* Wireless multicast forwarding: Beibepure Briounts s
pa3pereHus NepecbUIKH MHOT0aAPECHOT0 TPapuKa MEXITY
OecrpoBOAHBIMH ycTpoiicTBaMU. Beibepute OTKIIOUATD /15
3aIpeleHus NepechUIKH MHOT0aAPECHOTO TpaduKa.

* Brarounts WMM APSD: Bximounts WMM APSD
(ABTOMaTHYECKHII IEPEX0]] B PEXKUM 3HEProcOepereH s ) s
yHpaBJIeHUs 3HEprocoepereHneM OeCIpOBOTHBIX YCTPOMCTB.
Bribepure Otkinrounts ams otkmodenns WMM APSD.

* Ynpasiienue MOIHOCTBIO nepeaayn Tx power: MownocTs
nepenadn Tx Power - BbIXOZHAS MOIIHOCTD PaJHOCUIHANA

poyTepa uzmepsiemasi B muiusarrax (MBT). Beeaure 3nauenue
ot 1 o 100.

NMPUMEYAHUME: YsenuueHue MoiHocTH nepenadn Tx Power Moxer
TIOBIHATH HA CTA0MIBHOCTH OECTIPOBOTHOM CETH.

42 LAN
4.2.1LANIP

Ha sxpane LAN IP moxHO m3menuts Hactpoiiku LAN IP poytepa.

NPUMEYAHHUE: Jlro6sie m3menenns LAN [P moBmusroT Ha HaCTpOHKN
DHCP.
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Jlast usmenenus napamerpos LAN IP:

1. B mento HaBuranuu Beibepute JlomoaHuTE IbHbIE HACTPOKH >
LAN > Brnagka LAN IP.

2. Uzmenute IP-agpec u Macky nmojceTH.
3. Korna 3akonuure, Hakmute [IpuMeHUTS.

4.2.2DHCP-cepsep

Poytep ucnonszyer DHCP st aromarnueckoro HazHayeHus [P-
aJIpecoB CETEBbIM KJIMEeHTaM. Bbl MOJKeTe Ha3HA4YUTh Auana3oH [P-
aJIpeCcoB U BPEMS apEH/IbI.

st koupurypauun DHCP cepsepa:

1. B meHto HaBuranuu Beioepute JlonoJHUTeIbHBIE HACTPOIKH >
Bpanamayap > Bkianka DNS-cepsep.
2. B none Brounts DHCP cepsep BriGepute [la.
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. B mone Mmst jomeHa BBEIUTE TOMEHHOE MMSL [Tl OECIIPOBOHOTO

poyTepa.

. B mone HavasbHbIii azpec myJia BBeuTe HayabHbIi [P-ampec.
. B mone Koneunslii anpec myJa BBeute koHeuHslii [P-azpec.
. B mone Bpems apenabl BBeute Bpems apeHbl [P-anpeca. 1o

ucreueHnu Bpemenn, DHCP cepBep HazHaunt HOBbIN [P-anpec.

. Ecrm neoOxommmo, Beeute [P-anpeca DNS u WINS cepsepo B

pasnene Hacrpoiika DNS u WINS cepsepa.

. POYTCp TaKKC IIO3BOJIACT HA3HAYUTH IP-az[peca CCTCBBIM KIIMCHTAM

BpyuHy!0. B mone BkiIiounTh Ha3HAYeHHE BPYUHYIO BEIOSpHTE
Ha s nasnadenus [P-anpeca mns ykazannoro MAC-azpeca B
ceru. s Ha3HaueHus [P-aapecoB BpyUHYr0 MOXKHO UCIIONIBb30BaTh
10 32 MAC-anpecos.
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4.2.3MapumpyT

Ecnu B ceT HCTIONb3yeTcst HECKOIBKO POyTEPOB, MOXKHO HACTPOHTH
TaOMUIYy MapIIpyTH3aLHHI.

ITPUMEYAHMUE: He u3mensiiTe MapLIpyThl [0 YMOIYAHUIO, €CIIU BbI HE
UMEETe MIPEACTABIEHNS O MAPLIPYTU3ALNH.

Jlnst koHpurypauuu TadJubl MAPIIPYTH3AMH:

1. B meHto HaBurauuu Beioepute JlonoJHUTeIbHBIE HACTPOHKH >
LAN > Bkiasxka Mapupyr.

2. B none BkiounTs craTnyeckue MapuipyThbl Beioepute Jla.

3. B Cnucke craTH4ecKUX MapUIPYTOB BBEAUTE HHPOPMALUIO
o mapuipyte. Haxmure lodaBurs  win Yaaaurs s
7100aBIEHNUs WK YJAJIEHUs] yCTPOICTBA U3 CIHUCKA.

4. Haxwure IIpuMeHUTD.
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4.241PTV

BecnipoBosiHO# poyTep MoIepKIBALT TOAKITIOUeHNE K ciryx0e [PTV
T10 JIOKAJILHOM CETH Wi uepe3 nposaiinepa. Ha Bxinanke IPTV moxHO
ckoH(urypuposarb mapamerps! [PTV, VoIP, rpynmoBoit paccbinkn

1 UDP. TToxpoGHyto nH(popMaImio MoXHO TOMy4uTh y Barero
npoBaiepa.
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43 WAN

4.3.11loaxiouenne Kk cetu UaTEpHET

Ha crpanuie noakmtoueHue k cetu MntepHer MoxHO
ckoHpuryprpoBath napamerpsl WAN NOIKITIOIEHHS.

Jast konpurypauuu napamerpos WAN:

1. B meHto HaBurarmu Beidepute J[onoHATeIbHbIE HACTPOHKH >
WAN > pxnazika [oakimrouenue k cetu MuTepHer.

2. CroHburypupyiite HIKECIETYIONIIE apaMeTpbl. Korna 3akoHumTe,
Haxxmute [IpumMeHuTs.

o Tun WAN-noaxsrouenusi: Beibepure T Barmero npopaiizepa.
Bosmoxubie Bapuantsl: ABromarudeckuii IP, PPPoE, PPTP,
L2TP v ®@uxcupoBanubiii IP. Eciii Bol He 3Haete Tun
MOIKITIOUeHNs K ceTi MHTepHeT, MpoKoHCYIsTHpYyiTech ¢ Barim
TPOBAIIECPOM.

*  Brmounts WAN: Bribepute [la 114 BKITIOUeHNS JOCTyna K
cetu Mureprer. Boibepure Her /15 oTkimtoueHus 10cTymna K cet
WnrepHer.
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L]

BrrounTs pyHKIMI0 TpaHCISAIMN ceTeBbIX agpecos (NAT):
NAT (TpaHCIsIMs CETEeBbIX AIPECOB) MPEICTABISET COOOH CHCTEMY,
B KoTopoit omuH myomanbiii [P (WAN IP) ucnions3yercst st
TpeloCTaBiIeHus 10cTyna B IHTEpHET [ ceTeBbIX KIMEHTOB ¢
noxanbHbM [P-anpecom. JIokansHeli [P-anpec kaxmoro cereoro
KIMeHTa coxpausiercs B Tabmuue NAT u ucrionb3yercs st
MapLIPYTHU3ALMK BXOUIUX [AKETOB TaHHBIX.

Brutounts UPnP: UPnP (Universal Plug u Play) mo3somnsier
HCTIONb30BATh HECKOMIBKO YCTPONCTB (POyTEpbI, TENEBH30PBI,
CTEPEOCUCTEMBI, UTPOBBIE PHCTABKHU, COTOBbIC TENE(OHEI),
KOTOpBIE OyIyT yrpaBnsThes uepes [P-cetu ¢ mmm 6e3
EHTPATM30BAHHOTO yTpaBieHus yepes nuto3. UPnP coemumser
KOMITBIOTEPBI JTFOOBIX TUTIOB, 00ECTICUHBAst EIMHYIO CETh JUIS
yIaJeHHOI KoHpUrypalmy 1 nepeaun Janubix. HoBoe cereBoe
YCTPOMCTBO OOHAPYKMUBAETCS aBTOMATHYECKH € TIoMObio UPnP.
[Tocne nonkIOYeHUs K CETH, YCTPOICTBA MOXHO UCTAHIIMOHHO
CKOH(HTYPUPOBATH ISt OAEPKKU P2P-nproskennid,
MHTEPAKTUBHBIX TP, BUICOKOH(MEPEHLHMIA 1 BeO- UM IPOKCH-
cepBepoB. B oTimuue ot nepeHarnpasienys HOpToB, KOTOpoe
TpedyeT pyuHoii HacTpoiiky, UPnP aBromarnyecku HacTpanBaeT
poyTep Al IPUHATUS BXOASIIMX COSMHEHNUIA 1 TIEpeiacT 3arpochl
K ONPE/IeTICHHOMY KOMIIBIOTEPY B JIOKAJIbHOM CETH.
Ionxmouenue k DNS cepsepy: [lo3sornsieT poyrepy
aBromarudecku nomyunts [P-ampec DNS cepsepa ot npoBaiinepa.
DNS - 310 x0cT B cetit VIHTEpHET, KOTOpBIii TpaHCIMPYET UMEHa
Hurepner B [P-anpeca.

AyTeHTH(UKANNSA: DTOT TYHKT MOKET YKa3bIBATHCS HEKOTOPBIMU
TnocTaBLIKamy ycayr MarepHera. YTounure y Bamiero
TpoBaiiiepa 1 3aroHUTE B CTy4ae HEOOXOMUMOCTH.

Hms xocta: 310 11071€ MO3BOISET yKa3aTh UM XOCTa IS pOyTepa.
O06BI4HO, 3TO crielMaTbHOE TpeboBaHUe OT MpoBaiaepa. Bemyre
MIMS1 XOCTa 371€Ch, €CITU BAIll POBAN/IEp HA3HAUMI €10 IS BALIETO
KOMITBbIOTEpA.
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MAC-aapec: MAC (Media Access Control) agpec
YHUKaJIbHBII HICHTU(DUKATOD IS CETEBOTO YCTPOHCTBA.
Hexotopsle npoBaiineps! konTpomupyor MAC-anpeca
YCTPOMCTB, MOKITIOYEHHBIX K HX 000PYI0BaHUIO K MOTYT
3alpeTUTh NOAKIIOUEHNE YCTPOKcTBa ¢ He3HaKOMbIM MAC-
aapecoM. Bo u3besxanue mpobnem ¢ MOAKITIOUCHUEM U3-32
He3aperucTpupoBanHoro MAC-asipeca BO3MOKHBI CIIEAYIOIIHE
JICHCTBUSL:
* OOparutech k Bamemy nposaiiziepy 1 mompocute 00HOBHTH
MAC anpec.
* Cxnonupyiite umu usmenute MAC-azpec poyrepa B
cootBercTBUM ¢ MAC afpecoM OpUrHHAIBLHOTO YCTPONCTBA.
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4.3.2 [lepexoueHne MopToB

DyHKIMA TIEPEKITIOUEHHS IOPTOB OTKPBIBACT BXOIALINN [IOPT
Ha OIPaHUYEHHBIN [IEPUOJ BPEMEHH, KOIJIa KIIMEHT B JIOKAILHOM
CETH 3apaIlKBACT UCXOIALLEE COCNMHEHUE Ha 3aJaHHBIH TIOPT.
[TepekoueHyie NOPTOB UCIIOIB3YETCS B CIEAYIOMINX CIyYasX:
*  HeckonbkuM JIOKaIbHBIM KIMEHTaM HEOOX0MMa Iepeajipecarys
TIOPTOB VIS OJHOTO NIPHIIOKEHHS B PA3HOE BPEMSI.
¢ IIpunoxenuto TpeOyrOTCsS KOHKPETHBIE BXOAIIKE OPTHI,
KOTOpBIE OTIIMYAIOTCS OT UCXOMALIUX TIOPTOB.

J1sl HACTPOIiKH MepeK/IYeHHs OPTOB:

1. B meHro HaBurauuu Beioepute JlonoJHUTEIbHbIE HACTPOIiKH >
WAN > Bkinazika [lepex.iouenne nopros.

2. CxoHurypupyiite HIKecneayromue napamerpsl. Korna
3akoHunTe, HOXMUTE [IpUMEHHTD.

*  BkuouuTh nepexJrouenne nopros: Beidepute Jla nis
BKJIFOUEHHUS TIEPEKIIIOYEHHS [IOPTOB.

+ M3BecTHble npuiokeHus: BeibepuTe nomymnspHbie UIPbI 1 BEO-
CITyKObI 1Sl T0OABJIEHUS HX B CIICOK MEPEKITIOUCHHS TIOPTOB.

*  Onmucanne: Beemyre uMs WM OMMCaHUE CITYKOBL.
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¢ [lepexiroyaemblii HOPT: YKaKUTE IIEPEKIHOYAEMBII TOPT UL

HPUIIOKEHUS.
IIporokou: Bribepure nporokon TCP wm UDP.

Bxoasiummii mopr: Ykaxure BXOIAMIMIA IOPT IS IpHEMa
nakeToB 13 cetu MHTepHeT.

IIporoko.: Bribepure nporoxon TCP um UDP.

IIPUMEYAHMUA:

[Ipu moaxrouernu k cepaepy IRC, KiueHTCKHiT KOMITBIOTEp CO3/aeT
HCXOJSILIEE COEAMHEHHUE C UCTIONB30BAHUEM TIEPEKIIFOYAEMbIX TIOPTOB B
amamnazone 6666-7000. Cepsep IRC pearupyet myTem poBEepKH HMEHN
I0JIB30BATEIS ¥ CO3/1aHUsI HOBOIO COeAMHEHHMS ¢ KianeHTckuM 11K,
UCIIONB3YS BXOJSLIUHN HOPT.

Ecmm mepexotioueHne NopToB OTKIIOYEHO, poyTep 00phIBaeT COSMHEHHE
MOCKOJIbKY HE MOXKET ONpPEICUTh KOMIIBIOTED, 3aMpalliBaBIIni J0CTYI
k IRC. Korma nepexiodenme mopToB BKIFOUCHO POyTep Ha3HAIACT
BXOJISIIAIN TIOPT JJIS TIOMYYCHHS BXOMSIINX TTAKETOB. DTOT BXOMSIITAN
TIOPT 3aKPBIBAETCA YEPe3 OMPEIEICHHBII IepHOJl BPEMEHH, TOCKOJIBKY
pOyTep HE YBEPEH, UTO NPUIOKEHHE BCE EILIE AKTHBHO.

HepeKn}oqumI TIOPTOB MOXKET OBITH UCIIOIH30BAHO TOJBKO JJIs1 OHOI'O
CCTEBOI'0 KIIMEHTA OAHOBPEMEHHO.

HeBo3M0HO MCTIONB30BATh MPUIIOKEHHUE, HCTIONB3YIOLIEE
HEPEKITIOYEHHE TTOPTOB Ha HECKOJIBKUX KIMEHTaX OHOBPEMEHHO.

[Ipu OTKpPBITHM OHOTO MOPTA HECKONBKIMHU KIIMEHTAMH, 3aIIPOCHI C
BHEILHETo MopTa OyIyT HampaBleHbl KIMEHTY, HCIIONb3YIOMEeMY TaHHbIH
HOPT MOCEAHUM.

4.3.3 Virtual Server/Port Forwarding

ITepeanpecanys MOPTOB - METOA JUIA TIEPEHAIIPABICHHS CETEBOTO
tpauka u3 ViHTepHeTa Ha yKa3aHHBINA OPT WM JIUANa30H MOPTOB
YCTPOMCTBA B JIOKaIbHOM ceTd. HacTpoiika nepeagpecanuu opToB
Ha poyTepe MO3BOJIAET YAAICHHBIM KOMIIBIOTEPAM HUCIIOIb30BaTh
CITy’KOBI, IPEOCTABIIEMbIE KOMITBIOTEPAMH BaIlel CETH.
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NMPUMEYAHUME: Korna BrioyeHa nepeajpecaiys HopToB, poyTep
OnoxupyeT Bxomamui Tpaduk u3 ViHTepHeT KpoMe OTBETOB Ha MCXOAIINE
3aIPOCHI U3 JIOKAIBHOM CETH. Y CETEBOr0 KJIMEHTA HET PSMOI0 A0CTYIA K
cetu HTEpHET 1 HA0OOPOT.

Jlyis HACTPOIiKK Mepeajipecanuu MOPTOB:

1. B MeHro HaBuranuu Beioepute JonoJHUTE IbHbIE HACTPOIKH
> WAN > Bxiianika Bupryanbhsiii cepsep/Ilepeanpecanus
NOPTOB.
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2. CroHurypupyiite HIKecIeayrome napameTpsl. Korna

3aKOHYHMTEC, HAXKMUTEC HpI/IMeHHTL.

Brutiounts nepeaapecanuio nopros: Beidepure la mis
BKJIIOUEHHUS TIepeajipecaliii mopToB.

Cnmcok M3BEeCTHBIX CepBePOB: YKaXXHUTe THII CIIYKObI, K
KOTOpO# TpeOyeTcs T0CTYIL.

Cnucok M3BeCTHBIX UIP: DTOT IYHKT COAEPKUT CITHCOK
TIOPTOB, HEOOXOMMBIX /ISl IPABUIBLHOM PabOTHI TIOMYISPHBIX
OHJIAMH HI.

Ilopt cepBepa FTP: 1306eraiite Ha3HaueHUs 1rana3oHa MOPTOB
20:21 nns FTP-cepBepa, mocKonbKy 310 OyzieT KOHGIUKTOBATH C
ponHbiMK HacTporikamu FTP cepsepa.

Nms cayx0b1: BBequre ums cimyx0bl.

Jnanazon nopros: Eciu HyXHO 33/1aTh AWaNa3oH MOPTOB IS
rnepeajpecaly OpToB ISl CETEBBIX KIMEHTOB, BBEIUTE UMS
CITy0Bb1, Trana3oH moptos (Hampumep, 10200:10300), IP-aapec
¥ OCTaBbTE MOJIE JIOKAIBHBIN MOPT MycThIM. J[uana3on nopToB
MPUHUMAET Pa3InyHble (hopMarhl, HAPUMEP JUANa30H MOPTOB

(300:350), ornenpHbIe OPTHI (566,789) Mk cMeNTaHHBIA
(1015:1024,3021).

INPUMEYAHMUA:

Korna B Baneii cetn otkimodeH Opanamaysp u Bei ycranoBumu 80 mopt
JISL HCTIONB30BaHHMsI BeO-CEPBEPOM B JIOKAIIBHOM CETH, 9TOT BeO-cepBep
OyzieT KOH(IMKTOBATH ¢ BeO-uHTEpdEeiicom poyTepa.

CeTp HCTIONB3YET TOPTHI /T 0OMEHa TAHHBIMH, T/IE KaKOMY TOPTY
TIPHCBANBAIOTCS OTIPEICTICHHBIN HOMEp | CITyk0a. Hampumep, mopt
80 ucmomp3yetcs amst HTTP. OtnenbHbIi MOPT MOXKET OTHOBPEMEHHO
HCTIONB30BATHCS TONBKO OTHIM TIPHIIOKEHUEM HITH CITYXOO0H.
CrnenoBatebHO, MOMBITKA IBYX KOMITBIOTEPOB TIOMYYUTH JOCTYTI K
TAHHBIM Yepe3 OFH 1 TOT JKe TIOpT TpHBENET K omuoOke. Hampumep,
HEJb3s UCToib30Barh nopt 100 myis nepeaapecaiia HOPTOB AJIs BYX
KOMITBIOTEPOB OTHOBPEMEHHO.
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L]

Jlokasbubiii IP-aapec: Beenyre [P-ajipec KimeHTa JOKaIbHOM CETH.

NMPUMEYAHMUE: /{111 KOppeKTHOMN Niepeaapecaii UCIoNb3yHTe st
JIOKaIbHOTO KireHTa crarnueckuit [P-anpec. [logpobryro nndopmarmio
cmotpwure B pasaene 4.2 LAN.

JlokanbHbIil mopT: BBenuTe MOpT 1151 EPECHUIKH TTAKETOB.
OcraBbTe 3T0 MOJE MyCTBIM, €CITU XOTHTE MePEHAPABUTD
BXOJISIIIIHE TIAKETHI Ha TUana3oH MOPTOB.

IIporokou: Bribepure npotokon. Eciu Bel He yBepeHsl,
BbiOepure BOTH.

Jl1sl IpoBepKH NPaBUILHOM HACTPOHKH Nepeajipecaly MOPTOB:

L]

Yo6enurecs, uto Bam cepsep paboraer.

Bam noHago0uTCs KITMEHT, HAXO/SAIIHIACS 32 TpeIenaMu

Bareit 1okaabHOM ceTH, HO UMEIOIMH 10CTyIl K IHTepHeT
(HazbiBaeMbI "MHTEpHET-KIHMEHT" ). ITOT KIIMEHT HE I0JIKEH
OBITh MOJKIIIOUEH K POYTEPY.

B unHTepHeT-KIMeHTe A1 JoCTyIa K cepBepy ucnonb3yiite WAN
IP poytepa. Eciut mepeazpecarust mopToB paboTaeT mpaBuIbHO,
Bb1 nonyuure foctym k cepsepy.

Paznmunst Me;kTy nepeKIiioyeHeM IIOPTOB H TiepeHanpaBIeHHeM
TIOpTOB:

[epexsmoueHyie oproB Oyzier padoTath nake 6e3 HaCTPOHKK

LAN IP-anpeca. B ommume ot niepeHarpasieHys IopToB, KOTOpoe
tpedyer crarudeckuii LAN [P-anpec, mepeximoueHye nopros
00eCreYMBACT IMHAMUYECKOE TIEpEHAPABIEHHE ITOPTOB C IOMOILIBIO
MapupyTH3aropa. J{ianazoHb! OPTOB HACTPOEHBI Ha IPHEM
BXOJSIILIMX COEMHEHHIA B TEUEHHE OTPAHUIEHHOTO [IEPUO/IA BPEMEHH.
TlepexsttoueHye MopToB MO3BOMISET HECKOMBKIM KOMITbEOTEpaM
3aIyCKaTh MPHIOKEHHS, KOTOpbIe 00BIMHO TPEOYFOT HepeHANpaBIeHHs
TIOPTOB BPYYHYIO JUTS K&YKIOrO KOMITBIOTEPA B CETH.

[lepexrodeHyie TTOpToB sSBIISETCst Oonee 6e30MacHbIM, YeM
TiepeHarpaieHKe MOPTOB, IOCKOIbKY BXOZSILE TIOPThI OTKPBITHI

He Bee BpeMst. OHU OTKPBITHI TOJBKO KOIJIa MPHIOKEHHE COBEPILIAET
HCXOZISIIIeE COEMHEHNUE Yepes3 MEePeKTFOIaeMblii OPT.
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4.3.4DMZ

Virtual DMZ oto0paaer oiiH KoMIbIoTep B ceTH MHTepHeT,
T03BOJISASL €My IPMHUMATh BCE BXOJALNE MTAKETHI, HAIPABJICHHBIE B
JIOKAJIBHYIO CETb.

Bxomsumit Tpaduk u3 cetu MntepHeT 00b14HO 0TOpACHIBACTCS UITH
TMIEPEHANPABIIAETCS HAa YKA3aHHbBIN KOMITBIOTEP, €CIIM HACTPOEHA
nepeajpecanys Wiv nepexitoueHue nopros. B pexxume DMZ onun
KOMITBIOTEP TMOJTY4aeT BCE BXOAALINE MTAKETHI.

Bximrouenne DMZ onpaiaHo Ipu OTKPBITUM HEOTPAHUYEHHOTO
JIBYXCTOPOHHETO JIOCTYTIa K KOMITbIOTEpY, Haripumep cepaepy (WWW,
FTP, MAIL).

BHUMAHUE: OtkprITHE BceX TIOPTOB KIMEHTA IS ceTh HTepHeT
JIeNaeT ceTh yA3BUMOH [T atak m3BHe. OOpaTnTe BHUIMAaHHE Ha PUCK,
CBSI3aHHBIH C MCTONb30BaHueM DMZ.

Jas nacrpoiiku DMZ:

1. B meHto HaBurauuu Beioepure JlonoJHUTeIbHBIE HACTPOIHKH >
WAN > Bxnanka DMZ.

2. CxoHurypupyiite napameTpsl Hike. Kora 3akoHunTe, HaKMUTE
ITpumeHnTS.
+ IP-agpec Buaumoii crannmu: Beemure LAN [P-anpec
KJIMEHTa, KOTOpPBIi Oy/ieT ucmonb3oBathes st DMZ. Yoenutecs,
4TO CEPBEp UCHOMB3YeT cTarnyeckuii [P-ampec.

Jast ynanenuss DMZ:

1. VYmamure LAN IP-anpec n3 nons IP-agpec BuauMoii craHumu.
2. Korza 3axonunte, Haxkmute [IpuMeHUTS.
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4.3.5DDNS

Hacrpoiika DDNS (nmuHamuueckuit DNS) no3Bosser noay4uTsb
moctym K poytepy u3 Uarteprer nocpencteom ciyx0s1 ASUS DDNS
WK apyroit cinyxOs1 DDNS.

Jast Hactpoiiku DDNS:

1. B meHro HaBurauuu Beidepute JlonoJHUTEIbHbIE HACTPOIKH >
WAN > Bknanka DDNS.

2. CxoHurypupyiite HIKecneayromue napamerpsl. Korna
3akoHuuTe, HOXMHUTE [IpUMEHHTD.

*  Brurouuts DDNS kinent?: Brmouenne ¢pynkimu DDNS s
BO3MOMKHOCTH JIOCTYIIA K POyTEpY uepe3 JOMEHHOE UM, a He
yepe3 WAN IP.

* Cepgep u ums xocta: Beioepure ASUS DDNS wmn apyroit
DDNS. IIpu ucnonp3oBanun ASUS DDNS BBenute nmst Xocta B
dopmare xxx.asuscomm.com (Tae XXX UMsI X0CTa).

* [Ipu ucnons3oBanuu apyroro DDNS BeiGepuTe OecruiaTHyto
NpoOHYIO BEPCHUIO U 3apETUCTPUPYHTECh Ha caiite. BBeaute nms

TOJTH30BATENS WK AIPEC HEKTPOHHOM MOUYTHI U TTAPOIb HITH
DDNS xirou.
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*  Brurounts ma6son: BxirounTte mabnoH, eciu o Tpedyercs
anst ciyx0s1 DDNS.

NPUMEYAHUSA:
Cryxx6a DDNS cepsuc He Oymet paboTath MpH CICAYIONINX YCITOBHAX:

+ Korma B 6ecripoBomHO# poyTep uemonb3yeT npuBaTHb WAN IP ampec
(192.168 xx, 10.xxx mmm 172.16.xx-172.31.XX), Kak TOKa3aHO KEIATHIM
TEKCTOM.

*  PoyTep MOXeT ObITh TIOJKJTFOUCH K CETH, KOTOPAsi HCTIONb3YeT HECKOIBKO
tabmur NAT.

4.3.6 NAT Passthrough

NAT Passthrough paspemaer nakeram (VPN) npoxonuts depes
poyTep K ceteBbIM KmeHTam. PPTP Passthrough, L2TP Passthrough,
[Psec Passthrough u RTSP Passthrough BxitouensI o ymomdanmuro.
Jns Brmouennst /otkmodennst NAT Passthrough nepeiinure

B JlonostnuTebHbIe HACTPOliKH > WAN > Briagka NAT
Passthrough. Korna 3akonunre, Haxxmure IIpuMeHUTD.
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44 1Pv6

JlaHHbII poyTep MoAAepKUBaAET aapecanuto [Pv6, nonnepxuBaronyo
Oonbiree komruecTBo [P-aapecoB. DTOT cTaHAapT emie He MOTyYrIT
IIUPOKOTO pacrpocTpanenus. Mupopmarmio o nogaepxke [Pvo
MOKHO y3HaTh y Baiero nposaiizepa.

Jast nacrpoiixn IPv6:

1. B meHto HaBuraiuu Beidepute JlonoJaHuTeIbHbIE HACTPOHKH >
IPvo.

2. Beibepure Tun noakiouenust. [lapameTpbl OTIMYAIOTCS B
3aBHCHMOCTH OT THITa BBIOPAHHOTO MOAKIIOUEHHUS.

3. Beenure mapametps [Pv6 u DNS.
4. Haxwvure IlpumMeHNUTD.

NMPUMEYAHUE: Koukpernyto nndopmarmio o [Pv6 MoxHO y3HaTh y
Bamero nposaiinepa.
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4.5 bpaunamaysp

PoyTep MOKeT (yHKIIOHMPOBATH B KA4ECTBE AIMAPaTHOTO
Opanmmayspa.

INPUMEYAHMUE: Bpanamaysp BKIIOYEH [0 YMOTYAHHUIO.

4.5.100ummue

Jlnst HacTPOiiKK mMapamMeTpoB OpaHaMayIpa:

1. B meHto HaBuranuu Beioepute JlonoJHUTeIbHBIE HACTPOHKH >
Bpanamayap > Bkianka Oomiue.

2. B none Briaounts 6panamayap Boioepute Jla.

3. B none Briouuts 3amuty ot DoS Beibepute Jla ni1s 3ammThi
Batmeii cetr oT DoS (0Tka3 B 00CITyXHBaHWMH) aTaK. ITO MOXKET
TOBJIUATH HA MPOM3BOUTEIBHOCTD POyTEpA.

4. Bbl MoXeTe TaKxke oTcnexkuBarh naketsl Mexay LAN u WAN. B
none Tum peructpupyeMbix naketoB Beioepute OTOpOILEHHDIE,
Ipunsiteie wm Oba.

5. Haxwure IIppuMeHuTD.

4.5.2 ®uasTp URL

MoskHo 3ampetuts gocTyn K onpeseneHHbiM URL-anpecam, 1o0aBuB
UX B GUILTP.

IIPUMEYAHMUE: Ounstp URL (yHKIHOHHPYET Ha OCHOBE 3ampoca
DNS. Ecnu ceTeBoii KIMEHT yrke MOCEIIall CAaiT, TO CaifT 3a0I0KUPOBaH He
Oyner ( DNS-Kkoa1m coxpaHsieT paHee TIOCENeHHbIC CAlThI). s permeHnst
s1o# Ipobnems! ourctute DNS-kam mepen yeranoBkoi ¢umstpa URL.

CkavaHo ¢ cavita UHTepHeT MaraauHa https://axiomplus.com.ua/

57



Jast Hacrpoiiku ¢puasrpa URL:

1. B menro HaBuranuu Beioepute JlonoJHuTE IbHBIE HACTPOTKH >
bpanamaysp > Bxinaaka @uastp URL.

2. B none Bxitounts URL ¢uistp Beibepute BRIIOYHTS.
3. Beeaute URL u Haxxmute
4. Haxwute IIpumMeHHTS.

4.5.3 ®uiabTp KJIYEBbIX CJI0B

CDI/IJ'ILTp KJIIOYCBEBIX CJIOB 6J'IOKI/IpyeT HOCTYII K CTpaHULaM,
COACPIKAIIUM 3aJaHHBIC KITFOUCBLIC CJIOBA.

Jis HacTpoiiku GUIbTPA KIKYEBbIX CJIOB:

1. B meHto HaBurauuu Beidepute JlonoJHUTEIbHBIE HACTPOiiKH >
bpanamaysp > Briaska @UILTP KIK0YEBBIX CJI0B.

2. B none Bxiounts GUIBTp KITI0YEBBIX CI0B BhIOEpHUTE BRIIOUHTS.
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3. Beemute croBo wiu dpasy u Haxmute J[00aBUTS.
4. Haxwure [IpuMeHUTD.

NMPUMEYAHMUA:

e OuIbTp KIOYEBHIX CII0B (DYHKIMOHUPYET Ha OCHOBE 3arpoca DNS.
Ecmi ceTeBoii KITMEHT yrKe MOCEIal CalT, TO CAliT 3a0I0KUPOBaH He
Oyzmet ( DNS-Kka1m1 coxpaHseT paHee TOCenIeHHbIe CAalThI). [
peTeHus ATOM mpobemMbl ourcTuTe DNS-K31I TIepen yeTaHOBKOH
(buUIBTPa KITFOYEBHIX CIIOB.

o (Cikarble BeO-CTPaHUIIBI HE MOTYT ObITh OT(HUIBTPOBaHBL. CTpaHHUIIBL,
3arpysaemble 1o potokony HTTPS, He moryT ObITh
3a0TOKNPOBAHEL.

4.5.4 ®uibTp ceTeBbIX CIYK0

DunbTp ceTeBbIX CITyX0 MO3BOMISET OTPAHUYHUTH JIOCTYII K
KOHKpETHBIM BeO-ciy:x0am, Harpumep Telnet um FTP.
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Jast HacTpoiiku (pUILTPa ceTeBbIX CIIYKO:

1. B menro HaBuranuu Beioepute JlomoaHUTEIbHbIE HACTPOIKH >
bpanamaysp > Bxiagxa @UIBTP ceTeBbIX CJIYKO.

2. B mone Bximounts GriisTp ceTeBbIX ciyx0 BeiOepute Jla.

3. Bribepure pexum ¢punsTpa. YepHblii cliucok OI0KUpyeT
yKa3aHHBIE CETEBBIX CITyXKObL. Beliblii cnucok npenocTapmsier
JIOCTYTI TOJILKO K YKA3aHHBIM CETEBBIM CITyXKOaM.

4. Yxaxure IeHb U BpeMms paboThl (PUIBTPA.

5. Beenute ucxomusiit [P-anpec, uenesoit [P-anpec, auanazon
TIOPTOB U MPOTOKOI. HaxkmuTe KHOMKY

6. Haxwmure IlpumennTs.
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4.6 AaMUHHCTPHpPOBaHUE
4.6.1 Pexxnm padoThbI

Ha crpanmuiie pesxxum paboThl MOKHO BBIOpaTh HanOOIIEe MOAXOSIIIIA
PEKHM.

JlJ1s HACTPOIiKH peskuMa padboTbi:
1. B meHto HaBuranuu Beioepure JlonoJHUTeIbHBIE HACTPOHKH >

AJIMIHUCTPHPOBaHuUe > BKajKa Pexknm padoThl.

2. Bribepure mr000¥ U3 CIEAYIOIHMX PEKHUMOB:

* Pe:xxum OecnipoBogHOro poyrepa (mo ymoa4yanu): B
pexumMe OeCIIpOBOJHOTO POyTepa, poyTep MOAKIIOYAETCS K
ceT VIHTepHeT U MpeiocTaBiseT A0CTyM K cetu UHTepHeT s
YCTPOWCTB B JIOKAJILHOU CETH.

* Pexum Touku gocryna: B 3tom pexime poyrep co3naet
HOBYIO OECIIPOBOIHYIO CETh.

3. Haxwmure [IpumeHuTD.

INPUMEYAHME: [lpu n3meHeHnn pexxuma poyTep nepe3arpy3uTcs.
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4.6.2 Cucrema

Ha ctpanune Cucrema MOXXHO CKOH(UIYpHPOBATh MapaMeTphl
0eCrpOBOIHOTO poyTepa.

JJ1s1 HaCTPOIKU ApaMeTPOB CHCTEMBI:

1. B mento HaBuraiuu Beidepute JlonoaHuTeIbHbIE HACTPOHKH >

AamMuHHCTpUpOBaHMe > BKIaaka Cucrema.

2. MOXHO CKOH(UTYpUPOBATh CIEIYIOLINE TapaMeTpbL:

* U3meHenue naposisi poyrepa: MoKHO H3MEHUTH UMS
T0JIb30BATES U ApOIIb OECTIPOBOIHOTO POyTEpa, BB/ HOBBIE.

 IToBenenne knonku WPS: Omsnueckast kaonka WPS
ucnonb3yercs 11 aktuayi WPS wim otkimoueHus
PaMOMOTYIIL.

* Yacosoii nosic: Bribepure yacoBoii nosc js Bameii cetu.

* NTP-cepBep: /lns1 CHHXpOHUM3AIMK BPEMEHH POYTEP MOXKET
noakmodarses K ceprepy NTP (Network Time Protocol).

* Bruouuts Telnet: Haxxmure Jla st BKiroueHus cmyx0b1
Telnet. Boibepure Her st otximouenus Telnet.

* Meton ayrenTudurkamun: Moxuno BoiOpars HTTP, HTTPS
WM 00a MPOTOKONIA 1S 6E30TACHOTO 0CTYIA K POyTEpYy.

* Brutounts BeG-1octyn u3 WAN: Bribepute [a ans
paspelieHus 10cTymna k BeO-untepdeiicy poyrepa 3 WAN.
Bribepute No a5 mpenoTBpalieHus J0cTyTa.

* Paspemnts Tos1bK0 onpenenennslii IP: Bridepure [la,
eCIIM HYXKHO 3a71ath [P-agpeca ycTpoicTB, KOTOPBIM pa3perieH
noctyn K Be6-unTepdeiicy poyrepa n3 WAN.

* Crnmcok kimnentoB: Beenure [P-apeca ceTeBbIX yCTpOHCTS,
KOTOPBIM paspelieH JIOCTyT K BeO-uHTepdeiicy poyrepa u3
WAN. 310t cricok OyaeT UCTONb30BaThCs, €CIIM BKITFOUCHA
oy Paspemuts Tos1bK0 onpeneseHnblii IP.

3. Haxwure [IpuMeHNUTD.
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4.6.3O0HOB/IEHHE TPOITMBKHA

MNPUMEYAHMUE: CxauaiiTe nOCeIHIOW BEPCHIO TIPOILIMBKU €
caiita ASUS

,)1.]151 00HOBJICHHS INPOIIUBKH:

1. B mento HaBuranuu Beibepute JlonoaHuTe IbHbIE HACTPOIKH >
AJIMMHHCTPHpPOBaHHe > BKJIaka OOHOB/IeHHE MPOIIUBKH.

2. B none HoBas npommuBka Haxxmute Q030p 17151 HAXOKIECHUSA
IPOLINBKH.

3. Haxwmure 3arpy3urb.

INPUMEYAHUSL:

¢ Tlocne 3aBepiueHust 0OHOBICHHUS TOKIUTECH IEPE3arpy3KH CUCTEMBL.

+  [lpu ommOKe Bo BpeMst 0OHOBIEHHS OECTIPOBOIHOM POyTEp MEPEXOMHT
B aBapMITHBII PEXUM U MHIMKATOP NUTAHKS HA NIepeHEH TaHeu
MemieHHo Muraer. [lompodHyto nHGOPMAITHIO 0 BOCCTAHOBICHIN
CHUCTEMbI CMOTpHUTE B pazjiefie 5.2 BoccTanoB/ieHHe NPOIIMBKH.

4.6.4 BoccTaHOBHTB/COXPAHUTD/3arPY3UTh HACTPOMKH

Jlnst BoccTaHOB/IeHHsI/cOXpaHeHHsl/cOpoca mapaMeTpoB:

1. B mento HaBuraimu Beibepute J[onoHuTeIbHbIE HACTPOWKH >
AIMUHHCTPHPOBaHuUe > BKIajka BocctanoBuTh, COXpaHuTh,
3arpy3uTh HACTPONKH.

2. Bribepure 3agaqy:

* Jlyist BOCCTAHOBIIEHHUS HACTPOEK MO YMOTYAHHIO HAXKMUTE
BoccranoButb, 3atem OK 1151 noaTepskIeHuUs.

¢ Jlng coxpaHeHus TEKyLIMX HACTPOeK HaKMUTe COXPaHUTD,
3areM COXpaHUTDb B OKHE C YKa3aHUEM Iy TH.

* Jln1st BOCCTAHOBJIEHUS COXPaHEHHBIX HAacTpoek Haxmute O630p
IS HAXOK/IEHHS (paiiia HaCTPOEK, 3aTeM HaKMUTE 3arpy3uTh.

BAYKHO! B ciryuae BOSHUKHOBEHHS POOIIEM, 3arpy3UTe MOCIETHIO0
BEpPCHIO IPOIIMBKH U CKOH(HUTYpHpYIiTe HOBBIE MapameTpsl. He
cOpachIBaiiTe poyTep K HaCTPOHKaM 110 YMOIYaHHIO.
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4.7 CuCTeMHBIH KypHAJ

CucTeMHBIH KypHAIT COAEPKHUT 3aIUCAHHYIO CETEBYI0 AKTHBHOCTb.

NNPUMEYAHMUE: CucremHbli )KypHall OUHIIAETCS IIPU NIEpe3arpysKe
WM BBIKIIIOUCHUH POyTepa.

Jlast MpocMOTpa CHCTEMHOTO0 KypHAaJIa:
1. B meHro HaBurauuu Beioepute JonoJHUTEIbHbIE HACTPOIiKH >
CucreMHBIH KypHAL.

2. MOXHO TOCMOTPETh CETEBYI0 aKTHBHOCTh Ha JTI000H M3 ATHX
BKJIA/I0K:
* O0nmit xypHan
* Apenna agpeco DHCP
* XKypnan 6ecripoBoHOM ceTn
* Ilepeanpecauus nopros
* Tabmuia MappyTHzalmu
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5  Yrwmmrel

NPUMEYAHUA:

» (CxauaiiTe M yCTaHOBUTE YTIUUTHI ¢ caiita ASUS:
*  Device Discovery v2.0.0.0
*  Firmware Restoration v1.9.0.4
¢ Windows Printer v1.0.5.5

*  Yrumuts! He mopnepxuBatotcs B MAC OS.

5.1 OOHnapyxeHue ycTpoiicTBa

Device Discovery - ASUS WLAN yrummTa, KoTopast 00HapyK1BaeT
PpOyTep U TO3BOJISIET €10 KOH(PHUTYPUPOBATH.

Jast 3amycka yruautsl Device Discovery:
* Ilepeitnure Ilyck > IIporpammsl > ASUS Utility > Wireless
Router > Device Discovery.

INPUMEYAHME: [Ipu ycranoBke poyTepa B pexiM TOUKH 10CTyIa, Bam
HeoOxoauMo ucnonb3oBath yTruiuTy Device Discovery ans nomyuenns [P-
azpeca poyTepa.
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5.2 BoccraHoB/eHHe NPOIIUBKH

Firmware Restoration - yTunuTa, KOTOpast HCIONL3yeTCs B Clydae
OIMOKK pU 0OHOBIEHUH TPOIIKMBKYU poyTepa. OHa 3arpyaer
yKazaHHYyIo mpomuBKy. [Iporiece 3aHMMaeT 0KoJIo TPeX MUHYT.

BA’KHO: BAXHO: [lepen ucnonb3oBanueM yTiinuThl Firmware
Restoration mepekitounte poyTep B pexKUM BOCCTAHOBIICHHSL.

NMPUMEYAHUE: Dra dynkuus ze nopnepxusaercs B MAC OS.
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6 Ycrpanenume HeHMCIPaBHOCTEH

B atoM paznene npescTaBiaeHbl HHCTPYKLMH VIS PELIeHHS
HEKOTOPbIX HanOOJIee YacTo BCTPEUAIOIIMXCS OOLIUX TTPpO0IeM ¢
poytepom. Eciu Bl croskHysuch ¢ npobiemamu, He
YIOMSHYTBIMH B 3TOM J1aBe, nocetute cadt ASUS 11t momyyeHus
JOTIOJHUTENBHOM HH(POPMAIINHU O NPOIYKTE WK 00paTUTECh B
cyx0y Texmomnepxkku ASUS.

6.1 YcrpaHeHue OCHOBHBIX HEMCIIPABHOCTEH

[Tpy BO3HUKHOBEHUH TIPOOJIEM C pOYTEPOM CHadaja monpodyiTe
BBITNIOJIHATD MHCTPYKIUK U3 3TOr'0 pasiciia.

OO0OHOBHTE MPOIIMBKY /10 MOC/Ie/HEIl BEPCHU.

1. Boiinute B BeO-untepdeiic. [lepeiinure B JlomosHuTebHbIE
HACTPOIKH > AJMHHUCTPHPOBaHHUe > BKJIaka OOHOBIeHHE
npomnsku. Haxvure IIpoBepuTs U1 IpOBEpKH HATMUMS
HOCJIEIHEN BEPCUH MTPOILMBKH.

2. Ecnu nocrynHa HoBas npomuBKa, nocetute cait ASUS u
CKaJaiTe ee.

3. Ha crpanuiie O0HOBJIeHHEe PONIMBKHA HAXMUTE Browse 1is
HaXOXK/ICHHS TIPOIIMBKH.

4. Haxwmute 3arpy3uTh Uist OOHOBJICHHS TPOIIUBKH.
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IocieioBaTe/IbHOCTH Mepe3anycKa ceTu:
Brixmrounte MoaeM.

OTKJIIOUUTE MOJIEM.

Brikitounte poyTep U KOMIBIOTEPHL.
[Topkmrounte MoaeM.

Bxmounte MosieM 1 OO AUTE 2 MUHYTHL
Bxumtouure poyrep v MOA0KIUTE 2 MUHYTHI.
BxurounTe KOMITBIOTEPHI.

Nk W=

Yoenutech B npaBuiibHOCTH NoAKII04eHns1 Ethernet-katens.

* [lpu npaBunbHOM noaxiouenun Ethernet-kabens k Mmogemy
unukarop WAN Oyner ropets.

* Ilpu npaBunsHoM noaxmoueHnn Ethernet-kabens k BKiItoueHHOMY
KomnbtoTepy uHaukarop LAN Oyziet ropets.

Yoenutech, YT0 HACTPOIKU OecIIPOBOAHON CeTH KOMIIbIOTEPa

COBIIAJAIOT € POYTEPOM.

* [lpu noaxmroueHN KOMIBbIOTEPA K pOyTepy yOeauTech B
npasuibHOCTH SSID (MMst 6ecpoBOHO# ceTH ), IM(POBAHUS 1
Tapos.

Yoenurech B IPaBUIBLHOCTH CETEBBIX HACTPOEK.

*  Kaxplii ceTeBOl KIMEHT A0JKEH UMETh JICMCTBUTENbHBIN [P-
anpec. s Ha3Hauenus [P-aapecoB KOMIIbIOTEpaM BalIei CETH
pexomenayet ucrnonbs3oBatb DHCP-cepsep poytepa.
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* Hekoropslie npoBaiiieps! TpeOyroT ucnonb3oats MAC-aapec
KOMIIBIOTEPA, HCTIOIB3yeMOro IpH NepBoM mojkodeHnn. MAC-
aJpec MOKHO TIOCMOTPETH B BeO-MHTEp(elice, HaBes Kypcop
MBIILIHX Ha YCTPOKCTBO B 1ojie CocTosiHMe KIIHEHTA Ha CTPaHULIE
Kapra cetn > KnueHTsl.

CkavaHo ¢ cavita UHTepHeT MaraauHa https://axiomplus.com.ua/

69



70

6.2 Yacro 3anaBaembie Bonpocsl (FAQ)

HeBo3mo:xHO0 BoiiTH B BeO-uHTEpeiic poyTepa yepes

Opay3sep
Eciu Banr KoMIbIOTEp TIOAKITIOYEH, TIPOBEPHTE COCMHEHNUE
Ethernet-kabeJist  COCTOSIHHE MHIMKATOPA, KAK OIUCAHO B
TpeIBLIYIIEM pas/erie.
VYoenurech, 4To BbI UCTIONb3YETE NPABUIIBHBIE JIOTUH U N1apOJb.
[To ymomyanmto noruH 1 mapods: “admin/admin”. Yoequrecs, 4to
pexum Caps Lock oTkirouen mpu BBojie IaHHBIX.

Vnanute kyku-¢aiinel B Opaysepe. B Internet Explorer 8
BBITIOJTHHUTE CIE/YIONIUE JACHCTBUS:

1. 3amycture Internet Explorer
8, 3arem Haxmute CepBuc >
CaoiicTBa 00o3peBares.

2. Ha Bxnagke O0mue B
obmactu IlpocMoTp ucTopun
HOKMHTE YIAIUTb...,
BhIOEpHTE Bpemennble
¢aiiasl UaTepHera
u Cookies 1 HaxxMuTe
Ynanure.

NNPUMEYAHMUA:

Koman et 117151 yianeHust KykoB  (haifsioB MOTYT BapbUPOBATHCS B
3aBHCUMOCTH OT Opay3epa.

OTKITI0YMTE UCTIONB30BaHKE POKCU-CEPBEPA, MOIKITIOYEHHE
YIAJIEHHOTO 0CTYTa, a Takke Hactpoitre TCP/IP ms
aBromarrueckoro nonyuenus [P-agpeca. [logpobHyto
UH(OPMAIIUIO CMOTPHUTE B MEPBOI ITIABE ITOTO PYKOBOJICTBA.
Yoenureck, uto ucnonb3ytorcs Ethernet kabemn CATSe wim CAT6.
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KiineHT He MOKeT YCTaHOBUTH 0eCIPOBOIHOE COCAMHEHHUE C
poyTepom.
NPUMEYAHMUE: Ilpu BO3HUKHOBEHHH TIPOOIIEM C TIOMKTIOUEHIEM K

cetn 5 ['T'm yoenuTecs, 4to Batie 6eCIIPOBOTHOE YCTPOHCTBO MOMICPKIBACT
yactory 5 [T uiu siBisieTcs BYX1Mana3oHHbIM.

* BHe 30HbI IOKPHITHSA:
+ Tlomecrute poyTep Ominke K OECTIPOBOTHOMY KIIHEHTY.

* [lonpoOyiiTe HACTPOUTH AHTEHHBI POyTEpPa KaK OMHCAHO B

pasnene 1.4 Pasmemenue poyrepa.
* DHCP-cepBep oTK/II04eH:

1. Boitnure B BeO-untepdeiic. [lepeiinure B O6mue > Kapra
ceTn > KimeHTBI 1 HaliiuTe yCTPOKCTBO, KOTOPOE HYKHO
TOZIKJIFOUHUTB K POyTEpY.

2. Ecnu He ypanoch HallTH yCTPOICTBO Ha KApTe CeTH,
nepenuTe B JlonoHuTebHbIE HACTPOliKH > LAN >
Bki1agka DHCP-cepBep, pasnen OcHOBHbIC HACTPOIKH U B
nose Brkawunts DHCP-cepBep BoiOepure /la.
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* SSID ckpeit. Ecnin yerpoiictBo moxet Haiiti SSID npyroro

poytepa, Ho He MoskeT Haittu SSID Bamiero poytepa, nepeiure
B Jlono/iHuTeIbHBbIE HACTPOIiKK > BecnpoBoaHas cBs3b >
BKi1aka O0mme, 3atem B ronie ckpbITh SSID BriGepute Her, a B
nose Kanan ynpasienust Boioepure ABTO.

[Ipu ucnonp3oBaHnK OECIPOBOHOTO aanTepa yoeauTech, 4To
HCTIONb3yeMbIii OECTIPOBOAHON KaHAJ IOCTYIIEH B Ballel CTpaHe
WK peruoHe. Ecnu Het, HacTpoiiTe KaHal, TIOI0CY TIPOMYCKaHHS 1
0eCrIpPOBOIHOM PEXKHM.

Ecnu Brl Bee enrie He MOXKeTe TOAKITIOUUTBCS K POyTepy, COpOChTe
€ro K 3aBOJICKMM HaCTPOMKaM 10 yMonuaHuto. Boiaute B BeO-
uHTepderic, nepeiuTe B ATMHUHHCTPUPOBAHHE > BKIIAIKA
BoccranoButb, Coxpanutb, 3arpy3uTb HACTPOMKH U HAKMUTE
BoccTanoBuTh.
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WHuTepHeT HenocTymeH.

* Ybemutech, 4TO POyTEp MOXKET MOAKIIOUNTHCA K Baremy
nposaiinepy. s aToro 3amycrute BeO-uHTEpdEiic U nepeiaure B
O0mme > Kapra cern u nnposepsre Cocrosinne UHTEpHET.

* Ecmm poyTep He MOXET MOAKIIOUNTECA K Bamemy nposaiinepy,
nonpoOyiiTe NepenoaKIIOIUTh CETh Kak OMMCAHO B pa3felne
ITociienoBaTe/IbHOCTD Mepe3anycKa ceTH.

*  YeTpoicTBO OBLITO 3200KUPOBAHO C TOMOIIBIO (DYHKIUH
ponutenbckoro koHtpous. [lepeiimure B O6umme > Poxureabekuii
KOHTPOJIb U TIPOBEPBTE, HAXOAUTCA JIU YCTPOMCTBO B CIHUCKE.
Ecmu ycTpoicTBO B cricKe, yranuTe ero, Haxas Delete niu
HACTpOTE MapaMeTpbl BPEMEHHU.
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 Ecnu Bce emie HeT jgocTyna K cet MHTepHeT, nompolyiite
THiepe3arpy3uTh KOMIbIOTEp U poBepuTh [P-asipec u axpec numo3a.

* [Iposepsre nuankaropsl cocrosHus Ha ADSL Moneme u
OecmpoBoaHOM poyTepe. Ecim nnaukarop WAN Ha poyTepe He
TOpUT, YOeUTECh, YTO BCE KaOeIH NPaBHIIbHO MOAKIIOYEHBI.

Bo1 3206111 SSID (MMsi ceTn) Wil ceTeBOi MapoJIb

* VYcranoBute HOBBIHA SSID U KiTI0Y [IH(POBAHKS Yepe3 MPOBOJHOE
coenunenue (Ethernet-kabens). Boiinure B BeO-uHTEpEiic,
neperaure B Kapra ceTu, Ha)xMUTE HKOHKY pOyTepa U BBEUTE
HoBbIi SSID u kitou mdposanus, 3areM Haxxmute IlpuMEHUTS.

* BrmonauTe cOpoc poyTepa K HaCTPOHKaM 10 YMOTYAHHIO.
Boiinute B BeO-unTEpdEiic, nepeiinnte B AAMHUHUCTPHPOBAHHE
> pkiasika BocetanoBuTh, COXpaHuTDb, 3arpy3uTh HACTPOIKH
1 HaxMuTe BoccTaHOBUTSD. JIOTHH 1 MAPOJIb 110 YMOTYAHUIO
“admin”.

Kak cOpocuth cucreMy K HACTPOHKAM 110 YMOJTYAHHUIO?

+ [lepeiinure B ATMHHHCTPUPOBaHHe > BKiIaka BoccTaHOBUTD,
Coxpanuts, 3arpy3uTb HACTPOHKH 1 HaxkxMuTe BoccTaHOBHTS.

[TapameTpbl CUCTEMBI IO YMOTYAHUIO:

Hms nosnb3oBareisi: admin

IMapon: admin

IP-agpec:

SSID (2,4 I'T'w) OGpaTuTech K 9TMKETKE Ha HUKHEH
MaHeu poyTepa

SSID (5 I'T') OOGpaturech K 3 TUKETKE Ha HIDKHEH
TaHeJ M poyTepa

Omndka 00HOB/IEHHS MPOLIMBKH.

[Tepexmtoynte poyTep B pexKUM BOCCTAHOBIIEHHS U 3aITyCTUTE
yruaty Firmware Restoration. MHdopMaImio 1o ucrnoib30BaHUO
yrumathl Firmware Restoration cmotpute B paszaene 5.2
BoccranosiieHue NPOMIMBKH.
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HeB03M0:KHO NOAKIIOYUTHCS K BeO-HHTepdeiicy

[Tepen koHduryparmeit poyrepa BHIIOIHUTE HHCTPYKIUHU JAHHOTO
paszena 11 KoHQHUryparuy KOMIIbIOTEPA 1 CETEBBIX KIHEHTOB.

A. Otkiawunte IPOKCU-CEPBEP, €CJIN OH BKIIHOYCH.

MNPUMEYAHMUE: CxprHIIOTH TpeIHa3HadeHb! 1T ToIbKo st OC
Windows 7. MHCTpyKIMH U OTIHHM MOTYT OoTiHdathest s Windows 8 n
Windows 8.1.

Windows 7/8

1. Haxwmmure Ilyck > Internet
Explorer mst 3amycka 6paysepa.

2. Beibepute CepBuc > CBoiicTBa
0003peBaTeJisi > BKJIa/IKa
Honxrouenus > Hacrpoiika
JIOKAJILHOM CeTH.

3. Ha skpane HacTpOiKH
JIOKAJILHOM ceTn
OTKJIFOUHUTE HCIIOIH30BaHHE
IPOKCU-CEpBEpa IS
JIOKAJILHOM CETH.

4. Haxwure OK xorma

3aKOHYHUTE.
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Hacrpoiite TCP/IP p1st aBToMmaTH4eckoro nosy4yenusi IP-axpeca

1. B Opaysepe Safari,
Haxmute Safari >
Preferences > Advanced
> Change Settings.

2. Ha skpaHe ceTh CHUMUTE
¢naxku FTP Proxy u |
Web Proxy (HTTP).

3. Korna 3akonuute,

Haxmute Apply Now.

1

NPUMEYAHMUE: J]ns monydeHns moapodHoit HHGOPMAIHH 110
OTKITIOUEHHIO HCTIONB30BAHHUS TIPOKCH-CEPBEpPA, 00paTHTECh K CIIPaBKe
Opay3epa.

B. Hacrpoiite TCP/IP niis1 aBTOMaTn4eckoro nosrydenus IP-
ajpeca.

Windows 7/8

1. Haxwmure Ilyck > Ilanenan
ynpasJjenust > Cerb
" Untepuer > LlenTp
YIIpaBJIeHUS! CeTAMH H 001IUM
AOCTYIIOM > YpaBJieHue
CeTeBbIMH MOIKII0YCHUSIMH.

2. Bribepute ITpoTokon | |
Hurtepnera Bepcun 4(TCP/
IPv4) uu MpoTokoa [ 1]
Hurtepnera Bepeun 6(TCP/
IPv6), 3atem HaxxmuTe
CaoiicTBa.
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3. Broibepure Moxyunts IP-
aJipec AaBTOMATHYeCKH 115
ABTOMATUYECKOTO MOTYYEHHS
[P-anpeca.

Bri6epute Ioayunts IP- |
aapec aBTOMATHYECKH IS
ABTOMAaTHYECKOTO TIOTY4EHHS
[P-ampeca.

4. Haxwmure OK xorma
3aKOHYHTE.

Hacrpoiite TCP/IP nist aBTomarnyeckoro nosydenus IP-agpeca

1. Haxwmure ukonky Apple
, PACTIONIOKEHHYO B JICBOM
BEPXHEM YIUTy 9KpaHa.

2. Haxwmute System
Preferences > Network >
Configure.

3. Ha sxnaaxe TCP/IP B
BBINA/JAIOLIEM CIUCKE
Configure IPv4 BriGepute
Using DHCP.

4. Korpga 3akoHuHTE,
Haxxmute [IpumMeHuTs.

]

NMPUMEYAHUE: [Tonpobryto nupopMaLmio no KOHQUIrypauul HaCTpoeK
TCP/IP cmotpurte B cipaBke K Baieii onepainoHHOI cucTeMe.

78
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C. OrtkiaounTe NOAKIIOYEHHE YIAJEHHOI0 A0CTYIIA, €CJIH OHO
BKJIIOYEHO.

Windows 7/8

1. Haxwmure Ilyck > Internet :l
Explorer nns 3amycka Opay3zepa.

2. Bribepute CepBuc > CBoiicTBa
0003peBarteJisi > BKJIaKa
Honkarouenus.

3. VcranoBute ¢maxox Huxoraa ne
HCII0Ib30BATH KOMMYTHpyemble L—— 1
NOJAKJIIOYEHUSI.

4. Haxwvure OK Korma 3akoHUHTE.

NMPUMEYAHHMUE: /{1151 nonyyenus noapoOHOH HH(OPMAIIHH 110
OTKITIOUEHHIO YIaNeHHOTO JIOCTYIIa, 00paTuTech K crpaBke Opaysepa.
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