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KommyTaTtopbl Cisco Catalyst cepun 3850

KommyTtatop Cisco® Catalyst® cepumn 3850 oTHOCUTCS K criegytoLemMy noKoSIEHMIO
CTEKMPYEMbIX KOMMYTaTOPOB YPOBHS AOCTyNa KOpNopaTUBHOIO Kracca, obecneyn-
BalOLLMX MOSTHYI0 KOHBEPreHunio Mexay npoBoAHbIMU 1 6eCnpoBOAHBIMU CETAMMU
Ha ogHon nnatdopme. KommytaTtop pabotaeTt Ha 6a3e HOBOW OPUEHTUPOBAHHOM
Ha npunoxenunsa nHterpansHon cxembl Unified Access Data Plane (UADP) ASIC,
obecneunBatoLLen cobnogeHne yHMnumpoBaHHbIX NOAUTUK Ana 6ecnpoBOaHbIX
N NPOBOAHbIX CETEN, MOHUTOPUHT, TMOKOCTb 1 ONTUMM3ALMIO NPUITOXKEHUI. Takas
KOHBEpPreHuus crana BO3MOXHOW Gnarogapsi NOBbILWEHHOW HAaAEXHOCTU HOBOIO
ycoBepLleHcTBoBaHHOro kommytatopa Cisco StackWise-480. KommyTtaTtopsl Cisco
Catalyst cepuun 3850 B nonHon mepe nogaepxmsatoT nutaHue IEEE 802.3at Power
over Ethernet Plus (PoE+), ncnonb3oBaHne MOAyrnbHbIX 1 3aMEHSIEMbIX HA MecTe
ceTeBbIX MOAYNEeN, pe3epBHbIX BEHTUNATOPOB U UCTOYHUKOB NUTAHUS.

O630p BO3MOXHOCTEN NPOAYyKTa
* VHTerpvpoBaHHHbIEe (PYHKLIMM KOHTpOMepa 6ecnpoBOAHOM CETH:

° MponyckHas cnocobHOCTbL Nepefayn aaHHbIx 6ecnpoBogHon cetu - 1o 40 6 (48-nopToBble
Monenm)

° Moppepxka oo 50 Touek goctyna u 2000 6ecnpoBOAHbIX KITMEHTOB ANSA KaX4oro obbekTa
KOMMyTaumm (KOMMyTaToOp UNn CTEK)

* 24 n 48-nopToBble Modenu ¢ nogaepkon gaHHbIx 10/100/1000 n PoE+ ¢ sHepreTuyeckun apdeKkTMBHLIM
pasbemom Ethernet (EEE)

o TexHonorus Cisco StackWise-480 obecneumBaeT MmacluTabvpyemMocTb 1 0TKa30yCTOMYMBOCTb
3a cyeT NPOnycKHOW cnocobHocTM cTeka Ha yposHe 480 ouT/c.

o TexHonorus Cisco StackPower™ o6GecneymBaeT CTeKMpOBaHME MEXAY KOMMNOHEHTaMM cTeka ans
pe3epBMpPOBaHNSA NUTaHNA

o Tpu pononHUTEnNbHBLIX MOAYNS BOCXoAsLero kaHana ¢ 4 noptamu Gigabit Ethernet, 2 noptamu
10 Gigabit Ethernet nnu 4 noptamu 10 Gigabit

o [lBa pe3epBHbIX MOAYSbHbIX NCTOYHMKA MUTAHWA 1 TPYU MOAYIbHbBIX BEHTUNATOpa obecneuvBsaoT
HeobxoaVMble BO3MOXHOCTU pe3epBMPOBaHMS

o [MonHbin IEEE 802.3at (PoE+) ¢ nutaHuem 30 BT Ha Bce nopTel B chopm-gpakTope BeicoTon 1 RU

* [Moppepxka nporpammHoro obecneyeHns ana mapwpyTtusauum no IPv4 n IPv6, mHoroagpecHom
MapLupyTu3aummn, MoayrnbHbIX yHKUMIA kavecTBa obcnyxueaHus (QoS), FlexibleNetFlow (FNF) Bepcum
9 1 paclumpeHHbIx pyHKUMI Be3onacHocTH

* EaunHbI yHMBepcanbHbIn 06pas nporpammHoro obecneveHus Cisco IOS® Ha Bcex ypoBHSAX
nvueHsmpoBaHmsa obecrneymBaeT BO3MOXHOCTb MPOCTOro 06HOBNEHUst (PYHKLMIA MPOrpamMmmHOro
obecneyeHus

* PaclupeHHas orpaHuyeHHas noxusHeHHas rapaHTus (E-LLW), B pamkax koTopol npegycmaTtprBaeTcs
3aMeHa Ha crnegytowmin pabounii geHb (NBD - Next Business Day) n 90-gHeBHbIN ocTyn K crnyxbe
nopaepxku LeHtpa Cisco Technical Assistance Center (TAC)

© Cisco n (unu) goyepHue komnanuu, 2013. [laHHbIA JOKYMEHT OTHOCUTCS K Ny6nnyHomn nHdgopmaumm Cisco. Ctp. 1 0of 28

CkavaHo ¢ cariTa uHTepHeT MaraauHa https://axiomplus.com.ua/



KoHdurypaumm kommyTtaTopa

Bce kommyTaTOpbl NOCTaBNAOTCA B KOMMNIEKTE C OAHUM U3 YEeTbIpex BapMaHToB UCTOYHMKa nuTaHus (350 BT nep.
Toka, 715 BT nep. Toka, 1100 BT nep. Toka unun 440 BT nocTt. Toka). Ha puc. 1 nokasaHbl kommyTtaTopsl Cisco

Catalyst cepun 3850.

PucyHok 1. KommyTtaTopsl Cisco Catalyst cepum 3850

B tabnuue 1 nokasaHbl koHurypauum kommyTtaTtopoB Cisco Catalyst cepumn 3850.

Ta6nuua 1. Kondurypaumm Cisco Catalyst cepun 3850

WS-C3850-24T
WS-C3850-48T
WS-C3850-24P
WS-C3850-48P
WS-C3850-48F

CeTeBble moaynu

O6Lee Y1crno NopToB
Ethernet 10/100/1000

24
48

24 PoE+
48 PoE+
48 PoE+

MUCTOYHUK NUTaHUA [OoCTYNHbIN UCTOYHUK

nutaHusa PoE

nepeMeHHOro Toka no
yMon4aHuio

350 BT nep. Toka -

715 BT nep. Toka 435 BT

1100 BT nep. Toka 800 Bt

StackPower

Oa

KommyTtaTopsbl Cisco Catalyst cepun 3850 nogaepxuBatoT Tpu OOMNOMHUTENBHBIX CETEBLIX MOAYNSA ANs NOPTOB
BOCXoAsLLero kaHana. KoHdurypaums komMmyTaTopa no yMOonyaHuio He noapasymeBaeT Hannymus Moayns
BOCXOAsLLEro kaHana. Ha MoMeHT npnobpeTeHnst KoMMyTaTopa KMMEHT MOXET BblbpaTb OAMH U3 CeTEBbIX
mMozayneun, onucaHme KoTopbix NpeacTaBneHo B Tabnuue 2.

Ha puc. 2 nokasaHbl pa3nuyHble ceTeBble MOAYIN:

* ¢ 4 noptamu Gigabit Ethernet ¢ untepdericom Tuna Small Form-Factor Pluggable (SFP)

* ¢ 2 noptamu 10 Gigabit Ethernet ¢ nitepdencom Tuna SFP+ nnun ¢ 4 noptamu Gigabit Ethernet

¢ nHtepcpencom Tnna SFP

* ¢ 4 noptammu 10 Gigabit Ethernet ¢ nHTepdernicom Tnna SFP+ (nogaepxuBaeTcs TONMbLKO B MOAENSIX

¢ 48 noptamw)

PucyHok 2.

SFP+ nnn yetblipbMs noptamu 10 Gigabit Ethernet SFP+
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Ta6bnuua 2. Homepa 1 onucaHuns ceTeBbiX Moaynemn

C3850-NM-4-1G CeteBble Moaynu ¢ 4 noptam u Gigabit Ethernet
C3850-NM-2-10G CerteBble moaynu ¢ 4 noptamm Gigabit Ethernet/2 nopramm 10 Gigabit Ethernet
C3850-NM-4-10G CerteBble moaynu ¢ 4 noptamm Gigabit Ethernet/4 noptammu 10 Gigabit Ethernet

Moaynbe C3850-NM-4-10G nogaepxvnBaeTcs TONbko B Mogensx ¢ 48 noptamu.

UHTepdenc SFP+ nogaepxusaeT kak nopTel 10 Gigabit Ethernet, Tak u noptel Gigabit Ethernet, 4to nossonser
KIMeHTaM Mnory4aTb MakCMMarbHyt0 OoTAady OoT cBoux nHBectuumi B Gigabit Ethernet SFP u B cnyyae nameHeHus
notpebHocTen busHeca BbINoNHUTE 0bHoBReHne o 10 Gigabit Ethernet 6e3 HeobxoanMoOCTU BbINOMHEHMSA
KOMIMIIEKCHOrO OOHOBMEHMS KOMMYyTaTopa A4ocTyna. OTW TpU CETEBLIX MOAYNSA NOAAEPXKMBAIOT BO3MOXHOCTb
ropsiyen 3ameHbl 1 MOTyT UCMONb30BaTbCA B NGO KOMOMHaLUN, NpeacTaBneHHon B Tabnuue 3.

Tabnuua 3. KoHdumrypaumm ceteBoro Mogyns
Moaynb cetu MopTel 10 Gigabit Ethernet ¢hopmata SFP+  MopTkl Gigabit Ethernet choopmara SFP
4 nopra Gigabit Ethernet 0 4
CeTeBble Mmoaynu ¢ 4 noptamu Gigabit 2 0
Ethernet/2 noptamu 10 Gigabit Ethernet 0 4
1 2
CeTteBble moaynu c 4 noptamu Gigabit 4 0
Ethernet/4 noptamu 10 Gigabit Ethernet 0 4
2 2
3 1
1 3

[Ba pe3epBHbIX MOAYJTbHbIX UCTOYHUKA MUTAHUA

KommyTtaTopbl Cisco Catalyst cepumn 3850 nogaepxvBatoT MCNonb30BaHUE ABYX PE3EPBHbIX MCTOYHMKOB MUTaHUSI.
KommMyTaTop noctaBnsieTc B KOMMMEKTe C OAHUM UCTOYHUKOM NMUTAHUS MO YMOMYaHW. BTOpoi MCTOYHUK
NUTaHUS MOXHO NPMOBpPECTN B MOMEHT 3akasa KoMMmyTaTopa unv no3gHee. Ecnv yctaHoBRNEH TOMNbKO OAMH
MCTOYHUK MUTaHWS, OH JOIMKeH ObiTh B Nto6oM cryyae yctaHoBrneH B oTcek 1. KommyTtaTop Takke nocraBnsierca
C TpeMsi 3aMeHSEeMbIMM Ha MeCTe BeHTUnaTopamu (Cm. puc. 3).

PucyHok 3. [1Ba pe3epBHbIX MICTOYHMKA NUTaHWSA
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B tabnuue 4 npeactaBneHbl pa3nuyHblie UCTOYHUKM NUTAHWS, OCTYMHbIE AN TAKUX KOMMYTaTOpOB, a Takke
OOCTYMHbIN NCTOYHMK NuTaHns PoE.

Tabnuua 4. NcTouHuK nutanusa, UM
24-nopTOBbIA KOMMYTaTOP AAaHHbIX PWR-C1-350WAC -

48-nopToOBbLIA KOMMYTaTOP AAHHbLIX

24-nopToBbI koMMyTaTop PoE PWR-C1-715WAC 435 B
48-nopToBbI koMMyTaTop PoE

48-nopToBbI KOMMyTaTOp € NnonHoueHHon PWR-C1-1100WAC 800 B

peanusauuen PoE

MomMMMO MCTOYHWMKOB NUTaHUS, NPeACTaBMNeHHbIX B Tabnuue 4, 4N Bcex MOAenen KOMMyTaTOpOB B Ka4ecTBe
pe3epBHOro OOCTYNEH Takke MCTOYHUK NuTaHusa 440 BT nocT. Toka (3akasbiBaeTcs oTAenbHO). ICTOYHMK NuTaHns
NOCTOAHHOIO TOKa Takke npegocTtasnseT dyHkunn PoE, obecneunBas MakcumManbHyt rmbKOCTb (AOCTYMNHLIN
6roaxkeT POE ong MCTOYHMKOB NUTaHWS NOCTOSIHHOMO TOKa CM. B Tabnuue 5). 3aka3yukm moryT KomGuHmpoBsaTb
MNCTOYHMKM NUTaHWSA MOCTOSIHHOrO U NEPEMEHHOr0 ToKa, yCTaHaBnMBas 1x B ABa AOCTYMHbLIX OTCeka Ans
MCTOYHMKOB MUTaHus. JTiobble 13 ykasaHHbIX UCTOYHMKOB MUTaHWS MOXHO YCTaHOBUTbL Ha Niobble mogenu
KOMMYTaTOpPOB.

Ta6bnuua 5. HocTynHble pyHKunn POE Ha NCTOYHMKE NUTaHUS NOCTOSIHHOTO TOKa

Mogenb KonuyecTtBO UCTOYHMKOB nuTaHus 440 Bt O6wWwumi aocTynHbIW 6roaxeT no PoE
NocT. ToKa

24-nopToBbii kKoMMyTaTop PoE 1 220 Bt
2 660 BT
48-nopToBbIi koMMyTaTop PoE 1 185 BT
2 625 BT

NHTepderic Power over Ethernet Plus (PoE+)

Momumo nHTepdperica PoE (IEEE 802.3af), kommyTtaTopsl Cisco Catalyst cepum 3850 nogaepxusatoT nHtepdeic
PoE+ (ctangapt IEEE 802.3at), koTopbii ob6ecneunsaet nutaHue Ao 30 BT Ha kaxabin 13 noptoB. KommyTaTopbl
Cisco Catalyst cepun 3850 obecneunBaloT cHxeHue obLien ctonmocTy Bnagenus (TCO) anga cpen, B KOTOPbIX
BkrtoyeHsbl IP-tenedoHbl Cisco IP, Toukn goctyna k 6ecnposogHon nokanbHon cetn (WLAN) Cisco Aironet® unn
nobble OKOHeYHbIe YCTPOMCTBA, COBMECTMMbIE co cTaHaapTom |IEEE 802.3at. Htepdeiic PoE yctpansaer
HeobXxoaAMMOCTb B MCNOMNb30BaHNM BITIOKOB NUTaHWA PO3ETOYHOrO TMNa Ans YCTPOWCTB ¢ noaaepxkon PoE,

a TakKKe No3BOMNSET COKPaTUTb 3aTpaThl HA AOMOMHUTENBHbIE 3NEKTpuYeckne kabenn n cxembl, KOTOpbIE

B MPOTUBHOM crnyyae notpeboBanuck 6bl Ana yctaHoBkM IP-TenedoHOB 1 pa3sepTbiBaHUS 6eCnpoBOAHBIX ceTewn
WLAN. B Tabnuue 6 nokasaHbl KOMOMHALMKN NCTOYHMKOB NUTaHUA, Tpebyemble Anst pa3nuyHbix 3agay PoE.

Ta6bnuua 6. TpeboBaHWsA K UCTOYHUKY NTaHus anst PoE n PoE+
_ 24-nopToBbIN KommyTaTop PoE 48-nopToBbiii kKoMMyTaTop PoE
PoE Ha Bcex nopTax (15,4 BT Ha nopT) OauH PWR-C1-715WAC OauH PWR-C1-1100WAC vnun nsa PWR-C1-
PoE+ Ha Bcex nopTax (30 BT Ha nopT) OpuH PWR-C1-1100WAC unu gsa PWR-C1-  [1Ba PWR-C1-1100WAC nnu ognH PWR-C1-
1100WAC v ogui PWR-C1-715WAC
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MpeumywecTBa

JocTyn K KOHBeprupoBaHHOM ceTu (NpoBoAHasA Nitc 6ecnpoBoaHasn)

Cisco Catalyst 3850 npeactaBnsieT cobow nepByto nnatopmMy KOMMyTaLMKU CO CTEKMPYEMbIM JOCTYNOM, KOTOpas
obecneymBaeT cepBuCH 06beanHEHHOW ceTu (NpoBoaHas nntoc 6ecnpoBoaHas) Ha o4HOW Nnatgopme nos
ynpasneHuem nporpammHoro obecneyenms Cisco 10S XE. B aton mogenu komnanus Cisco Bnepsble

3P EKTMBHO peanunsoBana KOMMIEKC TakMX pacLUMpeHHbIX PYHKLIMIA, Kak BbICOKas AOCTYMHOCTb 3a CHET
aBapuHOro NepekItYeHns Ha pedepBHbIi pecypc (SSO), rpanynspHoro QoS, npoTtokona Flexible Netflow (FNF)
B NPOBOAHbIX U 6eCnpOoBOAHbIX ceTsX. PyHKUMM KOHBEPTMPOBAHHOW ceTu (NpoBogHas nnoc 6ecnpoBoaHas) Takke
CKOMMOHOBaHbI B eAuHbI 06pa3 nporpammHoro obecneyenus Cisco 10S, 4To no3BonsieT cokpaTUTb YMCNO
06pas3oB NporpaMMHOro obecneveHnsi, KOTopble TPEDYIOT OLIEHKM 1 cepTUdMKaLMKM MoNb3oBaTensaMy nepes nx
BHeapeHneM B ceTb. OauH KOHCOMbHBIM NOPT ANS ynpaBrneHnst uHTepdencom komaHgHow ctpoku (CLI)
CoKpallaeT KONMMYEeCTBO TOYEK KOHTaKTa NS ynpaBreHus cepBucammn 06beauHEHHbIV ceTel (MpoBoAHas Nioc
6ecnpoBoHas), CHxas, Takum 06pasom, ypoBeHb CITOXKHOCTM CETU, YNpoLLas CeTeBbIE Onepauun 1 cokpallas
COBOKYIMHYIO CTOUMOCTb BNafieHns 1 ynpaBneHust MHPPacTPyKTypO.

KoHBepreHuusi KOHBEPrMpoBaHHOW ceTu (MpoBogHas nnioc 6ecnpoBoAHas) NO3BOMSET HE TOMbKO YBENUYUTL
NMPONYyCKHyt0 cnocobHOCTb B MacluTabax ceTun, HO Takke MacliTabmpoBaTth pa3BepTbiBaHne 6eCcnpoBOLHON CeTu.
Kaxxgbii 48-nopTtoBbii kommyTaTtop Cisco Catalyst 3850 ob6ecneunBaeT nponyckHy0 CNOCOGHOCTL GecnpoBoaHOM
ceTu Ha ypoBHe 40 6ut/c (20 '6uT/c - Ana 24-nopToBbIX MoAenen). Takas eMkocTb 6ecnpoBoaHOM ceTn
MO3BONSAET YyBENNYNTL YNCIO KOMMNOHEHTOB B CTeke. Takum obpasom, obecneunsaeTcs BOIMOXHOCTb
maclTabmpoBaHus 6ecnpoBOAHON CETU B COOTBETCTBMU C TEKYLLMMY TPeBOBaHMAMM K MONOCe NpOoMnycKaHns
KaHana, obycnosneHHbIMM TOYKamMu focTyna Ha 6ase ctaHgapTa IEEE 802,1.11n, a Takke ctaHgapTamu
GecnpoBogHOW CBA3W cneaytoLlero nokonexus, Hanpumep, IEEE 802.11ac. Kpome Toro, Cisco Catalyst 3850
pacnpegensieT OyHKUUM KOHTpornnepa 6ecnpoBOAHON ceTu B Liensx obecnevyeHnss onTuMmanbHON
macwwTtabmpyemocTtu. Bce kommyTaTtopbl/ctekn Cisco Catalyst 3850 MoryT BbINONHATE PYHKLUMM KOHTpoOnnepa
H6ecnpoBogHON CeTn B ABYX peXnMaXx:

* MoGunbHbIM areHT (MA): 3TOT peXxrMM HaCTPOEH MO YMOMYaHUIO HA MOMEHT NOCTaBKN KOMMyTaTopa
Cisco Catalyst 3850. B aTom pexunme kKoMMyTaTop MOXeT TepMuHupoBaTb TyHHenu CAPWAP ot Touek
aoctyna, obecneumnBas, Takum obpasom, pyHkuum 6ecnpoBoHON ceTn Ana 6eCcnpoBOAHbIX KITMEHTOB.

B aTom pexunme MoXeT ObITb peanu3oBaHo o6cnyxmnBaHne 6a3 AaHHbIX 6eCNPOBOAHBIX KNMMEHTOB, a TaKkKe
HacTpolika n obecneveHne cobnogeHnsa nonuTUK 6e3onacHOCTM U KavyecTBa 0bCnyXMBaHWs Ans
6ecnpoBOAHbIX KMMEHTOB U ToYek AocTyna. [ins paboTbl B pexvmMe MoBunbHOro areHta He TpebyeTcs
OOMONHUTENbHbIX NULEH3niA, kpome |P Base.

* Mo6unbHbIM KOHTponnep (MC): B atom pexume kommyTatop Cisco Catalyst 3850 moxeT BbIMONHATL
BCE 3a4a4v MOBUMLHOrO areHTa, MOMMMO KOOPANHUPOBAHUS MOBUIbHBLIX (PYHKLUIA, yNpaBneHus
paguopecypcamu (RRM) n koopaunmnpoBaHus Cisco CleanAir® B npegenax cybaomeHa MOOUITbHbIX
KOMMYHUKauni. Pexmm MoburnbHOro KOHTponnepa MOXHO BKITHOYUTb B UHTEpdECE KOMaHAHOW CTPOKU
kommyTatopa. [Ansa pabotel kommyTtaTtopa Cisco Catalyst 3850 B pexxume MobunbHOro KoHTponnepa
TpebyeTcsa nuueH3us ypoBHs IP Base. 31y xe dyHkumio ans 6onee KpynHbIX cpes MOXET BbINOMHATb
KoHTponnep 6ecnposogHon nokanbHon cetn Cisco 5508 Wireless LAN Controller (WLC 5508), 6ecnpo-
BOAHOM cepBuCHbIN Moaynb Cisco Wireless Services Module 2 (WiSM2) (nog ynpaeneHuem OC AireOS
Bepcun 7.3), a Takke KoHTpornep 6ecnposogHon nokanbHon cetn Wireless LAN Controller 5760.

Mpu pa3meLLeHnn MOOUIbHBIX areHTOB B KOMMYTALMOHHBIX LWkadax, 4To obecneymBaeT NpOnyCKHYH
cnocobHocTb 6ecnpoBoaHoN ceTh Ha ypoBHe 40 ouT/c Ha kaxabii kommyTaTop (n x 40 F6uT/C Ha cTek,
cofepXaLlmin N KOMMYTaTOPOB), U UCMOSIb30BaAHUN MOBUIBHBIX KOHTPOEPOB A1 YNPaBeHUsi HEKOTOPbIMU U3
LeHTparnbHbIX OyHKUMIA BeCNpoBOAHON CETU, KOHBEPrMpOBaHHas 6ecnpoBofHas cpefa Ha 6ase goctyna
obecneymBaeT NyyLLyl0 B CBOEM Kracce MaclutabupyeMocTe 6eCcnpoBOAHbIX CETEN, a Takke 3Ha4nTENbLHO bonee
BbICOKYH MPOMYCKHY CMOCOBGHOCT.
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PucyHok 4. Mo6unbHbI koHTpornep (MC) u MobunbHbIn areHT (MA)

Pacnpe.qeneHHble UHTenneKktyalbHble CepBUCHI

Flexible NetFlow (FNF)

O6ecneynBaeTcs NonHasi 4OCTYNHOCTb NPOBOAHOM CETU NIOC BO3MOXHOCTb NPOX0XaeHns Tpadmka no 6ecnpo-
BOAHOW CeTu 3a cyeT TepmnHmpoBaHus TyHHena CAPWAP. 310 nossonsaeT ngeHTmdumumpoBaTh nonb3oBaTenen
1 NOTOKM NMONb30BaTENbCKOro Tpadmka B LIENsX onpeaeneHnsi NoTeHunanbHbIX 3N0YMbILLNIEHHUKOB U NPUHATUS
KOPPEKTUPYHOLLNX OEUCTBUIN Ha YPOBHE AOCTYNa A0 TOro, Kak aTtaka pacnpoCTpaHUTCS Jarnee no cetu. Takon
pesynbTaT gocTuraeTcs 3a cyeT ucnonb3oBaHusa oyHkumn FNF, koTopas oTcnexvBaeT oTAeNbHO BCE NOTOKM,
BXOASILLNE U UCXOASILIME U3 CTEKA KOMMYTaLMK OT nornb3oBaTenen NpoBogHoM 1 6ecnpoBogHor cetu. JaHHas
PYHKUMS TaKKe NO3BONAET ONpeaenuTb CaMble akTUBHbIE MCTOYHUKM Tpadhvka B NPOBOAHOM U 6eCnpoBOAHOM
CeTH, a TaKke NPMMEHUTbL COOTBETCTBYHLLME NONUTUKN NPEAOCTABIIEHUS MOOCHI MPOMNYCKaHUS.

KauecTtBo obcnyxmBaHus (QoS)

KommyTtaTtop 3850 npegocTtaBnsieT paclumpeHHble yHKLMN KadecTBa 00CnyXMBaHUs Ansg o0beaAnHEHHbIX ceTemn
(npoBogHas nntoc 6ecnpoBogHas). KommytaTop ucnonb3yet MogynbHbIN MHTEpdENC KOMaHAHOW CTpoku QoS
(MQS) Cisco. KommyTaTop ocyLuecTBNsieT ynpaBneHne nponyckHON cnocobHOCTb0 6ecnpoBoaHON ceTu 3a cyeT
HEe UMEIOLLNX aHaNoroB MHCTPYMEHTOB MEPaPXUYECKOrO YNpaBneHUsi NpoMnyCKHOW CNOCOBHOCTbLIO, HauMHast

C YPOBHSI TOYKM JOCTYNa 1 NpoABUrasicb Aarnee K ypoBHAM paauo, nageHtudukartopa SSID n nonb3oBatens. 31o
NO3BONSIET YNPaBMATb U NPUOPUTE3NPOBATL B MPOLIEHTHOM BblpaXeHWM OOCTYMHbIE MOOCH! NPOMYyCKaHWS A
pasnuyHbix 6ecnpoBoaHbIX ToYek 1 naeHTudukatopos SSID (kopnopaTUBHLIN, FOCTEBOM U T. 4.) B Npegenax
Kaxgon 6ecnpoBogHol Toukn. KommyTtaTop Takke cnocobeH aBToMaTU4eckn BbiAENATL paBHbIE NOMOChI
nponyckaHus A NOAKMIOYEHHbIX NoNb3oBaTenen B npeaenax 3agaHHoro naeHtudukaropa SSID. Takum
obpasom obecneynBaeTcs Nony4yeHMe BCeMM Nornb3oBaTensiMu B npeaenax 3agaHHoro naeHtudgukatopa SSID
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Hagnexatyero o6beMa JOCTYNHOWM Nonockl nponyckaHus Npu nogkntoveHun nx k cetn. UADP ASIC oGecneunsaet
BO3MOXHOCTb MepapXn4eckoro ynpasneHus NpomnyckHOW CNOCOBHOCTLIO KaHana u paBHOMEPHOE pacnpeaeneHve
MOnochkl NPOMNyCKaHWs, YTO rapaHTUPYET Ka4yecTBO 06CMNYyXMBaHWNSA annapaTHbIMU CPeACTBaMM AN ONTUMM3aLmnn
NPON3BOAMTENBLHOCTY NPY Nepegaye Tpadrka CoO CKOPOCTLIO FIMHUN.

MoMumo aTMX YHKUMA KOMMYyTaTop Takke cnocobeH opmupoBaTb oyepeau, MNPUMEHSTb MONUTUKM,
hopMupoBaTh 1 MapkupoBaTb Tpaduk 06beANHEHHBIX ceTel (MpoBoAHas Nitoc 6ecnpoBogHas) ¢ y4eToM Kracca
obenyxuanusa (CoS) n anddepeHumnpoBaHHoro koga obcnyxmsaHua (DSCP) 3T1o no3sonseT nonb3oBatensm
co3gaeaTb obLLMe MOMUTUKKN, KOTOPblE MOXHO MCMONMb30BaTh ANs Tpaduka B 06beAMHEHHbIX CETSX (MpoBoAHas
nntoc 6ecnpoBogHas). Kommytatop 3850 Takke noapepxvBaeT 3arpy3ky UMeEH MOMWUTMK CUCTEMbI CEPBUCHI
naeHtudukaumm Cisco (ISE), koraa nonb3oBaTenb YCMELWHO BbINOMHAET MNPOBEPKY MNOAMMHHOCTU B CETH,
ncnonb3ys ISE.

Be3onacHocTb

KommyTtaTop Cisco Catalyst 3850 npegocTtaBnsieT paclumpeHHbin Habop dyHKLMn 6e3onacHoCcTy Ans
nonb3oBaTenel o6beanHEHHON ceTu (NpoBoaHas nntoc 6ecnpoBoaHas). Taknme yHKLNUM, Kak OTCNeXusaHne
IEEE 802.1x, DHCP, koHTponb goctoBepHocTu uctoyHuka (IP Source Guard) v 3awimTa ypoBHS ynpaBreHus,
cucTeMbl NpefoTBpaLleHUst BTopxkeHust B 6ecnpoBogHoi cetn (WIPS) u 1. 4., o6ecneuvBatoT Haanexaluyo
3aWUTY OT HECAHKLMOHMPOBAHHOMO AOCTYNa Nonb3oBaTerNen 1 3MoyMbILLIIEHHUKOB. YUnTbiBasi 60MbLIOe YMCIO
nonb3oBaTenel o6beanHEHHON ceTu (NpoBoaHas nntoc GecnpoBoaHas), MOAKMYAOLLMXCS K CETU, KOMMYyTaTop
noaepXKMBaeT ceTeBbIE CPEACTBA pacno3HaBaHWs ceaHca, B paMkax KOTOPbIX BCE YCTPOWCTBA, NOAKIOYEHHbIE K
CEeTu, oNnpeaensitoTCs Kak OAUH CeaHc, U MOXXHO ONpeaenvTs U MPUMEHUTL YHUKATbHbIE CMIMCKU KOHTPOSS AoCTyna
(ACL) n/vnu nonntukm kadectsa obCnyXmMBaHUs, UICNONb3ys AN 3TOro KaXabl U3 TakMX CeaHCoB. JTO
obecneyrBaeT oNTMManbHbIA KOHTPOSb YCTPONCTB, NOAKMIOYEHHBIX K CETU.

OTKa3oycToOM4YMBOCTb

TexHonorus Cisco StackWise-480

B ocHoBy TexHonoruu Cisco StackWise-480 nonoxeHa nuagupytoLiasa B otpacnu texHonornsa StackWise® ,
KoTOpas npeactasnsieT cobon apxMTekTypy CTEKMpoBaHus npemuym-knacca. TexHonorns StackWise-480 nveet
nonocy nponyckanus cteka 480 'out/c. StackWise-480 ucnoneayet Cisco I0S SSO ans obecnevenns
OTKa30yCTOI7IHI/IBOCTI/I B npenenax crteka. Crek BbICTynaeT B ponin egnHoOro moayna kommytauun noa
ynpaBneHneM «akTMBHOrO» KOMMyTaTopa, BbIbMpaemMoro us yvcna Bcex KOMNOHEHTOB CTeka. AKTUBHbIN
KOMMYyTaTOp aBTOMaTU4YeCKN BbIOMPAET pe3epBHbIi KOMMYTaTOP M3 YMCIia KOMMYTaTOpPOB B CTEKE. AKTUBHBIN
KOMMYyTaTOp CO3AaeT U OOHOBNSAET BCe AaHHble KOMMYTaL MW, MapLupyTu3auum n 6ecnpoBogHON cetu n
BbINONTHAET HenpepbIBHYO CUHXPOHN3aUNIO 3TUX OaHHbIX C pe3epPBHbIM KOMMYTaTOpPOM. B cnyvae cb0s1 aKTUBHOIO
KOMMyTaTOpa pe3epBHbIi KOMMYTaTOP NPUHUMAET Ha cebsi pornb akTMBHOrO KOMMYTaToOpa U NpoAoImKaeT
obecneumBaTb paboTocnocobHOCTb cTeka. MNoakmnoyeHne ToYek A0CTyna B MOMEHT NEPEKIoYeHNs C aKTUBHOTO
Ha peaepBHbuZ KOMMYTaTop oCcTaeTcd HEU3MEHHbIM. Ctek moxeT NPpUHMUMaTb HOBbIE KOMMOHEHTbI UMK yaanaTb
cTapble 6e3 npepbiBaHus paboTtel. StackWise-480 cosgaeT eanHyo yHUPMLMPOBaHHY CUCTEMY C BbICOKUM
YPOBHEM OTKa30yCTOMYMBOCTU. [laHHasA CUCTEMA COCTOUT N3 YETbIPEX KOMMYTATOPOB, KOTOPLIE NPEeAOCTaBNASOT
ynpoLeHHble PyHKLMK yipaBneHns 3a cHeT Mcnonb3oBaHns ogHoro IP-agpeca, ogHoro ceaHca Telnet, ogHoro
MHTEpdenca KOMaHAHOW CTPOKM, aBTOMaTU4ECKOW MPOBEPKN BEPCUIA, aBTOMATUYECKOrO OOHOBEHUS,
aBTOMAaTMYECKOMN KOHpUrypauum n MmHormx gpyrux pyHkuun. StackWise-480 Takke obecneunBaeT BO3MOXHOCTb
nokanbHoM KoMmmyTaumm anst kommytatopoB Cisco Catalyst cepumn 3850.

TexHonorusa Cisco StackPower

B kommyTaTtope Cisco Catalyst cepum 3850 ncnonbsyetcsa TexHonorusa Cisco StackPower. TexHonorus
StackPower - 3T0 MOLLHas MHHOBALMOHHAs cucTema ANs1 BbINOMHEHNS NOAKIOYEHWI, KOTopas No3BonseT
COBMECTHO UCMOMb30BaTb UCTOYHMKM MUTaHWS B CTEKE KaK eQMHbIN pecypc ANnst BCeX KOMMyTaTopoB. TexHonorus
Cisco StackPower 06beauHsaeT oTAenbHblE UCTOYHMKM NMUTaHUS, YyCTaHOBMEHHbIE B KOMMYyTaTopax, U co3gaeT nyn
MOLLIHOCTM, U3 KOTOPOro MOLLHOCTb HanpaenseTcs Tyaa, rae oHa Tpebyetcs. B creke StackPower MmoxHO
CKOHUryprpoBaTh [0 YeTbipex KOMMYTaTOPOB C MOMOLLbIO CMELMAnbHOro pa3bema Ha 3agHel naHenm
KoMMyTaTopa. [ina atoro ucnonb3yeTcs kabenb StackPower, koTopbit oTnuyaeTcs ot kabenen StackWise-480.
(cm. puc. 4).
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PucyHok 5. Pasbembl StackWise-480 n StackPower

PasBepTbiBaHne TexHonornn StackPower MOXHO BbINOMHUTL B pEXUME COBMECTHOIO NoTpebneHns MoLHoCTH
UNN B peXUMe pesepBupoBaHns. B pexrme coBMecTHOro notpebneHns nuTaHns MOLWHOCTU, MOCTynaKwLwas co
BCEX UCTOYHMKOB MOLLIHOCTb, aKKyMynupyeTcs 1 pacnpegensercs no KommyTtaTopam B cTeke. B pexumve
pesepBupOBaHUs Npu pacyeTe obLuero brookeTa Ha aHeprocHabXXeHne cTeka He y4MTbIBaeTCs akTUBHas
MOLLHOCTb B BaTTax CaMoro KpyrnHOro MCTOMHUKA NMTaHus. OTa MOLLHOCTb YAEpXKMBaeTCs B pesepse 1
ncnonb3yeTca Ana obecneyeHns NMTaHMA KOMMYTaTOPOB M MOAKTOYEHHBIX YCTPOWCTB B TEX Criydasx, koraa
npoucxogmT cb6on 0AHOIO U3 UCTOYHMKOB NMUTaHUS. ATO NO3BONAET NoaAepXxmBaTh 6ecnepeboiHyto paboTty ceTu.
B cnyyae c60s 04HOro 13 UCTOYHUKOB NUTaHWSA, TexHonorma StackPower nepexoauT B peXxum COBMECTHOTO
notpebnenns nuTaHus.

TexHonorusi StackPower nossonseT knneHTam NpocTo A06aBnUTb JONOMHUTENBHBIN UCTOYHWUK MUTaHUS B 1000
13 KOMMYTaTOpOB B CTeke N 06ecneynTb pe3epBnpoBaHNe MOLLHOCTU Ans Noboro 3 KOMMNOHEHTOB CTeka uUnm
npocTo A06aBNTL AONOMHUTENBHBLIN 06BEM MOLLHOCTM B 06wWwmn nyn. TexHonorns StackPower yctpaHseT
Heo6X0AMMOCTb B MCMOMb30BaHNM BHELLHMX PE3EPBHbBIX CUCTEM NUTAHWS UK B YCTAHOBKE [ABYX NCTOYHUKOB
NMMTaHUA Ha BCe KOMMYTaTopbl B cTeke. TexHonormna StackPower goctynHa no nuueHsun ypoHs LAN Base (1nu
Bbilwe). B pamkax nuueHsmn LAN Base kabenu nprnobpeTtatotcs OTAEnNbHO.

OcHoBa Ans OTKPbITON ceTeBOW cpeAbl

B ocHoBe Cisco Catalyst 3850 nexwut uHterpansHas cxema UADP ASIC ¢ BO3MOXHOCTbIO NPOrpaMMmpoBaHus
nocnegyrLwmnx QYHKLUUA U UHTENNEKTYanbHbIMU MHCTPYMEHTamMu, obecneunBaoLwMy BO3MOXHOCTb 3aLLnThl
mHBecTMumin. HoBas cxema ASIC siBnsieTcsl OCHOBOW 41151 KOHBEprnpoBaHHbIX API-MHTepdencoB B NPOBOAHbIX
1 6ecnpoBoaHbIX ceTsix, obecneunBaeT oTKpbITYO ceTeByto cpeay Cisco, roToBble NporpaMMHO onpeaeneHHble
ceTeBble cpeactsa (SDN) n komnnekt paspabotymka OnePK nocpeactsom 06HOBNEHUI NPOrPaMMHOro
obecneyeHns B Te4EHUE CPOKa XKMU3HM NPOaYyKTa.

MporpammHbIE KOMMOHEHTBI N cepBuckl kKommyTaTopoB Cisco Catalyst cepun 3850

MporpammHbie cepBuChl, NoaaepxuaemMble kommyTaTopamu Cisco Catalyst cepum 3850, MOXHO
KnaccmduumMpoBaTh MO CrEeAYHLUM NSTU OOLWMM KaTeropusm:

¢ [lpocTtoTa akcnnyaTtauumu
* PacwupeHHble dyHKUMM 6esonacHoCcTu
* OTKa30yCcTONYMBOCTb

*  MOHUTOPUHI U KOHTPOMb NPUNOXEHWUI
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MpocToTa JKkcnnyaTauumm

Cisco Catalyst 3850 nossonsieT cokpaTuUTb 3KCMyaTaLMOHHbIE U3OEPXKKM 3a CYET UCTIONb30BaHMS CrieayoLwmx
CpeacTs:

» Cisco Catalyst Smart Operations
* [lpocToe pasBepTbiBaHWE N PYHKLMM KOHTPONSA
* OddekTuBHan pabota koMmyTaTopa

* MHCTpyMeHTbl ynpaBneHus ceTbio

Cisco Catalyst Smart Operations

KomnnekcHbIn Habop nHTennektyanbHbix Bo3MoxHocTen Cisco Catalyst Smart Operations ynpowiaet
pa3BepTbiBaHNE, HACTPOWKY M YCTPaHEHME HEMOMAaAoK B paMKax fokarbHbIX ceTen. [ToMumo aganTuBHbIX
TEXHOMoruMn HenpepbiBHONM paboTsl, Takux kak StackWise-480 u StackPower, Cisco Catalyst Smart Operations
aBTOMaTU3NPYET YCTaHOBKY M 3aMeHy KOMMYTaToOpOB, YCKOpsieT 0OHOBMEHWe, yrnpoLwaeT ycTpaHeHne
HeuncnpaBHOCTEN 1 NOMOraeT CHU3UTb AKCNNyaTaunoHHble 3aTtpaThl. Cisco Catalyst Smart Operations
npencraensaeT cobow Habop yHKLMIA, KOTOPLIA BKMtovaeT dyHkumm Smart Install, Auto Smartports, Smart
Configuration n Smart Troubleshooting, no3sonstoLme 4OOUTLCS MakCMMarnbHOM 3KCMyaTaLuoOHHOM

3 PEKTUBHOCTH:

» Cisco Smart Install npeacTaBnseT cobon npospayHyto camoHacTpausatoLytocs («plug-and-play»)
TEXHOSOMMI0, UCMONb3yeMYI0 A HAaCTPonkn obpasa nporpammHoro obecneyeHns Cisco 10S
1 KoHdurypaumm kommytaTopa 6e3 yyactus nonbsosatens. Smart Install ucnonbsyet guHammyeckoe
BblgeneHne IP-agpecoB v BbIMOMHAET YCTAHOBKY NPy NOMOLLM APYrMX KOMMYTaTopoB, YTo obecneyvsaeT
NpPO3payHyr0 CaMOHACTPONKY CeTH.

» Cisco Auto Smartports o6ecneumBaeT aBTOMaTUYECKYH KOHQMIypaLuio Npyu NoakoYeHnn yCTPONCTB
K NOPTY KOMMyTauumn. 3TO NO3BONAET BbINOMHATL aBTOMaTUYeckoe 0GHapy>KeHWe U CaMOHACTPOWKY
YCTPOWCTBA B CETW.

» Cisco Smart Troubleshooting npeacrasnsieT cobow paclUMpeHHbIA MacCuUB KOMaH AWarHOCTUKN 1
OTNagku, a Takke NpoBepok paboTocnocobHOCTU CUCTEMbBI KOMMYTaTOPa, BKIoYasi hyHKLMIO 06LLEen
WHTepakTmBHow amarHocTukn (Generic Online Diagnostics, GOLD) 1 BCcTpoeHHOM pernctpaumm cboes
(Onboard Failure Logging, OBFL).

* BcTpoeHHbIi gucneTyep cobbituii (Embedded Event Manager, EEM) npeactaBnsieT cobon MoLLHyto
1 rMbKyo hyHKUMIO, 06ecneynBatoLLy0 BO3MOXHOCTb OOHApYXEHUS CETEBbIX COObITUI B pexume
pearnbHOro BpeMeHM 1 BCTPOEHHYO aBTomMaTu3aumio. C nomowybto EEM knueHThl MoryT agantupoBath
noBeJeHne ceTeBbIX YCTPONCTB B COOTBETCTBUU C NOTpebHOCTsIMU BrsHeca. [Inst ucnonb3oBaHWs 3ToN
dyHKUMM TpebyeTcst Habop yHKUMIA B pamkax nuueH3uu IP Base.

MpocToe pasBepTbiBaHWEe U PYHKLMM KOHTpONS

* YpobcTBo nonb3oBaTens:

o CornaweHuns 06 ypoBHe obcnyxumBanus |P no3BonsioT npeaocTaBuTb KIMEHTaM rapaHTMpPOBaHHO
NPOBEPEHHbIE KPUTUYECKM BaxKHbIE ANsi OM3Heca IP-npunoxeHus, a Takke IP-cepBuchl,
ncnonb3ayowmne yHKUUK nepegady AaHHbIX, rofocoBbIX AaHHbIX U Buaeo B IP-cetn. Ona
UCMNonb30BaHWsa aTon yHKUMKM TpebyeTtca Habop dyHKUMI B pamkax nuueHsnm IP Services.

o ABToMaTuyeckasi koHgpurypaumsa DHCP ans Heckonbknx koMMyTaTOPOB NOCPEACTBOM cepBepa
3arpysku ynpoliaeTt pa3BepTbiBaHMe KOMMyTaTopa.

o ABTOMaTU4YecKoe ka4yecTBoO 06cnyxmBaHus (AutoQoS) ynpoLuaeT KoHUrypaumo kavecTsa
obenyxnBanus B ceTsix Voice over IP (VolP) 3a cueT nogaym komaHa nHtepdenca n rmobdansHon
KoMMyTaumm ansa obHapyxenus IP-tenedoHoB Cisco, knaccudmkaumm Tpacdmka n koHdUrypaumm
BbIXOOHbIX ovepeaen.

o ABTOMaTMYECKOE COrnacoBaHNe Ha BCex NopTax aBToMaTu4eckn BbIOMpaeT nonyaynnekcHbIvi unm
NOMHOAYMMEKCHbIA PEXUM Nepefaydn AaHHbIX B LeNax onTMMmusauny nonockl NPonyckaHus kaHana.
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o ®yHKUMS aBTOMaTUYECKOro MHTepdelica, 3aBUCSILLEro OT nepeatoLelt cpeipbl C NepekpecTHbIM
coegunHeHvem, (Auto-MDIX) camocToATenNbLHO KOPPEKTUPYET Ha3HadYeHne nepegaroLen n
npuUHYMaloLLEen nap, ecnun NoaknioyYeH kabens HenoaxoasALero Tuna (NPSMoON UM NEPEKPECTHBLIN).

. npoweHHada KoOHPurypauna n nogkntoveHue:
Ynp yp

o [Mpotokon DTP (Dynamic Trunking Protocol) ynpoluaeT AMHaMu4eckyto KoHUrypaumio TpaHka Ha
BCEX MOopTax KOMMyTaLMun.

o [Mpotokon PAgP (Port Aggregation Protocol) no3BonsieT asTomaTtnampoBats co3gaHue rpynn Cisco
Fast EtherChannel unn GigabitEtherChannel ons cBsian ¢ Apyrum KOMMyTaTOPOM, MapLLpyTU3aTopoM
Unn cepeepom.

o [Mpotokon LACP (Link Aggregation Control Protocol) no3Bonsiet cosgaBaTtb kaHanbl Ethernet ans
CBS31 C yCTpoNCTBaMu, nogaepxusatowmmm ctaHgapt IEEE 802.3ad. Ota dyHKUus aHanormyHa
TexHonorum Cisco EthernetChannel n npotokonam PAgP.

o [potokon UDLD (Unidirectional Link Detection Protocol) n aggressive UDLD nossonset
obHapyxuBaTb 1 OTKNOYaTb OQHOCTOPOHHWE KaHarbl, BO3HMKLUME HA OMTOBOMOKOHHBIX MHTEpdencax
B pesynbTaTe HenpaBWUbHOW MPOKMaAKM ONTOBOSIOKOHHbIX kKabenew unm HencnpasHOCTEN nopTa.

o Mpotokon Cisco VTP (VLAN Trunking Protocol) Bepcun 3 nogaepxuBaeT gUHaMU4ecKkme
BMPTYyarbHble IoKanbHble CeTW Y AUHAMUYECKYI0 KOH(UIypaLmio TPaHKOB Ha BCEX KOMMyTaTopax.

* OdpekTmBHas paboTta KommyTaTopa

o LWabnoHbl gucneTtyepa 6a3 gaHHbIX kommyTaummn (SDM), wabnoH BMpTyansHOW NoKanbHOW ceTn
(ncnonb3yetca B pamkax nuueH3vnm LAN Base) 1 pacluvpeHHbin wabnoH no3sonstoT
agMUHMUCTpaTopamM aBToOMaTUYeCKM ONTUMU3NPOBaTb BbiAEeNeHne namsaTi

o [Mpotokon ARP (Local proxy Address Resolution Protocol) paboTtaeTt B couyeTaHum ¢ rpaHuyHbIM
MapLUpyTU3aTOPOM HYaCTHOW BUPTyarbHON NOKanNbHOW CeTU B LiIeNsx

o YnpaBneHne OCHOBHOW KOHMrypaumen CTekmpoBaHus ¢ nomoLbio TexHomnorum Cisco StackWise-480
obecneymBaeT aBTOMaTM4eckoe OOHOBNEHME BCEX KOMMYTATOPOB NP NOMyYEeHUN rmaBHbIM
KOMMYTaTOpOM HOBOWM BEPCUMU NPOrpaMmmMHOro obecneyeHns. ABTomaTnyeckasi npoBepka u
obHoBnNEeHWe Bepcun nporpaMmHoro obecneyeHns nossonseT ybeauTecs B TOM, YTO Ha BCEX
KOMMOHEHTax CTeKka yCTaHOBMNEeHa OANHaKoBas BepCus MporpamMmmHoro obecneveHus.

o TpuBuManbHbIN NpoTokon nepeckbinky dannos (TFTP) cHkaeT 3aTpathl Ha ynpasneHue
o6HoBneHusimu MO 3a cyeT LeHTpann3oBaHHON 3arpy3kn OGHOBNEHW.

o [Mpotokon NTP (Network Timing Protocol) o6ecneunBaeT TO4HYIO 1 COrNMacoBaHHy0 METKY BPEMEHM
ANsi BCEX KOMMYTaTOPOB B UHTPAHET-CETU.

* + MHoroagpecHas paccbirnka

o OnTMUM3npoBaHHas MHOroagpecHasi pacchinika Ans obbeanHeHHoW ceTn (MpoBoaHas Nioc
6ecnposopgHas): Cisco Catalyst 3850 obecneunBaet 6onee acpheKTUBHYIO MHOTOaZAPECHYHO
pacchinky 3a cHeT Nofy4YeHusl TONbKO OAHOIO NOTOKA MHOMOAAPECHON PaCChISIKU U ee pennukaumnm
Ansi BCEX YCTPOMCTB B 06beauHEHHOM ceTu (NpoBogHas nnoc 6ecnpoBofHast), NOAKIMOYEHHBIX K
3TOMY KOMMYTaTopy.

o OtcnexnBaHue ¢ nomoubto npotokona IGMP (Internet Group Management Protocol) v1, v2, v3 ans
npoTokona IPv4: oTcnexuBaHvne onsa obHapyXeHusi nonyyartens 3anpocoB MHOrOaApPEeCHOW pacChirnku
(MLD) v1 n v2 obecneunBaeT 6bICTPOE NPUCOEAMHEHNE U OTCOEANHEHME KITMEHTOB OT NOTOKOB
MHOroaZ|peCcHOl pPacChifikM U OrpaHNYnBaET nepeaady Tpaduka BUOEOLAHHbIX, UHTEHCUBHO
noTpebnstoLero pecypcbl NOOChl NPONYCKaHWUsi, TOMbKO 3anpallnBatoLLel CTOPOHOMN.

*  MOHUTOPUHT:

o YpaneHHbIn aHanu3 noptoB kKommyTaumm (RSPAN) no3sonseT agMmMHUCTpaTopamM OCYLLECTBNATb
yAaneHHbIi MOHUTOPUWHI NOPTOB B CETW KOMMYTaLMW YPOBHS 2 ¢ noboro Apyroro kommyTtaTopa B
npegenax Ton xe ceTu.

o B uensx pacwmpeHHoro ynpaeneHunsi TpadvkoM, MOHUTOPUHIa 1 aHanm3a NporpaMMHbIA areHT
BCTPOeHHOro yaaneHHoro MoHuTopuHra(RMON) nogaepxueaet yetbipe rpynnsl RMON (xypHan,
CTaTMCTUKA, ONOBELLEHMS 1 CObbITHSA).

o KomaHpga traceroute ypoBHs 2 ynpoLuaeT AnarHoCTUKY 1 YCTPaHeHWe Henonagok 3a cyeT
onpeaeneHns pmanyeckoro nNyTu, MPOMAEHHOTO NAaKeTOM OT MCTOYHMKA 4O MeCcTa Ha3HavyeHus.
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o YnpaBneHvue pagmoyacToTHbIM Anana3oHoM 6ecnpoBoaHO ceTn o6ecneumBaeT faHHbIE O TEKYLLMX
1 NpeablayLmnX paamodacTOTHbIX NoMexax, BO3OeNCTBYOLWMX Ha paboTy CeTu B KOHTponnepax,
ucnonb3ayowmx nHterpaumio texdHonorun Cisco CleanAir B macutabax cetu.

AdhekTMBHLIE ONepauun KoOMMyTaLmm

KommyTtaTophbl Cisco Catalyst cepun 3850, paspaboTaHHble 1 CKOHCTpPyupoBaHHble koMmnaHuen Cisco,
obecneymBaloT ONTUMarnbHY0 3KOHOMUIO SMEKTPOIHEPTUM, IHEPreTUndeckn apdekTnBHble pasbemMbl Ethernet
(EEE), BO3MOXHOCTb paboTbl NP1 CHUKEHHOM 3HEPronoTpebneHnn, YTo No3BONAET NCMONb30BaTh Nyylune

B CBOEM Knacce (pyHKUMK yrpaBreHus nuTaHneM, a Takke yHKLUKM KOHTponsa aHepronotpebnenus. MNoptel Cisco
Catalyst 3850 nogaepxuBatoT PEXMMbI CHUXKEHHOIO 3HEPronoTpebneHns, 4To No3BONAET NepeBoanTb
Heuncnonb3yeMble NopTbl B COCTOSHWE CHKEHHOrO NOTpebneHns anekTpoaHeprum. K apyrum gyHKUmam
ahdekTMBHON paboTbl KOMMYyTaTOpa OTHOCATCS criegyoLme:

* [lpoTtokon o6HapyxeHus yctponcTs Cisco Bepcum 2 nossonsieT kommytatopam Cisco Catalyst cepun 3850
cornacosaTb HaCTPOWKN NUTaHWA ¢ BonbLuen CTeNeHbIo AeTanm3aumn npn nogknioveHnun yctponcts Cisco
C NUTaHWeM OT ceTu, Hanpumep IP-TenedoHOB 1K Tovek 4ocTyna, Yem no3eonseT knaccudukaumnsa IEEE.

* KomaHpaa ynpasneHus notpebnsemon MOLWHOCTLIO Ha YPOBHE OTAEMbHbLIX NOPTOB NO3BONSAET 3aAaTb
BEPXHWIN MOPOr MOLLHOCTN Ha OTAENbHOM nopTy. PyHKUMSA n3mepeHns mowHoctTu POE Ha ypoBHe nopta
perucTpupyeT peanbHO NoTpebnsemyro MOLHOCTL AN 3deKTUBHOroO ynpaBneHns yCTponcTBamu ¢
nuTaHMem OT ceTu.

* VHdopmaumoHHble 6a3bl ynpaeneHus PoE no3sonsioT onepaTtnBHO KOHTPONMPOBaThL aHepronoTpebnexve
1 3agaBaTb pa3nunyHble NOPOrY YPOBHSA MOLLHOCTM.

OxpaHa okpyxatoLen cpeabl

OpraHusaumm MoryT OTKIIOYUTb PaAUOMOAY b TOYKM AOCTYNa, YTOObI CHU3WTL NOTPeGNeHne 3NeKTpPo3Heprum
B Yacbl HEMUKOBOW Harpysku. VIHTerpmpoBaHHble KOHTPOsepbl 6eCnpoOBOAHON NOKarbHOM CETU NO3BONSOT
n3bexaTb pa3BepTbiBaHNA AOMNONHUTENbHBLIX YCTPONCTB B CETU.

MHCTpyMeHTbI ynpaBrieHUs ceTblo

KommyTtaTopbl Cisco Catalyst 3850 Series npejocTaBnsioT BbICOKOKAYECTBEHHbIM UHTEPEENC KOMaHAHOW CTPOKM,
C MOMOLLbIO KOTOPOTO BLIMOSHAETCSA AeTanbHas HacTpoKka, a Takke nHgppactpykrypy Cisco Prime ™ anst equHoro
ynpaBneHust 06beauHeHHON ceTblo (NpoBoAHast nitoc 6ecnposoaHas). MHdpacTpykTypa Prime obecneunBaet
MHMLManM3aumio Ha aTane HyneBoro AHS U NocrneayoLLy NPOBEPKY, MOCTOSIHHBIA MOHUTOPUHT 1 06CnyXuBaHue,
npegocTaBnsaeT LWabnoHbl KoHdUrypaumm, a Takke BcecTopoHHue (360 rpaaycoB) pakypcbl nonb3oBaTenei

n ycTponcTB. MHpacTpykTypa Takke BbICTynaeT B kKayecTse UHCTpymeHTa cbopa FNF ans pakypcos
nonb3oBaTenbCKOro Tpaduka, KoTopble UCMONb3YT Moayrnb Prime Assurance Manager.

PacwupeHHble dyHKumnmn 6e3onacHocTu

KommyTtaTophbl Cisco Catalyst cepun 3850 nogaepxuBatoT paclumpeHHble yHKLMM 6e30MacHOCTH, K KOTOPbIM
CpeAu NpoYero OTHOCATCS:

e 3awuTa OT 3M0YyMbILLITEHHNKOB:

o 3awuTa NopToB OrpaHNYMBaeT obpalleHne Kk NopTy AOCTyna unm nopTy TpaHka Ha ocHose MAC-
agpeca. nonyyeHHbix MAC-agpecoB ans 6rnokMpoBaHusi MaccoBol paccbinikin MAC-aapecos.

o OtcnexvneaHne DHCP npensitcTByeT NonbITkaM 3M10yMbILLNEHHUKOB NOAMEHUTL CEPBEP NPOTOKONa
DHCP v pacnpocTpaHaTbe nogaenbHble agpeca. 3Ta PyHKUUS UCNOoNb3yeTcs ApYrMMUY OCHOBHbLIMU
dyHKUMsMU BesonacHOCTU ANst NpeoTBpaLLEeHNs psifa ApYrvx aTak, HanpyuMep UCKaXXeHWUs AaHHbIX
ARP.

o [AnHamunuyeckuii aHanua ARP (DAI) no3sonsieT o6ecnedmTb LenoCTHOCTb NOMb30BaTENbCKMX AaHHbIX
3a cyeT NpefoTBPALLEHUS UCTIONb30BaHNS 3M0YMbILLNIEHHUKAMK ysi3BUMOCTeN npoTokona ARP.

o 3awwTa uctoyHuka IP He no3BonsieT 3MOyMbILLAEHHUKY NOAMEHATb UK 3amMeHsTb IP-agpec gpyroro
nonb3oBaTens, co3gasas Tabnuuy cessein mexay IP-agpecom knneHta u MAC-agpecom, nopTom 1
cetbto VLAN.
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o  DyHKUMA nepeagpecaunm no obpaTHomy ogHoagpecHomy nyTu (RPF) no3BonseT usbexarb
HeKoTopbIX Npobrnem, CBA3aHHbIX C BHeAPEeHeM Tpadumka ¢ HEBEPHLIMU MW NOAAENBHBIMU
IP-agpecamu B ceTb, 3a cHeT YHUUTOXeHUs |P-nakeToB., y KOTOPbIX OTCYTCTBYET noATBepxaaemMbln |P-
agpec UCTOYHKMKA.

o [Moppepxka ABycTOpOHHEN Nepefayn AaHHbIX Ha nopTy SPAN nossonseTt cucreme obHapyxeHus
BTopxeHun Cisco (IDS) npuHMaTe Mepbl Npyu 06HapyXeHun AeNCTBUIA 3N0YMbILLNIEHHUKA.

* AyTeHTudmKaumsa nonb3oBaTens:

o [nbkue dyHKUMM ayTeHTUdMKALMKN, MOOOEPKUBAIOLLNE HECKOIBKO CUCTEM ayTeHTUdMKaLmm,
Bkntoyasi 802.1X, obxon ayteHTudmkaumm Ha ocHoBe MAC-agpecos, 1 Be6-ayTeHTUdUKkaumo
nocpeacTBOM €[MHON COrnacoBaHHOW KOHdUrypaumu.

o W3meHeHue aBTOopmsaumm RADIUS 1 3arpykaemble BbI30BbI B Liensix obecneyeHuss KoMmnrekca
YHKUMI ynpaBrneHus nonuTnkamm.

o YactHble cetn VLAN orpaHnunBatoT ABMKeHNE Tpadmka Mexay XocTamm B 0ObIMHOM CErMeHTe,
pasgenss Tpacduk Ha BTOPOM YPOBHE M NpeBpallasi LUMPOKOBELLATENbHbIA CETMEHT B
HeLUMpoKoBeLLaTeNbHbIV CErMEHT, NOAO0OHbBIN CErMEHTY KOMMEKTUBHOIo AocTyna. 'paHUYHbIN
mapLupyTtusaTop 4YactHor cetu VLAN obecneurBaeT 6e30nacHOCTb U M30IMPOBAHHOCTL MOPTOB
KOMMyTaTopa, 4YTo No3BonsieT 3abnoknpoBaTh OTCNEXMBAHWE NONb3oBaTeNsAMM Tpadumka opyrmx
nonb3oBaTtenen.

o MynbTgomeHHasn ayTeHTUdMKauns No3BoNsAeT BbINONHATL ayTeHTUdukaumo IP-tenedoHa u MK Ha
OQHOM NOPTY KOMMYyTaTopa, OTHOCSI 3T YCTPOCTBA K cooTBeTCcTBYoWMM ceTam VLAN ans nepegayn
rornioca v AaHHbIX.

o YBepomneHne o MAC-agpecax no3sonsieT MHOPMMPOBaTb aAMUHUCTPATOPOB O NOSIBIIEHUM HOBbIX
nonb3oBaTenen B CeTu 1 0 BblObITUX NONb30BaTeNEeN.

o @PyHKUMKM MOBUNbHOCTM M Be3onacHocTn, obecnevmBatoLme He3onacHoe, HaaeXXHOe NOoAKMYeHNe
k 6ecrnpoBOAHON CeTH, a Takke CornacoBaHHOE B3aMMOAENCTBME C KOHEYHbIM NOSb3oBaTENEM.
MoBbIWEHHas 4OCTYMHOCTb CETU 3a CHET NPOAKTUBHOW GITOKMPOBKN 3BECTHBIX YrPO3.

o @unbTtpaumna IGMP obecneumBaeT ayTeHTUDMKALMIO MHOrOaAPECHOW pacchinkun, 0TOUNbTPOBLIBaASA
HENErMTUMHbIX NONb30BaTeNen, 1 orpaHNYMBaET KONMYECTBO NapansesbHbIX NOTOKOB
MHOroapecHol pacchifiki, AOCTYMHbIX HA KaXA0M NopTy.

* Cnuckm koHTpons goctyna (ACL):

o Cnuckn koHTponsa AgocTyna 6esonacHow BUpPTyarnbHOM nokansHon cetn Cisco no3BonstoT
npefoTBpaTUTL Nepegadvy HeCaHKLMOHUPOBAHHBIX MOTOKOB AaHHbIX MO MOCTOBOMY COEAMHEHMIO
B npepenax ceten VLAN.

o Cnuckn koHTponsa goctyna (ACL) IP-mapuwpyTtnsatopa Cisco co cTaHAapTHbIMW U pacLUMpPEeHHbIMU
dyHKUMsMM 6e3onacHOCTN onpeaensaT NoNUTMKM 6esonacHoCTn AN Tpaduvka YpoBHSA ynpaBneHus
W YPOBHS AaHHbIX Ha nHTepderncax maplpyTtnsatopa. Cnmckm kKoHTpons goctyna IPve moryT
npuMeHsTeea Ana uneTpauun Tpadmka IPv6.

o CnmncKn KOHTPONSA A4OCTyNa Ha YpOBHE NOPTOB AN UHTEPEENCOB BTOPOro YPOBHS CETU NO3BONSAOT
NPUMEHATb MONUTMKM 6E30NacHOCTM Ha YPOBHE OTAENbHbIX MOPTOB KOMMYyTaTopa.

* [locTyn K yCTPOWCTBY:

o [Tpotokon SSH (Secure Shell), Kerberos 1 npocton npotokon ynpaenenus ceTtbto (Simple Network
Management Protocol) Bepcun 3 (SNMPv3) obecneumnBatoT 6€30nacHOCTb CETU 3a CHET
LWMdpoBaHNS agMUHUCTPATUMBHOMO Tpadmka BO BpeMsi ceaHcoB Telnet 1 SNMP. B cuny akcnopTHbIX
orpaHuyeHun, gencteytowmnx B CLUA, ans SSH, Kerberos n kpuntorpaduyeckon peanusaumm
SNMPV3 TpebyeTcs cneumanbHbin 06pa3 nporpaMMHoro obecneyeHust ¢ yHKUUSIMU LWNcppoBaHUS.

o AyteHtudukauns TACACS+ n RADIUS obneryaeT LeHTpanu3oBaHHOE ynpaBrieHne KoMMyTaTopamm
W He JaeT BO3MOXHOCTb HEMPABOMOYHbLIM MOMNb30BaTENSAM U3MEHSATL KOHUIypaLmio.

o MHoroypoBHeBas 3aLLMTa KOHCOMNbHOro AOCTyNa NpeaoTBpaLLaeT U3MeHeHe KoHdurypaumm
KOMMyTaTopa CO CTOPOHbI HEMPABOMOYHLIX MONb30BaTENEN.

» 3awmTa 6roKkoB NPOTOKOSbHBIX AaHHbIX MocTa (BPDU) oTkntovaeT nHTepdeichl ¢ nogaepxkon Spanning
Tree PortFast npu nony4eHum 6nokos BPDU Bo usbexaHue cny4aiHoro BO3HMKHOBEHMWS KOMeL, B
TOMOMNOornu.
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* ®yHKUMS 3aWwmThl KOPHA cBAsytoLero Aepesa (STRG) He no3BonsieT rpaHUYHLIM YCTPONCTBAM, He
HaxoAsALWmMMcs nog ynpasneHmeM CeTeBOro agMMHUCTpaTopa, CTaHOBUTLCA KOPHEBBLIMU y3namu
NpOTOKOMa CBA3YIOLLEro Aepesa.

* KomnnekcHas cuctema 6e3onacHocTy GecnpoBogHo ceTu npegoctasnseT coemectumoe ¢ CAPWAP
wundpposaHue DTLS, 6narogaps 4emy obecneunaeTcs wWndposaHme Npu nepegade AaHHbIX Mexay
TOYKaMu AOCTYNa M KOHTpOnnepamMmu B pasnnyHbiX yaaneHHblx kaHanax cetn WAN/LAN.

OTKa30yCcTOMYMBOCTb

Cetun Cisco Borderless Networks o6ecneunatot MobrnbHOCTL B Maclutabax npeanpuaTisa n BUAEOCEPBUCHI
6usHec-knacca. [epBble B 0Tpacnm cepBUChbl ONpeaeneHns MecToHaxoXaeHns o6 beanHEHHON ceTh (MpoBoaHasa
nntoc 6ecnpoBogHas) obecneynBaoT BO3MOXHOCTb OTCIEXMBaHNS MOBUIBbHBIX PECYPCOB U MONb3oBaTenei
TaKMX PecypcoB Kak AN NPOBOAHbIX, Tak U Ans 6ecnpoBoAHbIX YCTPONCTB. Mo-HacToswemy 6e3rpaHnyHble
BO3MOXXHOCTM apXMTEKTYpbl ceTen 6e3 rpaHuL, obecneymBaloTcs 3a cyeT criegyowmnx Habopos dyHKUMINA,
peanu3oBaHHbIx B kommyTaTopax Cisco Catalyst cepum 3850:

* Bebicokas gocTynHoOCTb
* BbicokoadpdpekTusHas IP-mapLupytnsaums

* Bonee BbIcOKOE Ka4eCcTBO 06CJ'Iy)KVIBaHVIF|

Bbicokas 4OCTYNHOCTb
Momnmo TexHonorun StackWise-480 n StackPower, kommyTtaTophbl Cisco Catalyst cepum 3850 nopgaepxvBatot
PyHKLMM 0BecneyeHmnst BbICOKON AOCTYNHOCTM, BKIOYAs cpeaun NpoYero crieayolme hyHKLum:

* dyHkuma Cross-Stack EtherChannel npegoctaBnseT BO3MOXHOCTb HACTpowiku TexHornorum Cisco
EtherChannel Ha pa3nnyHbIX KOMMYyTaTOpax B CTEKE, YTO obecneynBaeT NoBbILLEHHYH
OTKa30yCTONYMBOCTb;

* dyHkumsa Flexlink o6ecneunBaeT pesepBupoBaHne KaHana npy BpemMeHu koHBepreHuun meHee 100 mc;

* npotokon RSTP (Rapid Spanning Tree Protocol) ctaHgapta IEEE 802.1 s/w 1 npotokon MSTP (Multiple
Spanning Tree Protocol) o6ecneunBatoT GbICTPYH0 KOHBEPTEHLMIO CBSI3YIOLLENO AepeEBa HE3AaBUCUMO OT
TaiMepoB CBA3YIOLLErO AepeBa, a Takke NPeaoCTaBNsaT NPeMMYLLECTBA pacrnpeaeneHns Harpy3sku
YPOBHS1 2 1 pacnpefeneHHon o6paboTtkn. Moaynu B cTeke AENCTBYIOT Kak €AMHBIN Y3en CBSA3YIOLLEro
AepeBa.

* [potokon PVRST+ (Per-VLAN Rapid Spanning Tree) o6ecrneumBaeT GbICTPYO NOBTOPHYIO KOHBEPTEHLUIO
CBSI3ylOLLIEro AepeBa Ans cBA3yoLero Aepesa B kaxaoi cetn VLANGe3 HeobxoanumocTu peanvsoBaTb
3K3EMMNIIAPbI CBS3YIOLLENO AepeBa.

*  O®yHKUMS aBTOMaTU4YeCKon koMmmyTauun nopToB (Err-disable) aBTomaTuyeckn NOBTOPHO akTMBMPYET KaHan,
OTKIIOYEHHbIN BCNeAcTBMne owmnbku ceTu.

BbicokoadbpekTnBHas IP-maplupyrtusauus
AnnapaTtHas apxuTekTypa mapwpyTtusauum Cisco Express Forwarding o6ecneumBaeTt NCKMOYUTENBHO BbICOKYHO
npoussoanTensHocTb IP-mapLupyTtnsaumm B kommyTtaTopax Cisco Catalyst cepumn 3850:

* [lpoTokonbl uHAMBMAYanbHOW IP-mapLupyTunsauum (ctatudeckue, npotokonsl RIPv1 n RIPv2, RIPng,
EGRP) nogaepxwvBaoTcsl B pamkax MapLupyTusauum HebonbLumx ceTer, NCnonb3yowmnx Habop yHKUMNIA,
npeaycMoTpeHHbIV nuueHsnen IP Base. OrpaHnyeHHble BO3MOXHOCTW CTaTUYECKON MapLUpyTU3auum
B pamkax Habopa cpyHkumi no nuueHsmn LAN Base. OyHKUMU MapLupyTusaumm, BXogsLwmne B CTOUMOCTb
NMLEH3UN, NO3BONSAIOT YNPOCTUTL pacnpeaeneHne Harpysku Ha yposHe 3 u obecneynTb pe3epBUpoBaHmne
B MacluTabax creka.

* PaclumpeHHble NpoTokonbl ogHoaapecHon IP-maplipyTusaumm (MpOTOKON MapLUpyTU3aumm no Kkpatyam-
wemy nytn (OSPF), EIGRP, BGPv4 n IS-ISv4) nogaepxvBatotca Ans pacnpeaeneHns Harpysku
1 nocTpoeHus macwtabupyembix cetert LAN. IPv6-mapipyTtusaums (npotokonsl OSPFv3, EIGRPVE)
noaaepXkvMBaeTcs Ha annapaTHOM obecneyeHnn B Liensx AOCTUXKEHUSI MaKCMMaIbHOW NPoOn3BoOaM-
TenbHocTu. Mpotokon OSPF ans maplpyTusmMpyemoro AocTyna BknoyeH B 06pas IP Base. ns
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nonHoueHHow paboTbl npotokonos OSPF, EIGRP, BGPv4 n I1S-ISv4 TpebyeTcst Habop dyHKLMA,
OOCTYMHbIN B pamkax nuueHsum IP Services.

* MapuwpyTnsaumsa Ha 6ase nonutuk (PBR) obecneunsaeT pacluMpeHHbIN KOHTPOSb 3a CHET yNpoLLeHus
nepeHanpasneHns NoToka He3aBMCMMO OT CKOH(UIYPMPOBAHHOIO NPOTOKOMa MapLUpyTU3aLmn.
BupTyaneHas mapupyTtusauma n nepeagpecaums (VRF)-Lite nossonseT onepaTtopam cBsA3sm
npefocTaBnaTb NOAAEPXKKY ABYX UNW Bonee YacTHbIX BUPTYarbHbIX CETEW C NepeKpbiBaloLLMMUCA
AvanasoHamu IP-agpecos. TpebyeTcs Habop dyHKUMIA, NpegocTaBnsaemblin B paMkax nuueHsum IP
Services.

* [MoppepxmBaeTcs NPOTOKOMNbHO-HE3aBUCMMasa MHoroaapecHas paccoinka (PIM) ona mHoroagpecHon
IP-mapLpyTusauum, Bkntoyas paspexeHHsii pexum PIM (PIM-SM), nnotHein pexum PIM (PIM-DM),
paspexeHHO-NMOoTHLIN pexum PIM 1 3aBnucrmMyto 0T MCTOYHMKA MHOrOadpecHyto pacchinky (SSM).
TpebyeTtcsa Habop dyHKUMIA, NpeaocTaBnAeMbln B pamkax nuueHaun IP Services.

* IPv6-nopaepxumBaeTcs Ha MHTepdencax ¢ NOMOLLIbIO COOTBETCTBYIOLLMX KOMaHA rpynnbl show,
obecneyvmBasn PYHKLUM MOHUTOPUHIA U YyCTPaAHEHNS HENonaaok.

Bonee BbicOkoe ka4yecTBO 06CNyKMBaHUSA

KommyTtaTtopbl Cisco Catalyst cepun 3850 obecneumBator ckopocTb Gigabit Ethernet nocpenctsom
WHTENMeKTyarnbHbIX CEPBUCOB, KOTOPblE KOHTPOMMPYIOT PaBHOMEPHOCTb MOTOKa Tpaduka Aaxe npu CKOPOCTH,
npesblllaloLen cTaHgapTHylo ckopocTb cetn B 10 pas. Jlngupyowme B OTpacnmM WHCTPYMEHTbI CKBO3HOW
MapKUPOBKWN CTEKOB, Knaccudukaumm n nnaHnposaHns obecneynsatoT 6onee BbICOKYHO NPON3BOAUTENLHOCTL ANA
Tpaduka AaHHbIX, FONTIOCOBLIX AaHHbLIX U BUAEO HA CKOPOCTU aHarNormyHom CKOPOCTM NPOBOAHON CETU.

[anee npeacraBneHbl HekoTopble yHKUMK QoS, nogaepxunsaemole kommytatopamm Cisco Catalyst cepum 3850:

*  ®yHKUMM rPaHyNAPHOro ynpasneHns NponyCcKkHOM CNOCOGHOCTLI0O 6eCcnpoBOAHOM CeT 1 paBHOMEPHOTO
pacnpeaeneHus nosnockl NPOMyCKaHUs MCNONb3yT annpobupoBaHHoe NporpaMmHoe obecneveHne Cisco
I0S 1 TexHonornio UADP ASIC ansa obecneveHns nepapxm4eckoro ynpasneHus NponyckHOM
CMocobBHOCTbLIO HAa CKOPOCTU NUHWUM (Ha TOYKY AOCTyna, Ha pagnomMoaynb, Ha ngeHtudukatop SSID, Ha
OTAENbHYIO KIMMEHTCKY0 NONUTKKY ). PaBHOMepHOe pacnpegeneHne nonockl NponyckaHus no
nonb3oBaTensm B paMkax ogHoro naeHtudukaropa SSID ncknioyaeT BO3MOXHOCTb HEXBATKN PECYPCOB
ANsi OTAENbHbIX NOMb3oBaTenemn BCNeacTBMe MHTEHCUBHOIO MCMOMNb30BaHUSA PECYPCOB APYrMMu
nonb3oBaTtensamu. PyHKLMA paBHOMEPHOro pacnpeneneHnsi Nonockl NPOMNyCcKaHWsS akTUBMPOBaHa no
ymonyaHuto Ans 6ecnpoBOAHbIX CETEN Ha YPOBHE Nonb3oBaTens, a Takke Ha yposHe SSID.

» [pepoctaBnseTtcsa ctaHgapT knaccudmkauum nonen 802.1p CoS n DSCP, ncnonb3ayowmii MapkupoBKy
1 MOBTOPHYH Knaccudumkaumio oTaenbHbIX NakeTos no IP-agpecy nctoyHmka n HasHadeHus, MAC-agpecy
unun Homepy nopta npoTtokona TCP/UDP yposHs 4.

» Co3sgaHue pacnucanus umknuyeckon obpaboTtkm (SRR) no3sonsiet obecneunBaTb AnddepeHumnpoBaHHyo
npuopuTe3aLMio NOTOKOB NMakeToB 3a CHET UHTENMNEKTYarnbHOro 06CNyXMBaHUSA BXOAHbBIX U BbIXOAHbIX
oyepegen. PyHKUMSA B3BELLEHHOrO OTOpackiBaHWs nocnegHero anemeHta Weighted tail drop (WTD)
npenoTBpaLlaeT neperpysky BXOAHbIX U BbIXOAHbLIX oMepeen Ao Toro, kak npousongeT cbon. CosgaHne
oyepenen co CTporMM NpMopuMTETOM No3BoNseT o6ecneunTs 06paboTKy NakeToB C CaMbIM BbICOKMM
npuopuTeToM A0 06paboTKM BCEro octanbHOro Tpaguka.

e DyHKUMs obecneveHnst rapaHTUPOBaHHOW cKkopocTu nepeaaym gaHHbeix Cisco (CIR) obecneunBaeT
BO3pacTaHme NpornyCcKHOM CNOCOOHOCTU kaHana ¢ warom B 8 Kout/c.

* OrpaHnyeHne CKOPOCTM OCYLLECTBNSETCA C y4eToM IP-agpeca nctovHuka n HasHaveHus, MAC-agpeca
WCTOYHMKa U Ha3Ha4eHus, AaHHbIX npotokona TCP/UDP ypoBHSA 4 nnvu KoMOuHaummn 3HayeHui noboro ns
yKa3aHHbIX Mofern ¢ UCMob30BaHMEM CMUCKOB KOHTpons goctyna QoS (cnuckoB KOHTPONs gocTtyna
IP-agpecoB unn MAC-agpecoB), NPpUBSA3KN KIACCOB UMW NMPUBSA3KN MONUTUK.

* BoceMb BbIXOOHbIX o4epefen Ha NopT Ans Tpaduka NPOBOAHOM CETU U YeTbipe BbIXOAHbLIX o4epeam Ans
Tpaduka 6ecnpoBoaHON ceTn obecnevmBaoT BOIMOXHOCTb A depeHLMPOBaHHOIO yrnpaBneHus
pasnnyHbiMM TUNamu Tpadurka B cTeke Tpaduka NpoBoAgHOM ceTu. Ha ogHOM KOMMyTaTope AOCTYMHO A0
2000 arpernpoBaHHbIX KOHTPOSbHBIX MEXaHU3MOB.
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MOHUTOPVHI N KOHTPOMb NPUIIOXEHUI C ncnonb3oBaHneM npoTtokona Flexible NetFlow

MporpammHoe obecneyenne Cisco IOS FNF — 310 oyHKUMS MOHUTOPUHIa NOTOKa CneaytoLLero nokoneHus,
KOTOpas No3BoMseT ONTUMN3MPOBATL MHADPACTPYKTYPY CETU 3a CHET CHIDKEHUS IKCNNyaTaUMOHHbIX 3aTpaT 1
yCOBepLUEHCTBOBaHMSA DYHKLUIA NNAHUPOBAHUS EMKOCTU N OBHApYXeHWUs NpouCLLECTBUI B cUCTEME
6e30nacHOCTY C NOBbILLEHHON rTMBKOCTLIO 1 MacwTabupyemocTbio. KommyTtaTop Cisco Catalyst 3850
obecneymBaeT B 06beAMHEHHBIX CeTAX (NMPOBOAHAs NMC 6ecnpoBogHas) NyyLnii MOHUTOPUHT NPUINOXEHWI C
nomousto cpeactea FNF. KommyTtaTtop nogaepxumsaet 48000 3anucen notoka (48-noptoBblie mogenu) n 24000
3anvcm noToka (24-nopToBble Mogenu) B 06beAnMHEHHON ceTn (NpoBoAHas nntoc 6ecnposogHas). MNocpeacTsom
UADP ASIC kommyTtaTop Cisco Catalyst 3850 npegoctaBnseT TEXHOMNOIMIO CrieayoLLero NoKoneHus,
rapaHTupytoLyto 6ecnpeLeaeHTHY0 TMOKOCTb Y MOSHbIA MOHUTOPUHT HA NPOTSXXEHHOCTU OT (hnaroB ypoBHS 2
(MAC-agpec n cetb VLAN) go yposHsa 4 (TCP/UDP) n ganee, no tpacduky obbeanHeHHOW ceTun (NpoBogHas nioc
6ecnpoBogHas). KommyTatop Cisco Catalyst 3850 nogaepxveaet Medianet, o6ecneunBas Takum obpasom
YHKLUUM MOHUTOPUHIa U yCTpaHeHNs Henonaaok B BuaeoTpaduke obbeanHeHHOW ceTu (NpoBoaHas Nioc
6ecnposogHas). OtaensHble hyHkuMn Medianet 6yayT BkntoYeHbl B AanbHenwme 06HOBNEHNs NporpaMMHOro
obecneyeHws.

[aHHble 0 noToke, cbop KOTOpbIX BbiNofHEH FNF, MOXXHO 3KCnopTMpOoBaTh BO BHELLHWIA KOMNEKTOP AN aHanMsa u
€034aHuVs OTHETOB UMK OTcnexmBaTh ¢ nomolLblo EEM. KommyTtaTtop Cisco Catalyst 3850 o6ecneunBaeT MOLLHbIE
BCTPOEHHbIE 1 HACTPauBaeMble MHCTPYMEHTbI KOppensaLmm cobbITuiA 1 AeCTBUS NONMUTUKK B OTHOLeHUn EEM, yto
MO3BOSISIET KOMMYTaTOpaM 3arycKkaTb HacTpanBaeMbIE OMOBELLEHNSI O COBbITUSIX N OENCTBUS MOMUTUKA NPY
BbINOHEHUW NPeABapUTENBHO OMNpeaeneHHbIX YCNoBuiA. KnneHTel MoryT 6€3 MCnonb30BaHUst KakuX-NMBo BHELLIHKX
YCTPOWCTB UCMOMb30BaThb CYLLECTBYIOLLYH MHIDPACTPYKTYPY ANst MOHUTOPYHIa U 3KOHOMUYHOTO aHanmaa Tpadmka
Jaxe B 6onbLumnx IP-ceTax.

BbicokonpousBoanTenbHble UHCTPYMEHTHI Nepeaadn Buaeo no 6ecnpoBOOHON CETU MO3BOMSAT MHTErpMpoBaTh
TexHonoruto Cisco VideoStream B Lensx onTMMM3aumnm 4oCTaBku NpunoxeHuii Buaeo no cetn WLAN.

IP-tenechoHna B ob6beguHeHHOM ceTn (mposBogHas nmoc HecnpoBogHasd) NoAAepXvBaeT YHUADULMPOBAHHbIE
KOMMYyHMKauuun, obecneunBas Gornee 3SMdEKTUBHYID COBMECTHYHO paboTy 3a cyeT obmeHa coobLeHusiMU,
KOHTPONSA [OCTYNHOCTM aboHeHTa M MOAAEPXKKM KOHdepeHumn, u nogaepxusaeT IP-tenedoHbl Cisco Unified
Communications ¢ ucnonb3oBaHneM 6ecnpoBOAHBIX CeTel B LUEensx NpefoCTaBleHUs 3KOHOMWYHBIX YCryr
nepenayv rofiocoBbIX AaHHbIX B PEXUME pearnbHOro BpeMeEHN.

BapuaHTbl pa3BepTbiBaHMS

Komnnekc 3gaHnn

Mpu pa3sepTbiBaHUN B paMKax KOMMNeKca 3gaHni ncnons3osaHme kommytaTtopa Cisco Catalyst 3850 B pexxume
MOOUNBHOMO areHTa 1 LeHTpanu3oBaHHOE UCMONb30BaHNe PyHKUMIA MOBubHOro koHTponnepa B WLC 5760,
WLC 5508 nnm WiSM2 nossonset 4OOUTLCS ONTUManbHOM MacuTabnpyemocTy u NpomM3BOSUTENBHOCTMY.
KommyTtaTop Cisco Catalyst 3850 obecneunBaeT TepmunHupoBaHne CAPWAP onsa Tovek goctyna, cobniogeHue
yHUBepCcarnbHON NONUTUKM AN 6eCnpoBOAHbIX KITMEHTOB, ONTUMAanbHYK NPOMNYCKHYH cnocobHOCTL 6ecnpoBoaHOw
CeTn, YyHMBEepCarbHYH KOHUIypaumio N MOHUTOPUHT OYHKLUA 06 beauHEHHON ceTu (MpoBogHas Mioc
BGecnpoBofHasi) ¢ ucnosnb3oBaHnemM nporpamMmmHoro obecnedeHus Cisco |0S. MobunbHbIM KOHTpOEP
obecneymBaeT LeHTpanu3oBaHHOe ynpasneHme MobunbHeiMu YHKLUSMU, ynpasneHve paguopecypcamu (RRM)
1 KoopamHauumo TexHonorum CleanAir.

O6GpaTHas COBMECTUMOCTb CO CTaHAapPTHLIM PEXUMOM pa3BepTbiBaHUs 6becnpoBoaHon cet Ha WLC 5508,
WiSM2 n WLC 5760 npegoctaBnsieT BO3MOXHOCTb MO3TANHOIo nepexoAa KMMeHTOB Ha CXeMy KOHBepru-
poBaHHOro goctyna Ha 6ase kommyTtaTtopa Cisco Catalyst 3850, 4uTo o6ecneunBaeT NOCTOAHHbIA KOHTPOSb
CyLLECTBYIOLLMX TOYEK AOCTyna. Takon nepexo Takke obecneyvnBaeT 3alUMTy MHBECTULMIA B CYLLECTBYIOLLYIO
MHppPacCTPYKTYpy KOHTponnepa 6ecnpoBoaHbix ceTen. MNMoatanHoe BHeApeHne HOBOro kommyTtaTtopa Cisco
Catalyst 3850 obecneurBaeT 6ecnpobnemMHbI Nepexos K CXxemMe KOHBEPrMpoBaHHOro AocTyna Kk 6ecnpoBofHom
cetu. Ha pucyHke 6 nokasaH kommyTtaTop Catalyst 3850 B cxeMe pa3BepTbiBaHUsi NO KAaMMNYCHOMY TUNy.

© Cisco n (unu) goyepHue komnanuu, 2013. [laHHbIA JOKYMEHT OTHOCUTCS K Ny6nnyHomn nHdgopmaumm Cisco. Ctp. 15 0of 28

CkavaHo ¢ cariTa uHTepHeT MaraauHa https://axiomplus.com.ua/



PucyHok 6. Mo6unbHel kKoHTponnep (MC) u MobunbHein areHT (MA)

®dunvan

Cepus 3850 onTumanbHa Ana pa3sepTbiBaHusA B oununanax npu ycroBuy UCMOMb30BaHMS B PpEXUME MOOBUIbHOTO
KOHTpornnepa. B atom pexume KOMMyTaTOp MOXET HE TONbKO TepMUHUpoBaTe TyHHenn CAPWAP oT Touek
pocTyna u obecneunsBaTb BO3MOXHOCTb MOAKMIOYEHNS KITMEHTOB, HO Takke yNpaBnaTe MOBUMNbHLIMW OYHKLMAMMN
B npefenax dunuana. Takum obpas3om ycTpaHseTcs Heo6X0ANMOCTb B UCNOMb30BaHNM B donnmanax nokaneHoOro
KOHTpOMfepa NOMMMO KOMMYTaTOPOB YPOBHS A4ocTyna. MofHbIN MOHUTOPWHT Tpaduka 06beanHeHHOM ceTu
(npoBogHas nntoc 6ecnpoBoaHas) o3HavaeT, 4To MappyTusatop cetn WAN MoxeT npuoputesmposaTb
COOTBETCTBYIOLLMIA Tpadhuk obbeanHEHHON ceTu (NpoBoaHas nntoc 6ecnpoBogHast) Ha BxoAde U Bbixode n3
cdunuana. Ha pucyHke 7 nokasaH kommMmyTaTop Catalyst 3850 B cxeme pa3BepTbiBaHUs Mo TUNy dunuana.
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PucyHok 7. PassepTbiBaHne kommyTtatopa Cisco Catalyst 3850 B connumane

TexHuyeckue xapaktepuctukm kommytatopoB Cisco Catalyst cepun 3850
MpousBoaUTENLHOCTL KOMMYyTaTOpa

B Tabnuue 7 npeactaBneHbl TEXHUYECKMe xapakTepuctmku kommyTtaTtopa Cisco Catalyst cepun 3850.

Ta6bnuua 7. TexHunyeckne xapakrtepuctukm kommytatopoB Cisco Catalyst 3850

Moka3aTenu npousBoAUTENLHOCTU ANA BCEX mopeneun KOMMYyTaTOpOB

KommyTaumoHHas eMKocTb 176 '6ut/c ons 48-nopToBbLIX MOAENeW
88 6uT/c ans 24-nopToBbLIX MoAenewn
MponyckHasi cnoCOGHOCTb NPU CTEKMPOBaHMMN 480 'but/c

O6uee konuyecteso MAC-agpecoB 32 000

O6wee konuyecTBo IPv4-maplipyTtoB (npoTokon ARP nnioc nonyyeHHble MapLupyTbi) 24 000
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Moka3aTenu npon3BoANTENBLHOCTM AN BCeX Moaenewn KOMMYTaTOpOB

3anucu FNF 48 000 notokoB Anst 48-NopToOBbIX Mogenemn
24 000 noTokoB Ansa 24-NopToBbIX MoAenen

DRAM 4T6
dnaw-namaTb 276
WpeHtndmkatopbl cetn VLAN 4000
OGLLee YMCNO KOMMYTUPYEMbIX BUPTyanbHbIX MHTepdeiicos (SVI) 1 000
KpynHbin kagp 9198 Gawt
OGLee YMCNO MapLLIPYTU3NPYEMbIX MOPTOB Ha cTek 3850 208

BecnpoBoaHble ceTn

Yucno Toyek AocTyna Ha KoOMMyTaTop/cTek 50

Yucno 6ecnpoBoAHbIX KNMIMEHTOB Ha KOMMYyTaTop/cTeK 2000

O6uee uncno ceten WLAN Ha kommyTaTop 64

MponyckHasa cnoco6HOCTL 6ecnpoBOAHON CeTU Ha KOMMYyTaTop [o 40 Iout/c ansa 48-nopToBbIX MoAenen

o 20 Iout/c ansa 24-nopToBblX MOAeNewn
Moanepxunsaemble cepun Touek goctyna Aironet 3600, 3500, 2600, 1600, 1260, 1140, 1040
CkopocTb Nepeaapecauum MmoAenei KOMMYTaTopoB (¢ 2 BocxoaAwMMM kaHanamm 10 Gigabit Ethernet ans 24-nopToBbIx Mogenew u 4
BocxoAsAwWwmMMmu kaHanamu 10 Gigabit Ethernet ans 48-nopToBbix)

Mogenb KommyTaumoHHas eMKocTb
3850-24T 65,47 Méut/c

3850-24P

3850-48T 130,95 M6urt/c

3850-48P

3850-48F

Pa3mepbl, BEC, aKyCTUYECKNE XapaKTEPUCTUKKN, cpeHee BpeMsi 6e30Tka3Hom paboThbl
N OManasoH oKkpyxatoLlen cpeapl

TexHunyeckne xapakrepuctukm kommyTtaTopos Cisco Catalyst cepum 3850

B Tabnuue 8 nokasaHbl pa3mepsbl, BEC, aKyCTUYECKME XapaKTEPUCTMKK, cpeaHee BpeMs 6e30TkasHom paboTbl
1 AvanasoH oKpyxatoLen cpefbl. Bec He Bkto4aeT KOMMOHEHTEI ANs 3aMeHbl Ha MecTe, OTHOCSLLMECS!

K BOCxoasilLemy kaHany. Bec BkrtovaeT kopnyc B c6ope npu NocTaBke (C BEHTUNSTOpaMu), OAUH UCTOYHMK
NUTaHUA U OOMH NYCTOM OTCEK AN UCTOYHMKA MUTaHWS.

Ta6nuua 8. Pa3mepbl, BeC, akyCcTUYECKME XapakTEPUCTUKK, cpeaHee Bpemsi 6e30Tka3HOM paboThl 1
AnanasoH okpyatoLLei cpedbl

WS-C3850-24T WS-C3850-24P WS-C3850- 1.75x17.5x17.7 4.45x44.5x45.0
48T WS-C3850-48P
WS-C3850-48F 1.75x17.5x19.2 4.45x44.5x48.8
S o
WS-C3850-24T 15,9 7.2
WS-C3850-24P 16,3 74
WS-C3850-48T 17,0 77
WS-C3850-48P 17,4 7,9
WS-C3850-48F 17,6 8,0
C3850-NM-4-1G 0,66 0,30
C3850-NM-2-10G 0,71 0,32
C3850-NM-4-10G 0,75 0,34
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CpenHee Bpemsi 6e30Tka3HON paboThbl (4ac.)

WS-C3850-24T
WS-C3850-24P
WS-C3850-48T
WS-C3850-48P
WS-C3850-48F
PWR-C1-350WAC
PWR-C1-715WAC
PWR-C1-1100WAC
PWR-C1-440WDC
C3850-NM-4-1G
C3850-NM-2-10G
C3850-NM-4-10G

303 230
269 450
303 660
241 050
241050
580 710
664 055
392 174
469 350
7052 100
4315970
3835330

[nana3oHbl OKpyxatoLlen cpeabl

C UCTOYHUKOM NUTaAHUA nepeMeHHOro Toka

Ycnosus JKcnnyaTtauuu, BbicoTa

C UCTOYHMKOM NUTaAHUA NOCTOSIHHOrO TOKa

YcnoBus JKcnnyaTauuu, BbicoTa

OTHOCUTENbHas BNaXHOCTb

AKYCTMYECKUW Wym

MN3mMepeH B COOTBETCTBUM CO CTaHAAPTOM
ISO 7779 v 3asBNeH no ctaHaapTy
MNo3uuus HabnopaTens, pabéoTatowero npu
TeMnepaType OoKpyxatowen cpeabl 25°C
YcnoBusa xpaHeHus

Bu6pauus

YnapHas WwokoBas Harpyska

HopmanbHble 3Ha4eHus paboyei TemnepaTypbl* U BbICOTbI:

ot -5°C po +45°C, go 5000 ¢ytoB (1500 m)

oT -5°C po +40°C, go 10000 chyTtos (3000 m)

* MuHMManbHasi TemnepaTypa OKpyxXatoLer cpeabl Npyu Ha4anbHom 3anycke - 32°F (0 °C).
KpaTKocpouHble* UCKIIOYEHWS:

ot -5°C po +50°C, go 5000 ¢yToB (1500 m)

oT -5°C po +45°C, go 10000 chyTos (3000 m)

oT -5°C po +45°C, Ha BbICOTE YPOBHS MOpSi, C OAHUM HepaboTaloLLMM BEHTUNATOPOM

* 3a oguH rog He Bonee: 96 yacoB noapsa unu B obLei cnoxHoctn 360 yacos unu 15 cnyyaes.

HopmarnbHble 3HaueHvsi paboyei TeMnepaTtypbl U BbICOTbI:

ot -5°C po +45°C, go 6000 cytoB (1800 m)

ot -5°C po +40°C, no 10000 dyTos (3000 m)

ot -5°C po +35°C, no 13000 dyTos (4000 m)

KpaTKocpouHble* UCKIMIOYEHWS:

ot -5°C po +55°C, no 6000 cyTos (1800 m)

ot -5°C po +50°C, no 10000 dyTo. (3000 m)

ot -5°C po +45°C, no 13000 dyToB (4000 m)

oT -5°C po +45°C, Ha BbICOTe YPOBHSI MOPSi, C OAHUM HepaboTatoLL MM BEHTUISTOPOM
* 3a oauH rop He 6onee: 96 Yacos noapsiA Mnu B obLueln cnoxHocTy 360 Yacos unu 15 cnyvaes.
OT1 10% £o 95% 6e3 koHaeHcaummn

C MCTOYHUKOM NUTaHUSI NEPEMEHHOTO UM NOCTOSIHHOTO ToKa

(c 24 3arpyxxeHHbIMK nopTamu PoE+):

LpA: ctaHpapTHo 43 ob, makc. 45 ab ctaHgapTHo 5,2 b, makc. 5,5 b

CTtaHgapTHO: YpOBEHb 3MUCCUM LIYyMa ANs CTaHAAPTHOW KoHdUrypauum

MaKkcuMyM: CTaTUCTUYECKWI MAKCUMYM C Y4ETOM BO3MOXHbIX OTIIUYMIA NPY NPOU3BOACTBE
Temnepatypa: oT -40°C go 70°C BeicoTa: 15 000 cyTos

Mpu pa6oTte: 0,41 Grms B AnanasoHe oT 3 o 500 4 co cnekTpanbHbIMK TOYKaMU NpepbIBaHNS
Ha 0,0005 G2/T'y npu 10 'y 1 200 'y 5 ab/4acToTHas rpaHnLa OKTaBbl MO KaXAOMY Kpato.

B Hepabouem cocTosiHuu: 1,12 Grms B AnanasoHe ot 3 Ao 500 Iy co cnekTparnbHbIMM ToYKaMu
npepbiBaHusa Ha 0,0065 G2/I'y npy 10 'y n 100 My 5 gb/4acToTHas rpaHuLa OKTaBbl MO KaXaoMy
Kpato.

Mpwu pa6ote: 30 G, 2 mc, nonycuHyc

B Hepabouem cocTosiHuu: 55 G, 10 mc, Tpaneuoua
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Pasbembl ons kommyTtaTopos Cisco Catalyst cepumn 3850
B Tabnuue 9 npeactaBneHbl pasbemsi.

Tabnuua 9. Pasbemsl

Pa3beMbl 1 kabenu 1000BASE-T pa3bembl RJ-45; kabenb ¢ 4eTbIpbMs HEIKpaHMpPOBaHHbIMK BUTbIMK napamu (UTP) kaTeropun 5E
. MopTbl 1000BASE-T Ha 6a3e SPF: pasbembl RJ-45; kabenb ¢ YeTbipbMsi HE3KpaHUPOBAHHLIMU BUTbIMU
napamu (UTP) kateropumn 5E
. TpaHcuBepbl 100BASE-FX, 1000BASE-SX, -LX/LH, -ZX, -BX10, DWDM 1 CWDM SFP: OnToBOSIOKOHHbIE
pa3bembl LC (0AHOMOAOBOE M MHOrOMOAOBOE BOMOKHO)
. TpaHcuBepbl 1T0GBASE-SR, LR, LRM, CX1 (v02 unu Bbiwe) SFP+: ONTOBONOKOHHbIE pasbeMbl
LC (oaHOMOAOBOE UMM MHOFOMOZOBOE BOSOKHO)
. MopTbl cTekmpoBaHus Cisco StackWise-480: meaHble kabenu Cisco StackWise
e  Cisco StackPower: 3anateHToBaHHble CUNoBbIE kKabenu AN CTeKUPOBaHUA
. Ethernet-nopt ynpaBneHnus: pasbembl RJ-45; kabenb ¢ YeTbipbMsi HE3KPaHUPOBaHHLIMU BUTBLIMU NapaMu
(UTP) kaTeropumn 5E
. KoHconbHbIi NopT ynpasneHus: kabenb RJ-45-DBY Ansi NoaknoYeHUst K KOMbloTepY
Pasbembl nUTaHuA e KnueHTbl MOryT obecneunTb nogadvy NUTaHWs Ha KOMMYTaTOP 3a CHET BHYTPEHHEN MOLLHOCTU UK
nocpencTBOM TexHomnornn StackPower nuTaHus oT Apyroro KOMMyTaTopa B CTeke PasbeMbl pacrnonoxeHs! Ha
3afHel naHenm KOMMyTaTopa.
e  Pa3beM BHYTPEHHEro UCTOYHMKA NUTaHWUS: BHYTPEHHWIA MCTOYHUK NUTaHWS NpeacTaBnseT coboi Moaynb ¢
aBTOMATUYECKUM MEPEKNIOYEHNEM Mana3oHa U3MEPEHNIA. BHYTPEHHWI MCTOYHUK MUTaHWS NOAAEPXVBaET
BXOAHOE HanpsixeHue B AnanasoHe ot 100 ao 240 B nep. Toka. [ina noaknoveHns pasbema nuraHus

nepemMeHHOro Toka K po3eTke nepeMeHHOro Toka UCcrnonb3yeTcs LWHYP NUTaHUA NnepemMeHHOro Toka.
Mopoepxka ynpaeneHus u ctaHgapToB ana kommytatopoB Cisco Catalyst cepum 3850

B tabnuue 10 npmBeaeHsbl yHKLUN ynpaBneHnsa 1 cBeeHns 0 NOAAEPXKKe CTaHAapToB Ans kommyTaTopos Cisco
Catalyst cepumn 3850.

Ta6nuua 10. PyHKUMK ynpaBneHns 1 cBeAeHns 0 NoagaepXke ctaHaapToB Ans kommyTatopoB Cisco Catalyst
cepun 3850,
oo remmesranmpamopena
YnpaBneHue BRIDGE-MIB CISCO-SNMP-TARGET-EXT-MIB
CISCO-AUTH-FRAMEWORK-MIB CISCO-STACKMAKER-MIB
CISCO-BGP4-MIB, BGP4-MIB CISCO-MEMORY-POOL-MIB
CISCO-BRIDGE-EXT-MIB CISCO-STP-EXTENSIONS-MIB
CISCO-BULK-FILE-MIB CISCO-SYSLOG-MIB
CISCO-CABLE-DIAG-MIB CISCO-TCP-MIB
CISCO-CALLHOME-MIB CISCO-UDLDP-MIB
CISCO-CEF-MIB CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
CISCO-CIRCUIT-INTERFACE-MIB CISCO-VLAN-MEMBERSHIP-MIB
CISCO-ENTITY-VENDORTYPE-OID-MIB CISCO-VTP-MIB
CISCO-CONTEXT-MAPPING-MIB EtherLike-MIB
CISCO-DEVICE-LOCATION-MIB HC-RMON-MIB
CISCO-DHCP-SNOOPING-MIB IEEE8021-PAE-MIB
CISCO-EIGRP-MIB IEEE8023-LAG-MIB
CISCO-EMBEDDED-EVENT-MGR-MIB IF-MIB
CISCO-ENTITY-FRU-CONTROL-MIB IGMP-MIB
CISCO-ENTITY-SENSOR-MIB IGMP-STD-MIB
ENTITY-MIB IP-FORWARD-MIB
CISCO-ERR-DISABLE-MIB IP-MIB
CISCO-CONFIG-COPY-MIB IPMROUTE-STD-MIB
CISCO-FLOW-MONITOR-MIB LLDP-EXT-MED-MIB
CISCO-FTP-CLIENT-MIB LLDP-MIB
CISCO-HSRP-EXT-MIB NOTIFICATION-LOG-MIB
CISCO-HSRP-MIB OLD-CISCO-MEMORY-MIB
CISCO-IETF-ISIS-MIB CISCO-CDP-MIB
© Cisco n (unu) goyepHue komnanuu, 2013. [laHHbIA JOKYMEHT OTHOCUTCS K Ny6nnyHomn nHdgopmaumm Cisco. Ctp. 20 of 28

CkavaHo ¢ cariTa uHTepHeT MaraauHa https://axiomplus.com.ua/



m UEGERE Xapaktepuctika

CtaHpapTbl

CISCO-IF-EXTENSION-MIB
CISCO-IGMP-FILTER-MIB
CISCO-CONFIG-MAN-MIB
CISCO-IP-CBR-METRICS-MIB
CISCO-IPMROUTE-MIB
CISCO-IP-STAT-MIB
CISCO-IP-URPF-MIB
CISCO-L2L3-INTERFACE-CONFIG-MIB
CISCO-LAG-MIB

POWER-ETHERNET-MIB
RMON2-MIB

RMON-MIB
SNMP-COMMUNITY-MIB
SNMP-FRAMEWORK-MIB
SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SNMP-PROXY-MIB
SNMP-TARGET-MIB

CISCO-LICENSE-MGMT-MIB SNMP-USM-MIB
CISCO-MAC-AUTH-BYPASS-MIB SNMPV2-MIB
CISCO-MAC-NOTIFICATION-MIB SNMP-VIEW-BASED-ACM-MIB
CISCO-MDI-METRICS-MIB TCP-MIB

CISCO-FLASH-MIB UDP-MIB

CISCO-OSPF-MIB
CISCO-OSPF-TRAP-MIB

CISCO-IMAGE-MIB
CISCO-STACKWISE-MIB

CISCO-PAE-MIB AIRESPMACE-WIRELESS-MIB
CISCO-PAGP-MIB CISCO-LWAPP-IDS-MIB
CISCO-PIM-MIB CISCO-LWAPP-AP-MIB

CISCO-PING-MIB
CISCO-PORT-QOS-MIB
CISCO-PORT-SECURITY-MIB
CISCO-PORT-STORM-CONTROL-MIB
CISCO-POWER-ETHERNET-EXT-MIB
CISCO-PRIVATE-VLAN-MIB
CISCO-PROCESS-MIB
CISCO-PRODUCTS-MIB
CISCO-RF-MIB
CISCO-RTP-METRICS-MIB
CISCO-RTTMON-MIB
CISCO-SMART-INSTALL-MIB

IEEE 802.1s
IEEE802.1W
IEEE 802.11
IEEE802.1X
IEEE802.1x-Rev
IEEE 802.3ad
IEEE 802.3af
IEEE 802.3at

IEEE 802.3x nonHbIi gynnekc Ha 10BASE-T, 100BASE-

TXun 1000BASE-T noptax

MpoTokon casA3ytoLLlero Aepesa

IEEE 802,1.1B

|IEEE 802.1p npuoputesaums CoS
IEEE802.1QVLAN

IEEE 802.3 Cneumndukaums 10BASE-T

CISCO-LWAPP-CCX-RM-MIB
CISCO-LWAPP-CLIENT-ROAMING-MIB
CISCO-LWAPP-DOT11-CCX-CLIENT-DIAG-MIB
CISCO-LWAPP-DOT11-CCX-CLIENT-MIB
CISCO-LWAPP-DOT11 -CLIENT-CCX-REPORTS-MIB
CISCO-LWAPP-DOT11 -CLIENT-MIB
CISCO-LWAPP-DOT11 -MIB
CISCO-LWAPP-DOWNLOAD-MIB
CISCO-LWAPP-LINKTEST-MIB
CISCO-LWAPP-MFP-MIB
CISCO-LWAPP-MOBILITY-EXT-MIB
CISCO-LWAPP-QOS-MIB
CISCO-LWAPP-REAP-MIB
CISCO-LWAPP-ROGUE-MIB
CISCO-LWAPP-RRM-MIB
CISCO-LWAPP-SI-MIB
CISCO-LWAPP-TSM-MIB
CISCO-LWAPP-WLAN-MIB
CISCO-LWAPP-WLAN-SECURITY-MIB
CraHpgapTtel RMON I n I

SNMPv1, SNMPv2c u SNMPv3

IEEE 802.3u, Cneundukaunsa 100BASE-TX
IEEE 802.3ab Cneumndukaumsa 1000BASE-T
IEEE 802.3z Cneuundukaumsa 1000BASE-X
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TexHuyeckne XapaKTepUCTUKAN OGMoKOB NUTaHUSA

B tabnuue 11 npegcraBneHbl xapakTepucTukm NutaHusa anst kommytatopos Cisco Catalyst cepum 3850 ¢ yuetom
MCMOMb3yeMOoro Tuna UCTOYHMKA NUTaHuS.

Tabnuua 11.

Xapaktepuctuku nutaHua ansa kommytatopos Cisco Catalyst cepum 3850

m EeXHIgieC g Xapakrepucrika

MakcumanbHo gonycTumas
MOLHOCTb MCTOYHUKA NUTaHUA
06wuin Bbixog BTE
(Mpumeyanue. 1000 BTE/y, 293
BT)

[nana3oH n YacToTa BXOAHOro
HanpskeHus

BxogHow Tok

BbixogHasi MOLWHOCTb
Bpems 3apepxku nosiBneHus
HanpskeHUs Ha Bbixoae
BxopgHble pa3bembl NUTaHUsA

HomuHan WHYypa nuTaHua
®dusmnyeckue XapakTepUCTUKn

PaGouas Temnepatypa
TemnepaTtypa XpaHeHus
OTHOCUTeNbHas BNaXHOCTb
B paboyem 1 Hepabouem
coCcTOsIHUM, 6e3 KoHAeHcauun
BbicoTa Hag ypoBHEM Mopsi
CpeaHee Bpemsi 6e30TKa3HON
paboTbl

CooTBeTCTBME CTaHAapTam
3NEeKTPOMarHMTHbIX NOMex u
3NEeKTPOMarHMTHOM
coyeTaeMocTu

CooTBeTCTBME HOpMam
6e3onacHocTn
CBeToAUOAHbIE MHANKATOPbI

PWR-C1-1100WAC
1110 Bt

PWR-C1-715WAC
715 Bt

PWR-C1-350WAC
350 Bt

PWR-C1-440WDC
440 BT
3793 BTE/, 1100 BT 2465 BTE/, 715 BT

1207 BTEM, 350 BT 1517 BTEM, 440 Bt

ot -36 B nocT. Toka
[0 -72 B nocT. Toka

115-240VAC, 50-60 'y, 100-240VAC, 50-60 'y 100-240VAC, 50-60 'y

12-5A 10-5A 4-2 A <8A@-72VDC <16A@-
36VDC

-56 B@19,64 A -56V@12.8A -56V@6.25A -56V@7.86A

MUH. 10 MC @ MUH. 16,7 MC @ MUH. 16,7 MC @ > 2 Mc@-48 B nocT. Toka

IEC320-C16 IEC320-C16 IEC320-C16 Konogka 3axumoB

(IEC60320-C16) (IEC60320-C16) (IEC60320-C16)

12A 12A 10 A 20A @ 100 B noct. Toka

(B x LW xT): 1,58 x 3,25 x (BxLWxr):158x3,25x (BxWxT):1,58x3,25x (BxLWxT):1,58x 3,25x

13,7 provima 12,2 prorima 12,2 provima 12,2 provima

Macca: 3 pyHTa Macca: 2,8 cpyHTa Macca: 2,6 pyHTa Macca: 2,6 pyHTa

(1,4 xr) (1,3 kr) (1,2 xr) (1,2 xr)

Ot 23 po 113°F (ot -5 go 45°C)
OT -40 po 158°F (ot -40 oo 70°C)
Ot 5 0o 90% 6e3 koHaeHcauum

10000 chyToB (3000 m), oo 45°C

PacueTHOoe 3HaueHve cpeaHero BpemeHn 6e30TkasHo paboTbl AomkHO npeBbiwaTb 300000 npu
ncnonb3oBaHuu Telcordia SR-332, Method 1, Case 3. leMoHCTprpyemoe cpefHee Bpemsi 6e30Tka3HON paboTbl
coctaensieT 500000 y. (c 90% rapaHTuen).

EMC FCC, yactb 15 (CFR 47), knacc A

ICES-003, knacc A

EN 55022, knacc A

CISPR22, knacc A

AS/NZS 3548, knacc A

BSMI, knacc A (Tonbko Ansi Moaeneu ¢ BXOAHbIM nepeMeHHbIM Tokom), VCCI, knacc A

EN 55024, EN300386, EN 50082-1, EN 61000-3-2, EN 61000-3-3

EN61000-4-2, EN61000-4-3, EN61000-4-4, EN61000-4-5, EN61000-4-6, EN 61000-6-1

UL 60950-1, CAN/CSA-C22.2 No. 60950-1, EN 60950-1, IEC 60950-1, CCC, CE Marking

«AC OK»: nogaya BXOOHOr0O MUTaHUSI HAa UCTOYHMK NUTaHUs nmeeT ctatyc «OK»
«PS OK»: BbIXOA NUTaHUSA C UCTOYHMKA NUTaHUA nmeeT ctatyc «OK»

OHepronoTpebneHne aBToHOMHbIX KoMMyTaTopoB Cisco Catalyst cepun 3850

B Tabnuue 12 nokasaHo sHepronoTpebrneHne aBTOHOMHbIX koMMyTaTopoB Cisco Catalyst cepum 3850 no
pesynbTaTaMm TeCTMpoBaHMsa ArbsiHCa MO MPOMBILLIIEHHBIM peLeHnsM B cdepe TenekommyHukaumn (ATIS),
NPOBEOEHHOrO C UCMOSb30BaHNEM pacnpeneneHHoro MOTOKOBOro Tpaduka npy BXogHOM HanpshkeHun 115 B nep.
Toka npu 60 'y n 6e3 Harpy3ku PoE. [laHHbIe 3HAaYeHMs ABMAIOTCA MakCMMarbHO AONYCTUMBIMU 3HAYEHUSIMU
3HepronoTpebneHns B yCroOBUSX COOTBETCTBYHOLLMX TECTOBbIX CLiEHAPVEB.
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Tabnuua 12. OHepronoTtpebnenue (BT) aBToHOMHBIX kKoOMMyTaTopoB Cisco Catalyst cepumn 3850

KaHana
3Ha4YeHue
WS-C3850-24T C3850-NM-4-1G 83,47 82,86 83,76 83,04
WS-C3850-24P 86,81 86,22 87,11 86,40
WS-C3850-48T 117,74 116,62 117,59 116,89
WS-C3850-48P 125,35 124,15 125,15 124,43
WS-C3850-48F 130,10 128,91 129,85 129,18
WS-C3850-24T C3850-NM-2-10G 81,97 81,83 84,97 82,16
WS-C3850-24P 85,22 85,04 88,32 85,39
WS-C3850-48T 117,56 116,74 120,40 117,23
WS-C3850-48P 123,78 122,90 126,75 123,42
WS-C3850-48F 129,89 129,06 132,36 129,18
WS-C3850-48T C3850-NM-4-10G 120,56 120,28 127,24 121,02
WS-C3850-48P 129,59 129,64 135,96 130,27
WS-C3850-48F 137,57 137,06 143.77 137,81

besonacHoOCTb 1 COOTBETCTBUE HOpMaTMBam

B Tabnuue 13 npencraeneHbl AaHHbIE O CTaHA4apTax 6e30nacHOCT 1 COOTBETCTBUM HOpMaTMBaM AN
kommyTaTopoB Cisco Catalyst cepum 3850.

Ta6nuua 13. JaHHble o cTaHgapTax 6e30nacHOCT! U COOTBETCTBMU HOPMaTUBaM Ansi KOMMYTaTOpPOB
Cisco Catalyst cepun 3850

CepTtudukatbl 6e3onacHoctu UL 60950-1, pen. 2.
CAN/CSA-C22.2 No. 60950-1, pepa. 2
EN 60950-1 pegn. 2
IEC 60950-1 pen. 2

GOST

NOM (nonyyaeTcs napTHepamu 1 AUCTpubboTOpamm)
CepTudmkaums no 47CFR, vacTb 15 (CFR 47), knacc A (FCC, vacTb 15, knacc A) AS/NZS CISPR22, knacc A
3MeKTPOMarHuTHOMy AS/NZS CISPR22 knacc A
U3nyyYyeHno CISPR22, knacc A

EN55022, knacc A
ICES003, knacc A
VCCI, knacc A
EN61000-3-2
EN61000-3-3

KN22, knacc A, KCC
KCC

CNS13438, knacc A, EN55024
EN55024

CISPR24

KN24

CooTBeTCcTBME 3KONornyeckum [pasBuna orpaHnyeHns cogepxaHus BpegHbix Bewects (ROHS) 5

HOopMam
XapakTepucTuku lwyma Xapakrepuctuku npogykuum ans odwmcos: 48 abA npu 30°C (cm. ctaHaapT ISO 7779)
Telco Kon CLEI
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PacluvpeHHas orpaHuyeHHasi rapaHtusi Cisco Ha BeCb Cpok Cry6bl 060pyaoBaHus

KommyTtaTopsl Cisco Catalyst cepun 3850 noctaBnsaoTCa Ha YCNoBUSX paclUMpeHHOW OrpaHUYEeHHON
noxwmsaHeHHomn rapaHTum (E-LLW), B pamkax KoTopon nogpasymeBaeTcs N0 BO3MOXHOCTU 3aMeHa Ha crneayoLwmnn
pabounn geHb (NBD) 1 90-gHeBHbIN focTyn K cnyx6e nogaepxku ueHtpa Cisco TAC B pexume 8 yacos

5 pabouunx gHel B Hegento.

OdmumanbHoe 3asBNeHNe O rapaHTUK, BKIIOYAs rapaHTUIo, KOTopasi pacnpoCcTpaHsieTcs Ha NporpaMmMHoe
obecneyvenne Cisco, BknoveHo B MHopMaLuunoHHbIn nakeT Cisco, conposoxaatowwmn npogykt Cisco. MNpocum Bac
BHMMAaTENbHO 03HAaKOMUTBLCS C 3aABIIEHMEM O rapaHTUW, NPeAOCTaBEHHbIM NS KOHKPETHOrO NpoayKTa, nepes
TEM KakK UCMomnb30BaTb 3TOT NPOAYKT.

Komnanus Cisco octaBnsieT 3a cobom npaBo BO3MECTUTb CTOMMOCTb MOKYMKK B Ka4yeCTBe WCKITIOYUTENBHOM MepbI
BO3MeLlEeHNA.

Ta6nuua 14. CBefeHusi 0 paclUMpeHHON OrpaHNYeHHON NOXM3HEHHON rapaHTum

_ PacwupeHHas orpaHu4yeHHas NoXuM3HeHHasa rapaHTua Cisco

YcTpoWcTBa, Ha KoTopble PacnpocTtpaHsieTcs Ha kommyTtaTtopsl Cisco Catalyst cepun 3850 .

pacnpocTpaHAeTcs rapaHTus

Cpok AencTBUA rapaHTUmn Becb cpok, Ha MPOTSHXKEHWUM KOTOPOTrO KIIMEHT BriadeeT NpoayKTOM.
MonuTtuka B OTHOLWEHUHU B cnyyae, ecnu nNpoaykT CHAT C NPOM3BOACTBA, rapaHTuiiHble 0bsi3aTenbcTBa Cisco B OTHOLLIEHUM TaKoro
OKOHYaHUA XU3HEHHOro LuKkna npoAyKTa orpaHN4MBalOTCSt CPOKOM B 5 16T C MOMEHTa 06 bABMNEHWSI O CHATUM Takoro npodykTa

C NPOM3BOACTBA.

3ameHa o6opyaoBaHus Cisco unu cepBuCHbIii LeHTp Cisco 06513yeTcst NPUNOXUTL BCE KOMMEPYECKM 060CHOBaHHbIE yCUnus Ans
oTnpaBku ToBapa B paMkax NporpamMMbl 3amMmeHbl Ha cneaytoLmii pabouwnii aeHb (NBD), ecnv Takast 3ameHa
0OCTyrnHa. B vHbIX cnyyasix oTnpaBka ToBapa Ha 3aMeHy ocyLecTBnsieTcs B TedeHne 10 paboumx aHeit ¢
MOMeHTa nony4yeHus 3anpoca RMA. ®aktuyeckoe BpeMs OCTaBKM MOXET BapbMpoBaTbCs B 3aBUCMMOCTH
OT MECTOHAXOXAEHWSI KITMeHTa.

[aTta BCTynneHus B cuny [apaHTus Ha obopyAoBaHNe Ha4YMHaeT AeNCcTBOBaTb CO AHSA OTNPaBKM 060PYAOBaHUS KIIUEHTY
(v, B cnyyae nepenpopaxu pecennepom Cisco, He 6onee 90 aHel ¢ MOMeHTa NepBoHaYanbHOW OTNpPaBKX
komnaHuei Cisco).

Noppepxka TAC Komnanwus Cisco npepocTtaBnsieT 6a3oBble YCryryt Mo HAaCTPOWKe, AMArHOCTVKE U yCTPaHEHUN Henonaaok B
OTHOLLEHWUWN YCTPOMCTBA. Takue ycrnyru npeAocTaBnsoTCca NSTb AHEN B HEAEN0, BOCEMb HacoB B [eHb,
B paboune aHu, B nepuog cpokom o 90 AHel co AHA oTnpaBku npuobpeTeHHoro npogykTa Cisco Catalyst
3850. Takas nopaepxka He noapas3ymeBaeT peLLeHnst Unu NoAaepP> KK MO BONPOCaM CETH, BbIXOASALLMM 3a
paMKu ykasaHHOro KOHKPETHOro YCTPOMCTBa.

LocTtyn k Be6-canTy Cisco.com B pamkax rapaHTuv npegocTaBnsieTcsl FocTeBoW AOCTyN Tonbko k Be6-canty Cisco.com.

JInueHsnn gna kommytaTopoB Cisco Catalyst cepun 3850

Ona Bcex kommyTtaTtopos Cisco Catalyst cepum 3850 goctynHo Tpu Habopa NUuUEeH3uiA:
* LAN Base: ®yHKUMM KOMMYTaLUM KOPNOPaATUBHONO YPOBHS A0CTyna 2
* |P Base: ®yHKUMM KOMMYyTaLMM KOPNOPaTUBHOrO YpOBHSA AocTyna 3

* |P Services: PacwupeHHble dyHKunmn kommyTtaumu (IPv4 n IPv6) kopnopaTuBHOro ypoBHs AocTyna 3

B pamkax Habopa dyHkumin LAN Base npeoctaBnsioTCs paclUMpeHHbIe MHTENNeKTyarnbHble YCnyri, KoTopble
BKITHOYAIOT KOMNIEKCHble yHKUMM ypoBHS 2 (0o 255 cetert VLAN). B pamkax Habopa dyHkumi IP Base
NpeAoCTaBNSATCS YCMyru Ha4anbHOro KOPNopaTUBHOIO YPOBHSA MOMMMO BCEX OCTarbHbIX (PYHKLMI B paMkax
nuueHsun LAN Base (1000 ceten VLAN). JluueHsusa IP Base Takke BkntoyaeT nogaepkky yHKLMI KOHTponnepa
BGecnpoBofHOM ceTh (POnM MOBUINBHOIO areHTa U MOBUITBHOIO KOHTPONNEpPa; AN PONM MOBUNBHOTO KOHTpoINepa
TpebyeTCcsa NMLEH3NS Ha AOMNONMHUTENBHYIO TOYKY AOCTYNa), MapLUpyTU3NpyeMbIi AOCTYM, MHTENNeKTyanbHble
Bo3moxHocTn, FNF un T. A. B pamkax Habopa dyHkuui IP Services npegoctaBnsieTcs nNonHbin Habop
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KoprnopaTuBHbIX YCIYr, BKINoYas paclumpeHHble yHKummn yposHsa 3 (MappyTusaumsa EIGRP, OSPF, BGP, PIM
n IPv6, OSPFv3 n EIGRPV6). Bce Habopbl nporpaMMHbIX (OYHKLMI NOAOEPXKUBAIOT PaclUMpeHHbIe PyHKLMK
6e3onacHoCTK 1 kavecTBO 0bcnyxusaHusa Ha 6ase MQC.

Ons kommyTtaTopos Cisco Catalyst cepum 3850 ¢ Habopom dyHkuuii LAN Base foCTymHO cTekMpoBaHue TOMbKO C
apyrumu kommyTtaTopamm Cisco Catalyst 3850. To ke camoe BEpHO M B OTHOLLEHWU NuLeH3un IP Base u IP
Services. KombrnHupoBaHue cteka kommytatopa LAN Base ¢ Habopom dyHkuuin IP Base unu IP Services He
NoAAepKMBaeTcs.

Mpo3payHblie 06HoBNEHNA Habopa dyHKUMIA NporpaMMHOro obecneyeHusi B kommytatopax Cisco Catalyst 3850
Series [OCTYNHbI KMMEHTaM NOCPeACTBOM UHTEpdeica KOMaHAHOW CTPOKN nporpaMmmHoro obecneyeHuns Cisco
IOS ¢ nomoLubio npouecca 06HOBNEHUS NporpaMMHoro obecneyeHns Ha 6a3e NMULUEH3MM Ha NPaBo NOMb30BaHKS.
Habopbl dyHkuuin nporpammHoro obecneyeHmns Cisco |OS BkntoyaloTca NOCPEACTBOM aKTUBaLLMK NMPOrpamMmmMHOro
obecneyeHuns. B 3aBucumocTun oT Tvna nuueH3un nporpammHoe obecnevenne Cisco 10S aktuBmpyet
COOTBETCTBYHOLWMIA HAGoP YHKUMIA. YTOOLI aKTMBMpPOBaTL APYrovt Habop PYHKLMIN, MOXHO M3MEHUTb UK
06HOBUTbL TUMbI NULEH3UIA.

JNlnueH3ua Ha Toukn goctyna gnsa kommyTtaTtopoB Cisco Catalyst 3850

Ons pabotel Cisco Catalyst 3850 B pexxume Mo6unbHOro KoHTponnepa TpebyeTcsa NULUEH3NA Ha TOYKY JOCTyna.
Ons pabotbl 3850 B pexxunme MOOGUMBLHOIO areHTa NUMUEH3Ns Ha TOYKY AoCTyna He TpebyeTtcsa. 3Ta dyHKUUs
BKIto4eHa B Habop dyHkumii IP Base. B kayecTBe MOGMNBHOrO KOHTpoOrnepa Takke MOryT BelCTynaTb U apyrue
yCTpOWCTBa: Hanpumep, koHTpornnepbl 6ecnposoaHon cetn WLC 5760, WLC 5508 1 WiSM2. JNInueH3nmn Ha ToYKy
JocTyna MoryT nepefaBaTtbCs TONMbKO MeXAy AByMs kommyTaTtopamu 3850 unu mexagy koHTponnepom 3850

1 5760 1 HaobopoT.

lMonuTuka B OTHOLLEHUN NporpamMmMHOro obecnevyeHus onsa kommytatopor Cisco Catalyst
cepum 3850

Knuentam, ucnone3ayrowmum Habopbl nporpammHbix dyHkumi Cisco Catalyst LAN Base v IP Base, npegoctas-
nsieTcs NpaBo Ha NomyYyeHne NakeToB OBHOBIIEHUI U Ha UCNpaBneHue oLWnBOokK B Liensix obecneyeHus
COOTBETCTBUSI NPOrpaMMHOro obecneyeHnsi 3asBNEHHbIM XapaKkTepuUcTMKkaM, MpUMeYaHusaM K Bepcum

1 OTpacrneBbIM CTaHAApTaM Ha NPOTSXEHWUM BCEro CPOKa BrafeHUs UMNu UCTONb30BaHUS NPOAYKTa KOHEYHBIM
noTpebuTenem Unu Ha Cpok A0 OJHOTO rofa C MOMEHTa U3bATUS JaHHOTO NPOAYKTa U3 NPOAaXW B 3aBUCUMOCTH
OT TOro0, YTO NpoM3oAET paHblue. KnueHTam, ucnonb3yowmnmM obpassl nporpamMmmMHoro obecneveHus

B COOTBETCTBUM C NuLeH3uel IP Services, ans 3arpy3ku obHoBReHuUi A TpebyeTcs KOHTPaKT Ha MOAAEPKKY YCnyr
(Hanpumep, ycnyra Cisco SMARTnet®). Takasi nonuTrka OTMEHSIET 1 3aMeHSET cobon Bce npeabiayLime
3asIBIeHUs1 OTHOCUTESIbHO rapaHTUM UNu NporpaMMHoOro obecneyeHns u MoXeT BbiTb M3MeHeHa 6e3
npeaBapuUTENbHOTO YBEAOMITEHUS.

Ycnyru Cisco 1 naptHepoB Cisco, cBA3aHHbIe C (OUKCUMPOBaAHHLIMU KOMMYyTaTOpamMm
Cisco Catalyst cnegytoliero nokoneHus

MopknoyeHne NHHOBaLMOHHOTO, 6€30MacHOr0 N MHTEMMEKTYarnbHOro rpaHMYHOro MapLupyTusaTopa B apxu-
TekType «CeTn 6€3 rpaHuL» OCYLLECTBMSETCS C MOMOLLLIO NEPCOHaNU3MpoBaHHbIX ycryr komnaHum Cisco

1 ee napTHepoB. B xode npouecca aHanusa, KOTOPbIN HAa4YMHaAEeTCs C NOHNMMaHus busHec-3agad knuenTa, Cisco
obecneynBaeT BO3MOXHOCTb nHTEerpauun CbI/IKCI/IpOBaHHbIX KOMMYTaTOpPOB cneayrLlero nokoneHna

Cisco Catalyst B apxuTekTypy KIIMEHTa U NOCNeAYLWEro BHEAPEHUSA CETEBbIX YCNyT Ha 3Ty nnaTtgopmy.
ObmeH nepenoBbIM OMNbITOM U 3HAHUAMU MNO3BONAET Cisco noagepXXnBatb CBOUX KIMMEHTOB Ha KaXAoM aTane
pa3BepTbiBaHUA, BHEOPEHNA N MaCLUTa6I/IpOBaHI/IF| HOBBbIX TeXHOJ'IOFI/II7I, a TakKkkKe ynpaBrieHna M. 3akasunkam
npeanaraeTcs rmbkuii BbIOOP M3 LUMPOKOrO CNeKTpa ycryr nogaepXkku, pa3paboTaHHbIX B COOTBETCTBUM

C I'IOTpGGHOCTﬂMI/I OnsHeca n nomoramwwmnx nogaepxmeatb BbICOKYIO NpoOn3BOANUTENTIBHOCTb CETU U
KOHTPONUPOBAaTh 3KCMMyaTauMOHHbIe 3aTpaThl. (M. Tabnuuy 15).
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Ta6bnuua 15. TexHu4eckue ycrnyru, 4OCTynHble ansa kommyTtaTtopoB Cisco Catalyst 3850

TexHuueckue ycnyru

Ycnyra Cisco SMARTnet

e  KpyrnocytouHbin goctyn k ueHTpy Cisco TAC us no6oro mecta

e  HeorpaHuyeHHbI 4OCTyN K 06LWNpHON 6a3e 3HaHWM u MHCTpyMeHTam Cisco.com

e [locTynHa paclumpeHHas nporpamMma 3ameHbl 060pyaoBaHUst Ha cneytoLmin pabounii AeHb, B pexume 8x5x4, 24x7x4 n 24x7x2, a Takke
3aMeHa feTareii U ycTaHoBKa Ha MecTe

e [locTosiHHbIE OOHOBMEHWS MPOrPAMMHOr0 06ecneyeHns onepaLoHHON CUCTEMBI B pamMKax NMLEH3NPOBAHHOMO HaGopa yHKLMI

e [lpodhmnakTmyeckas AMarHoCTUKa U OMOBELLEHUS B PEXUME peanbHOro BpeMEHN Ha ycTpoicTeax, nogaepxusatowmux Smart Call Home

Ycnyra Cisco Smart Foundation

e  PacwwupeHHasi nporpaMma 3aMmeHbl 060pyfoBaHUs Ha crneayowmii paboymin AeHb (NpY HanuuMm BO3MOXHOCTU)

e  [Jloctyn k ueHTpy CMB TAC B pabouee BpeMsi (ypOBHM AOCTyna BapbUpylOTCS B 3aBUCUMOCTM OT permoHa)

. MonHbIn gocTyn Kk 6ase AaHHbIX

e [locTyn K MHTEpaKTUBHLIM TEXHUYECKMM pecypcam Ha noptane Smart Foundation

e  VicnpaBneHue oWNBOK 1 CNPaBNEHNS NPUMOXEHWI ANA NPOrpaMMHOro obecrneyeHnst onepaLMoHHON CUCTEMbI

Ycnyra Cisco SP Base

e  KpyrnocyTtouHblii goctyn k LeHTpy Cisco TAC us nio6oro mecta

e  [locTyn 3aperncTpmpoBaHHbIX Nonb3oBaTenen Ha cant

e [locTynHa paclumpeHHas nporpamMmMa 3ameHbl 060py0BaHus Ha criedytowmii pabounin AeHb, B pexume 8x5x4, 24x7x4 n 24x7x2, a Takke
BO3BpAT K 3aBO/ICKOI KoMnnekTaLum’

e  TOCTOSIHHbIE OBHOBNEHMS NPOTPAMMHOTO 0GECNeUeHs ONepPaLNOHHOM CUCTEMBI'

Ycnyrn ¢hoKyCHOW TeXHMYECKON noanepKKu

. [loCTynHO TpW YPOBHSI NEPCOHANM3MPOBAHHbIX YCIyr NpemMuym-knacca:
o Cisco High-Touch Operations Management Service
o Cisco High-Touch Technical Support Service
o Cisco High-Touch Engineering Service

. TpebyeTca Hannune AeiicTByoWMX koHTpakToB Cisco SMARTNet unu SP Base Ha Bce ceTeBoe obopynoBaHue

MpumeyvaHus.

! OBHoBREHUS onepaumoHHon cuctembl Cisco BKMIOYaoT criedytowmne MaTepuansl: OTnagoYvHble Bepcuu,
06HoBNeHUs n pacwmpeHus MO B pamkax NULEH3MPOBaAHHOIO Habopa dyHKLMIA.

2 PacwmpeHHas nporpaMmmMa 3ameHbl 000pyA0BaHUS OCTYMHA B pa3NnyHbIX BapMaHTax COMETaAHWUIN YPOBHS
obcnyxuaHusa. Hanpumep, o6o3HaveHne 8x5xNBD ykasbiBaeT Ha TO, YTO OTMpaBKa OCYLLECTBNSAETCS B Te4YeHne
cTaHgapTHoro 8-4yacoBoro paboyero AHa 5 oHel B Heaento (CTaHAApTHO NpUHATLIE paboyne aHU B
COOTBETCTBYIOLLEM PETMOHE) C OCTABKON Ha cnegyowmii pabounin AeHb. Ecnn 3ameHa Ha cnegyowmii paboymin
OeHb HEBO3MOXHA, OTNPaBKa OCYLLECTBNSAETCH B TOT e AeHb. CyLlecTBYOT OrpaHUYeHust; Ans nonyyeHus
OOMNONHUTENBHBLIX CBEAEHUI CM. ONUCaHNS COOTBETCTBYIOLLUX YCIYT.

MHdopmauus ana ogopmrieHna 3akasa

B Tabnuue 16 cogepxutca nHgopmaumst Ans 3akasa kommytaTtopa Cisco Catalyst cepun 3850. [ina odopmneHus
3aka3a nepengute Ha Beb-canTe 3akasoB Cisco no agpecy:

Ta6nuua 16. MHdopmaumsa ansa 3akasa kommytatopa Cisco Catalyst cepum 3850
Cisco Catalyst 3850 Series
WS-C3850-24T-L Crekupyemble noptel 24 10/100/1000 Ethernet PoE+, ¢ ucrouHunkom nutanusi 350 BT nep. Toka
1 RU, Habop dyHkumii LAN Base (kabenu StackPower npnobpeTatoTcs oTAenbHO)
WS-C3850-48T-L Crekupyemble noptbl 48 10/100/1000 Ethernet PoE+, ¢ uctounmkom nutanus 350 BT nep. Toka
1 RU, Habop dyHkumin LAN Base (kabenu StackPower npuobpeTatotcs oTaensHo)
WS-C3850-24P-L Crekupyemble noptel 24 10/100/1000 Ethernet PoE+, ¢ uctoyHnkom nutanus 715 BT nep. Toka
1 RU, Habop dyHkumii LAN Base (kabenu StackPower npnobpeTatoTcs oTAenbHO)
WS-C3850-48P-L Crekupyemble noptbl 48 10/100/1000 Ethernet PoE+, ¢ uctrouHvkom nutanus 715 BT nep. Toka
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1 RU, Habop dyHkumin LAN Base (kabenu StackPower npuobpeTtatotcs otaensHo)

WS-C3850-48F-L Crekupyemble noptel 48 10/100/1000 Ethernet PoE+, ¢ uctoynnkom nutanus 1100 BT nep. Toka
1 RU, Habop dyHkumii LAN Base (kabenu StackPower npnobpeTatoTcs oTAEMNbHO)

WS-C3850-24T-S Crekupyemble noptel 24 10/100/1000 Ethernet PoE+, ¢ uctouyHnkom nutanus 350 BT nep. Toka
1 RU, Habop dyHKkumn IP Base

WS-C3850-48T-S Creknpyemble noptel 48 10/100/1000 Ethernet PoE+, ¢ nctouHnkom nutanus 350 BT nep. Toka
1 RU, Habop cyHkuuii IP Base

WS-C3850-24P-S Crekupyemble noptel 24 10/100/1000 Ethernet PoE+, ¢ uctouyHnkom nutanus 715 BT nep. Toka
1 RU, Habop dyHKkumn IP Base

WS-C3850-48P-S Crekupyemble noptel 48 10/100/1000 Ethernet PoE+, ¢ uctoyHnkom nutanus 715 BT nep. Toka
1 RU, Habop cyHkuuii IP Base

WS-C3850-48F-S Crekupyemble noptbl 48 10/100/1000 Ethernet PoE+, ¢ uctouyHnkom nutanus 1100 BT nep. Toka
1 RU, Habop dyHKkumn IP Base

WS-C3850-24T-E Crekupyemble noptel 24 10/100/1000 Ethernet PoE+, ¢ uctouynnkom nutanus 350 BT nep. Toka
1 RU, Habop dyHkuuii IP Services

WS-C3850-48T-E Crekupyemble noptel 48 10/100/1000 Ethernet PoE+, ¢ uctouyHnkom nutanus 350 BT nep. Toka
1 RU, Habop dyHkuuii IP Services

WS-C3850-24P-E Crekupyemble noptel 24 10/100/1000 Ethernet PoE+, ¢ uctoyHnkom nutanus 715 BT nep. Toka
1 RU, Habop dyHkuuii IP Services

WS-C3850-48P-E Crekupyemble noptbl 48 10/100/1000 Ethernet PoE+, ¢ uctouHmkom nutanus 715 BT nep. Toka
1 RU, Habop dyHkuuii IP Services

WS-C3850-48F-E Crekupyemble noptel 48 10/100/1000 Ethernet PoE+, ¢ uctoyHnkom nutanus 1100 BT nep. Toka

1 RU, Habop dyHkuuii IP Services
KomnnekTbl Cisco Catalyst 3850

WS-C3850-24PW-S Cisco Catalyst 3850, 24-nopTtoBbiii (PoE), IP Base, ¢ nuueHauner Ha 5 Touek goctyna
WS-C3850-48PW-S Cisco Catalyst 3850, 48-noptoBbiii (PoE), IP Base, ¢ nuueHsuen Ha 5 Touek goctyna
CeTeBble MoAynu ANA KoMMmyTaTopoB cepumn Catalyst 3850 Series

C3850-NM-4-1G= 3anacHown ceTeBol moaynb ¢ 4 noptamu Gigabit Ethernet

C3850-NM-2-10G= 3anacHown ceTeBon moaynb ¢ 4 noptamu Gigabit Ethernet/2 noptamu 10 Gigabit Ethernet
C3850-NM-BLANK= 3anacHon ceTeBown Moayrb (MYCTOW)

C3850-NM-4-10G= 3anacHoli ceTeBoi Moaynb ¢ 4 noptamu Gigabit Ethernet/4 noptamu 10 Gigabit Ethernet
JnueH3nm Ha nporpamMmmHoe obecneyeHne

C3850-24-L-S KommyTatop Cisco Catalyst 3850, 24-nopToBbiil, GymaxHas nuueHsusi LAN Base - IP Base
C3850-48-L-S KommyTaTop Cisco Catalyst 3850, 48-nopToBbiil, 6ymaxHasi nuueHaus LAN Base - IP Base
C3850-24-L-E KommyTaTop Cisco Catalyst 3850, 24-nopToBbii, 6ymaxHasi nuueHaus LAN Base - IP Services
C3850-48-L-E KommyTaTop Cisco Catalyst 3850, 48-nopToBbiil, 6ymaxHasi nuueHaust LAN Base - IP Services
C3850-24-S-E KommyTatop Cisco Catalyst 3850, 24-nopToBbii, GymaxHas nuueHsus IP Base - IP Services
C3850-48-S-E KommyTaTop Cisco Catalyst 3850, 48-nopToBbii, GymaxHas nuueHsus IP Base - IP Services
L-C3850-24-L-S Cisco Catalyst 3850, 24-nopToBbIiA, anekTpoHHas nuueHans LAN Base - IP Base
L-C3850-48-L-S Cisco Catalyst 3850, 48-nopToBblIi, anektpoHHas nuueHans LAN Base - IP Base
L-C3850-24-L-E Cisco Catalyst 3850, 24-nopToBbIii, anektpoHHas nuueH3ns LAN Base - IP Services
L-C3850-48-L-E Cisco Catalyst 3850, 48-nopToBbIii, anektpoHHas nuueH3ns LAN Base - IP Services
L-C3850-24-S-E Cisco Catalyst 3850, 24-nopToBblIi, anekTpoHHas nuueHaus IP Base - IP Services
L-C3850-48-S-E Cisco Catalyst 3850, 48-nopToBblIi, anekTpoHHas nuueHaus IP Base - IP Services

JInueH3nm Ha Toukmn goctyna
L-LIC-CT3850-UPG JIueHsunst Ha ocHoBHoe 0BHOBMEHWE ANs KoHTpornnepa 6ecnposoaHoii ceTu Cisco 3850 (npepnocTaBnsieTcs B
ANEKTPOHHOM BUAE)

L-LIC-CTIOS-1A Jwuensunst Ha go6aBneHne 1 4ONONHUTENBHOWM TOYKM AOCTYNa ANs KOHTponnepa 6ecnpoBoaHol ceTn Ha 6ase
nporpammHoro obecneyvenus Cisco |I0S (npegocTaBnsieTcs B aNeKTPOHHOM BUAE)

LIC-CT3850-UPG JInueHsmns Ha ocHoBHOe 06HOBNEHWe Ans koHTponnepa 6ecnpoBoaHon cetn Cisco 3850 (6ymaxHas)

LIC-CTIOS-1A JlnueHsuns Ha pobasneHne 1 4ONOMHUTENBHOW TOYKM JOCTYNa ANst KOHTponnepa 6ecnpoBofHoON ceTn Ha 6ase

nporpammHoro obecneyenus Cisco I0S (6ymaxHas nuueH3ns)
WUCTOYHNKM NUTaHMA U BeHTUNATOP ANsA komMyTaTopoB Cisco Catalyst 3850 Series

PWR-C1-350WAC= 3anacHo ucTouHuk nutadus 350 BT nep. Toka
PWR-C1-715WAC= 3anacHon UCToYHWK NuTaHus 715 BT nep. Toka
PWR-C1-1100WAC= 3anacHon uctoyHuk nutanms 1100 BT nep. Toka
PWR-C1-440WDC= 3anacHoi UCToYHMK NuTaHnsa 440 BT nocT. Toka
PWR-C1-BLANK= 3anacHoii UCTOYHUK NUTaHWS (MyCTOM)
C3850-FAN-T1= 3anacHol Mmoaynb BEHTUNSATOpa
Ka6enu StackWise-480 n StackPower ans kommyTtaTtopoB Cisco Catalyst 3850 Series
STACK-T1-50CM= 3anacHon kabenb ans cteknpoBaHns Cisco StackWise-480, 50 cm
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STACK-T1-1M= 3anacHon kabenb ans cteknpoBaHus Cisco StackWise-480, 1 m

STACK-T1-3M= 3anacHon kabenb ans cteknpoBaHus Cisco StackWise-480, 3 m

CAB-SPWR-30CM= BanacHoii kabenb Cisco Catalyst 3850 StackPower, 30 cm

CAB-SPWR-150CM= BanacHoii kabenb Cisco Catalyst 3850 StackPower, 150 cm

Pe3epBHble WHYpbI NUTaHUA ANsa komMmyTtaTtopoB Cisco Catalyst 3850 Series

CAB-TA-NA= LHyp nuTaHus nepemeHHoro Toka ansa Cisco Catalyst 3850 (Ces. Amepuka)
CAB-TA-AP= LLIHyp nuTaHns nepemeHHoro Toka Ans kommyTtaTtopos Cisco Catalyst 3850 (ABcTpanusi)
CAB-TA-AR= LLIHyp nuTaHus nepemeHHoro Toka Ans kommyTtaTtopoB Cisco Catalyst 3850 (ApreHTuHa)
CAB-TA-SW= LLIHyp nuTaHMs nepemeHHoro Toka Ans kommyTaTtopoB Cisco Catalyst 3850 (LUBeriuapus)
CAB-TA-UK= LLHyp nuTaHus nepemeHHoro Toka ans Cisco Catalyst 3850 (Benukobputanus)
CAB-TA-JP= LLIHyp nuTaHus nepemeHHoro Toka ans kommyTtaTtopos Cisco Catalyst 3850 (AnoHus)
CAB-TA-250VAC-JP= LWHyp nuTaHmsa 250 B nep. Toka anst kommytaTtopoB Cisco Catalyst 3850 (AnoHus)
CAB-TA-EU= LLIHyp nuTaHus nepemeHHoro Toka ans kommyTaTtopos Cisco Catalyst 3850 (EBpona)
CAB-TA-IT= LLHyp nuTaHna nepemMeHHoro Toka ansa kommytaTtopos Cisco Catalyst 3850 (Utanus)
CAB-TA-IN= LLHyp nuTaHna nepemMeHHoro Toka Ansa kommytaTtopos Cisco Catalyst 3850 (MHaus)
CAB-TA-CN= LLIHyp nuTaHna nepemeHHoro Toka Ansa kommytaTtopos Cisco Catalyst 3850 (Kutan)
CAB-TA-DN= LLIHyp nuTaHus nepemeHHoro Toka Ans kommyTaTtopoB Cisco Catalyst 3850 (daHus)
CAB-TA-IS= LLHyp nuTaHns nepemeHHoro Toka Ans kommyTaTtopos Cisco Catalyst 3850 (M3paunb)
CAB-C15-CBN LLHyp nuTaHus nepemblyku Wwkados, 250 B nep. Toka, 13 A, pasbembl C14-C15
KoMnnekTbl 3anacHbIX YacTel AnA MOHTaxa B cToike Ans Cisco Catalyst cepumn 3850

C3850-ACC-KIT= KomnnekT 3anacHbix YacTten ana kommytatopos Cisco Catalyst 3850 Series
C3850-RAC-KIT= Komnnekt ans moHtaxa kommytatopoB Cisco Catalyst 3850 Series B cToiike
C3850-4PT-KIT= BblaBWXKHbIE penbCbl 1 KPOHLUTEHbI ANst MOHTaxa kommyTaTtopa Cisco Catalyst cepumn 3850 no yeTbipem Toukam

CBeneHns 0 COBMECTUMOCTM ONTUYECKNX I/IHTepCbeIZCOB

KommyTtaTop Cisco Catalyst 3850 Series nogaepxvBaeT LUMPOKUIA AMaNa3oH ONTUHECKUX UHTEPEECOB.
lMockonbKy CNMCOK NOAAEPKUBAEMbIX ONTUYECKUX NHTEPENCOB perynsipHo OOHOBNSIETCA, cneayeT NPoOBEpUTb
akTyarnbHble JaHHble O COBMEeCTUMOCTM nHTepderncoB SFP B Tabnmuax, 4OCTYMHbIX HA Beb-canTe:

Orneyarano B CIITA.
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